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Abstract

A simple, adaptive data hiding method by employing the
three-form module substitution is proposed. In
accordance with the local variance of the blocks, a
variety of secret bits are effectively embedded in each
block via one of the three-form module substitution.
Experiments show that both the PSNR and hiding rate
generated by the proposed method are better than those
generated by the reported methods. Snce the perceived
quality of the resulting mixed images is good, the
proposed method has an extra merit of being attracted
hardly by the third parties.

1: Introduction

With the explosive growth of computer networks
and the popularity of the world wide web (WWW),
people are capable of exchanging data efficiently among
the parties. In other words, it provides a convenient way
for people to transmit their digital multimedia data on
the Internet. However, data could be unauthorized
tampered, illegal intercepted, or even damaged by the
hackers. Therefore, how to prevent the third parties from
extracting or attacking data becomes a great concern in
data hiding. Recently, several researchers have
presented the related papers in the literature [1-5]. On
the other hand, some data hiding methods [6-8] with
fixed number of secret bits replacement have been
proposed to enlarge the hiding space while maintaining
acertain degree of the resulting perceptual quality.

In this paper, the author suggests an adaptive data
hiding method based on the three-form module
substitution. More specifically, the secret bits to be
embedded in the block are embedded by one of the three
module substitutions, in which the selected module

substitution is determined by the base-value of the block.

Whereas, the base-value bk of ablock is evaluated by
by = max qg- mn g+l where
0<j<nxn-1 0<j<nxn-1

1 (nxn)-1
{qm}j:O
image and qj represents for the jth pixel value in the
kth block.

The rest of the paper is organized as follows. The
proposed three-form module substitution, namely, Mod
u, Mod v, and Mod w substitution are described in

indicates the kth nxn block of a host

Section 2. A fine-labeling policy is aso included. In
addition, the algorithms of the encoding part and
decoding part of the proposed method are presented.
Experimental results are demonstrated in Section 3.
Finally, abrief conclusion is given in Section4.

2: Proposed method

2.1: Mod u substitution

Assume that the Mod u substitution is to be applied
to hide data. Take L=|(nxn)logou] bits from the

binary data. (Here, the value of L is evalated by the
Property 1 stated later.) Convert this binary numebr to a

(base u) value of n? digits, and each digit is in the
range {0, 1, 2, ..., u-1}. To hide a data digit de {0, 1,
2, ..., U-1} inapixel with gray value x, wefirst evaluate

90 = (X Xmodu) + d-. (¢
Then let

gy =go+U 2
and

go =9o - U ©)

Choose from the Egs. (1)-(3) the one whose distortion to

X is the smallest, and call it g. Then, replace the gray

value x of the host pixel by the new value g. Note that

the data digit d can be extracted later easily because

d=(9)mod u =(90)mod u- 4

Property 1. The number of bits to be placed in the kth
nxn block of ahostimageis L=|(nxn)logy 4],
where ¢ is the value used by a module
substitution.

Proof. The largest n? -digit number in the base- ¢
number system is (¢-1¢4-1..,¢-1)y, whose

n’-1 -
decimal value is > (p-D¢! =

=0
(¢—1).%:(¢“2-1). Similarly,  the

largest L-bit binary number is (11...1)>, whose

decimal valueis 2- —1. In order that 2% -1 can
be stored as a base-4 number using n digits, we
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require 2"—1s¢n2 -1, that is, 2L5¢n2- In

other words, Lsnzlogqu. Now, the maximal

integer L satisfying Lsn2|092¢ is

L= an log ¢J 0
It is clear from Property 1 that the length of hits to be
embedded into the kth nxn block is determined by
the modulevalue ¢ .

After the embedding, to help the decoder identify the
block type, we must label the resulting mixed block so
that the new base value c of the block is satisfying
Ck <7 .Here, 7 isacontrol parameter. To do labeling,
we add or subtract full multiples of u to or from the gray
values of certain pixels. This adding u or subtracingt u
acction will not affect the value of the extracted data,
because the decoder will take graymegqu as the
extracted value for each pixel of the mixed block, and
Imodu = (9= U)modu for any valueg.

2.2 Fine-labeling policy

To reduce further the distortion caused by the
module substitution, a fine-labeling policy is introduced
in this subsection. Without loss of generality, let Hy, be
the kth host block of a host image, namely,
Hip ={9i [i =12...|Hio [} with [Hy l=n?  gray
vaues and Sy be the corresponding (temporary)
stego-block Sio ={Si 11=12,...,| S [} with
| S = n? stego-pixels generated by Mod u
substitution. Also let the (sparse) kth minus-block My, be
the My ={m|1<i<n® with m=s-u if
|s —u-gi Fmin{|s +u-g LIs-g LIs-u-g [} .
otherwise, m is a null; and the (sparse) kth plus-block
P be the Py ={pj |1<i<n?} with p=s+u if
|s +u—giEmin{|s +u-gi LIs-glls-u-gl,
otherwise, p; is anull. The details of labeling policy are
specified in the following algorithm.

Algorithm. The design of fine-labeling procedure for

Mod u substitution.

Input: A stego-block Su, a minus-block My, a
plus-block Py, a control parameter 7, and an
integer u.

Output: A stego-block of which base-value ci is

satisfying ¢ <7.

Step 1. Choose the minimum value my,,, from My,

presumably, my,i, was located at the rth pixel of

Mg with 1<r <n?, add u to m,;, to obtain

Mmin = Mmin +U, and compute the base-value

¢ of Sp with my, but excluding the
stego-pixel Sy .

Step 2. Choose the maximum value My from Py,

presumably, my,, was located at the gth pixel

of Py with 1<q< nz, subtract u from My
to obtain Myg = Mpax —U, and compute the
base-value c’j of Sy with

excluding the stego-pixel Sq-

Mmax  but

Step 3. If both ¢ and cj are satisfying ¢ <z and
¢} <, respectively, then we employ the one
from Steps 1 and 2 with the minimum distortion,
and replace s, (or sq) by My (Or Mg )
in accordance with which step was taken and go
to Step 9. However, if either ¢f <z or cj <z

is true, then the corresponding step was chosen.
Subsequently, we either replace the stego-pixel
s by My, when ¢/ <z or replace the
stego-pixel sy by My, when cj <z and
goto Step 9.

Step 4. Evaluate the basevalue ¢ by
Ck =Mpax —Mmin+1 . If  ci<z, then
substitute My, and My for s and s,

’

respectively, and go to Step 9.
Step 5. Choose the minimum value S, of Sy, add u

t0 Smin 10 g€t Syin = Smin +U, and compute
the base-value ¢ of Sy with Sy, instead of
Smin -

Step 6. Choose the maximum value Sy Of Sg,
subtract u from Syg tO gt Spax = Smax — U
and compute the base-value cy, of S with
Smax instead of S -

Step 7. If both ¢ and c;, are satisfying ¢ <z and
Cm < 7, respectively, then we take the one from
Steps 5 and 6 with the minimum distortion, and
replace Spin (O Smax) Of So by Spin (or
Smax ) in accordance with which step was taken
and go to Step 9. However, if either ¢ <z or
Cm <7 Iistrue, then the corresponding step was
chosen and sy, of S was replaced by Sy
when ¢ <7z or s, Of Sp was replaced by
Smax When ¢, <7z andgoto Step 9.

Step 8. Substitute Sy, and Syna for spip and
Smax Of S, respectively, and compute the new
base-value c; of Sy If ¢ <7, then go to
Step 9, otherwise, repeat to Step 5.

Step 9. Stop.
2.3: Mod v and Mod w substitutions

The main goal of employing Mod v and Mod w
substitutions into the proposed method is to promote

- 1152 -



further the hiding rate. That is, the base-value by of a

block being greater than or equal to r is either
encoded by Mod v substitution or Mod w substitution.
However, to help the decorder distinguish which
substitution was employed, a pixel (called flag-pixel) at
the top-left of the block was used to as a flag to identify
the block type.

Before the embedding, the least significant bit (LSB)
of the flag-pixel of the block isfirst set to be either zero
if the basevalue by of a block being satisfied

7<bg <2r oroneif by >2r. In other words, if the
L SB of the flag-pixel is zero then the block is embedded

by Mod v subdtitution. Otherwise, the block is
embedded by Mod w substitution. The secret bits are

then embedded in the remaining n?-1 pixels of the
block. Finally, as described in Section 2.1, to ensure the
decoder for extracting data correctly, a similar labeling
procedure has to be imposed on the mixed block.
However, the base-value ci of the mixed block must

be labeled to anew base cf soasto satisfying ci > ¢
when cx belows 7.

2.4: Embedment and extraction procedures

The encoding part of the proposed method is first
summarized in the following algorithm.

Algorithm. The design of hiding method by using the

three-form modul e substitution.

Input: A test secret image treated as a (very long but
finite) binary sequence, a control parameter z, and
three integers u, v, and w with u < v < w for module
substitution.

Output: A mixed image contains the secret data.

Methods:

Step 1: Input a block not process yet, and compute
the base-value by of the block.

Step 2: If by <, then embed |n?logyu] bits of
datato the block by Mod u substitution, |abel
this mixed block so that the new base-value
cy issatisfying ci <7 ,andgoto Step 1.

Step 3: If bgy>7, then the LSB o« of the
flag-pixel in the block is set to be either O if
7<bg <2z or1if by >2r. Subsequently,
data bits are encoded in accordance with the
following two substeps.

Step 3a If =0, then embed |(n2 ~1)log, V]
bits of data to the block by Mod v
substitution, label this mixed block so that
the new basevalue c; is satisfying

r<cp <2r,andgoto Step 1.

Step 3b: If =1, then embed \_(n2—1)|ogzwj
bits of data to the block by Mod w
substitution, label this mixed block so that
the new basevalue c; is satisfying

Ck =27 ,and goto Step 1.

Step 4: Stop.

The decoding part of the proposed method is much
simpler than that of the encoding part. First, read in the
next n x n block of the mixed image that is not
processed yet, and compute the base-value ci of the

block. If ¢y <7, then the n*digit are extracted from

the block by Mod u and being converted to \_nz logo uJ

bits. Otherwise, the LSB «a of the flag-pixd in the
block was picked up. The n*1 digits are extracted from
the block either by Mod v if « isequal to zero or by
Mod w if « isequal to one. Afterward, the extracted
digits ae converted to the corresponding

\_(n2 ~1)logs vj and \_(n2 ~1)logy wj bits,
respectively. The above procedure is repeated until the
embedded bits are completely extracted.

3: Experimental results

Three 512 x 512 gray scale images, hamely, Lena,
Peppers, and Baboon were used as host images. During
the simulations, one of three host images Lena was also
used as atest image. The block size is 3 x 3. One of the
three integer u used her is 3, whereas the values of the
other two integers v, w with w=1.5 v, and a control
parameter 7 are not (necessary) fixed. The PSNR
generated by the proposed method using various v and w
in the range 4<r <10 was illustrated in Fig. 1. The
quantitative measure PSNR is defined by

2
255
PSNR=10xlog1g ——, 5
xlogi0 g ©)
1 NM C W2
where MSE= —— % Z(X(i,j)—x(@i,j)* if the
Ni=1j=1

image size is M xN. Here x(,j) and X(,j)
denote the pixel values of the original image and the
mixed image, respectively. It can be seen from Fig. 1
that the PSNR is linearly increased as the value of ¢
being enlarged. In addition, the hiding rate generated by
the proposed method was shown in Fig. 2. From Fig. 2,
we can see that the hiding rate is gradually decreased as
thevalueof 7 beingincreased. From Figs. 1 and 2, we
can conclude that the larger the r, the larger portion of
the blocks are encoded by Mod u substitution which
means that a lower hiding rate (or a higher PSNR) is
obtained, and vice versa. Moreover, if we let the value
of v be fixed and u be a variable, it can be also found
that a similar result is acquired by the proposed method.
Fig. 3 illustrates the tradeoff between the PSNR and
hiding rate that generated by the proposed method.
Finally, to increase further the hiding rate, the second-
and third-rightmost bits in a flag-pixel of the block
could be used to hide two more bits. Simulations show
that the hiding rate for the proposed method can be
achieved to a scale of 2.3% bettern than that for the
origina one while the PSNR is dropped around 0.50 dB.
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A mixed image generated via the proposed method
by hiding part of the test image into the host image Lena
was depicted in Fig. 4(a). The value of 7 is8, whileu
=3,v=8, and w = 12. It can be seen from Fig. 4(a) that
the perceived quality is good at a hiding rate of 0.3167
(with PSNR = 40.33). The absolute-value-difference
image generated from Fig. 4(a) was also given in Fig.
4(b). The absolute-value-difference at each pixel has
been amplified in order to view clearly. For example, the
“brighter” pixel in Fig. 4(b) indicates bigger error there,
whereas the darkest pixel in Fig. 4(b) indicates no error
there.

Several adaptive data hiding schemes [10-12] are
also used to compare with the proposed method. The
PSNR and hiding rate provided by those methods are
tabulated in Table 1. The hiding rate is a percentage
defined as a ratio between the number bits being hidden
and 8 x 512 x 512. It can be seen from Table 1 that the
proposed method has the best PSNR value at various
hiding rate among these methods.

4: Conclusions

In this paper, the author uses three forms of module
substitution to obtain a simple, adaptive data hiding
method. In accordance with the base-value of a block,
various data hits are effectively embedded in the block
via the three-form module substitution. A fine-labeling
policy is also employed to aleviate the distortion during
data embedment. Simulations show that both the PSNR
and hiding rate for the proposed method are better than
those for the reported schemes. Since the perceptual
quality of the mixed imagesis good, the third parties are
hardly aware of the existence of the embedded message.
Notice that the proposed method is not designed for
resisting attacking, any of image processing operations
imposed on the mixed images would block a successful
extraction of the data at the receiver site. However,
another important usage of the proposed method can be
found in image authentication.
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Fig. 1. The PSNR generated by the proposed method via various v, w with w=1.5 v in the range 4<7 <10.
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Fig. 2. The hiding rate generated by the proposed method via various v, w with w=1.5 v in the range
4<7<10.
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Fig. 3. The relationship between PSNR and hiding rate for the proposed method.

(@) (b)
Fig. 4. The resulting images genertaed by the proposed method. (a) The mixed image is obtained using t = 8,
u=3,v=_8, and w =12 while the PSNR is 40.33 and the hiding rate is 0.3167. (b) The
absolute-value-difference image generated from Fig. 4(a).

Table 1. PSNR generated by the proposed method and other adaptive LSB techniques on the image Lena at
various hiding rate.

Methods Hiding rate
0.20 0.25 0.30 0.35 0.37 0.44
Liuetal.[10] 45,12 - - - - 32.66
Zhang and Wang [11] 4350 4120 3990 3810 - -
Wuetal.[12] - 38.80 36.16 -

Proposed method 4840 4504 4188 3941 3842 349
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