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ABSTRACT 
After the 911 terrorism attacks, the America 

government thoroughly investigated the infrastructure 

environment and found that the automated control 

system is a vulnerable point. In order to ensure the 

control system programming security, the malicious 

program issue must be investigated. Thus, our research 

focuses on the control system malicious code. This 

paper classified the malicious code based on control 

system characteristics. We identified the potential 

malicious code classifications, such as time-dependent, 

data-dependent, behavior-dependent, input-dependent, 

violate a certain theorem, deviation’s error, isolated 

codes, change of privilege/authentication, anomalous 

file access, access of text segment as data, and so on. 

Finally, we develop an example to construct a malicious 

program on automated control system according to our 

classification. It demonstrates that the malicious code 

written by an insider and planted into the control system 

program is possible. So, this research is the first step 

towards detecting the malicious code on the control 

systems.  

Keywords: control systems security, malicious code 

classification  

 
 
1. Introduction 

 

 Since the 911 terrorism attacks in 2001, many 

critical infrastructure vulnerabilities are revealed. These 

critical infrastructures include nuclear, power, water, 

telecommunication, energy, and chemical industry, etc. 

Thus, the America government thoroughly investigated 

the infrastructure environment and found that the 

automated control system security is a weakness point. 

The control system includes many security 

vulnerabilities and it can be attacked easily by terrorists. 

Moreover, once the terrorism attack happens, it will lead 

to a serious consequence.  

 

The reasons why the control system is the security 

vulnerability include two key points. First, the control 

system always executes in a closed-environment. It is 

hard to intrude the independent network form outside. 

Second, if someone wants to implement malicious 

actions, he or she must possess the domain knowledge 

to operate the control system. Comparatively the 

business information system security, the control system 

security has been always neglected in a long time. 

However, the 911 terrorism attacks represents that the 

terrorist resort to every conceivable means to achieve 

their goals.  

 

During these years, many critical security events on 

infrastructures are happened[1,2,3,5,7,9,11,12]. Reed 

[11] wrote "In order to disrupt the Soviet gas supply, its 

hard currency earnings from the West, and the internal 

Russian economy, the pipeline software that was to run 

the pumps, turbines, and valves was programmed to go 

haywire, after a decent interval, to reset pump speeds 
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and valve settings to produce pressures far beyond those 

acceptable to pipeline joints and welds." The 

power-plant case [1] showed the control system 

programming of Inalina nuclear power-plant in 

Lithuanian was embedded the logic bomb by an insider 

who nursed a grievance against the government. Thus, it 

can be seen that the malicious code written by an insider 

is a severely vulnerable point on control system security. 

Therefore, the malicious code detection is an important 

issue for control system security which needs to be 

resolved immediately. 

 

 In this paper, our research focuses on the control 

system malicious code classification. There are many 

different characteristics between control system and 

general business system. The control system emphasizes 

the real-time implementation, and operates with 

feedback loop, sensor inputs, actuator actions, and 

operator commands to execute the operation. Thus, the 

potential malicious programs on control systems are 

different from those on other systems[4,10]. 

 

 The rest of the paper is organized in the following 

way. Background will be briefly described first in 

Section 2. Section 3 presents the malicious code 

classification on control systems. Section 4 shows the 

case study that the malicious code on the nuclear power 

plant may happen probably. Finally, the future work will 

be given in Section 5.  

 

2. Related Background   
 

The research on malicious code classification 

includes McGraw [4] and R. W. Lo et al. [10]. McGraw 

and Morrisett [4] classified the malicious code into five 

categories: viruses, worms, trojan horses, back doors, 

and spywares. Combining two or more of these 

malicious code categories can lead to powerful attacks. 

R. W. Lo et al. [10] defined tell-tale signs and used them 

to detect the malicious code by program slicing [8] and 

data-flow technique. These tell-tale signs include three 

groups: tell-tale signs identified by program slicing, 

tell-tale based on data-flow information, and 

program-specific tell-tale signs. However, all of the 

research on malicious code classification deals with 

general programming code. It seems that there is no 

research so far to classify malicious code specifically 

for control systems. Thus, differing from these studies, 

our research focuses on control system malicious code 

classification. 

 

 Insider attack is an important issue on control 

systems. The primary threats to computer systems have 

traditionally been the insider attacks[6]. According to 

the U.S. Secret Service and CERT Coordination 

Center/SEI statistics[13,14], the insider threat can lead 

to serious damages. The report [13] shows that there 

have been the insider attacks in several critical 

infrastructure sectors, including baking and finance, 

information and telecommunication, energy, chemical 

industry and hazardous materials, water, etc. Table 1 

represents the insider incidents during 1996 to 2002. 

Table 2 shows the percentage of organizations 

experiencing financial losses. Eighty-one percent of the 

organizations experienced a negative financial impact as 

a result of the insiders’ activities. The losses ranged 

from a reported low of $500 to a reported high of “tens 

of millions of dollars.”[13] They show that the insider 

threat can result in powerful attacks and severe loss. 

Thus, the insider attack consequence can not be 

neglected. So, to prevent the insider attack will be an 

important research for control systems security. 
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Table 1: Insider incidents by year of initial 

damage[13] 

 
 

Table 2: The percentage of organizations 

experiencing financial losses[13] 

 

 

3. Our malicious code classifications on 
control systems 
  

The malicious code classifications are widely 

investigated on general business system. However, the 

critical control system security is always ignored. The 

potential insider attacks and the vulnerabilities of the 

control systems must be dealt with. In order to ensure 

the control system programming security, the malicious 

program issue must be investigated. In the control 

system, a single malicious action may not cause serious 

hazards. It always takes two or more instances of these 

malicious code categories to lead to a violent attack. 

Therefore, in this section, base on control system 

characteristics, we will analyze the potential malicious 

code. The following distinguishing features of control 

systems are identified: 

 Real-time implement action 

 Feedback loop 

 Sensor inputs 

 Actuator actions 

 Keeping stable state 

 Require sequential control 

 Involved with operator 

 

According to the above mentioned characteristics 

and existing research, we identified the following 

potential malicious code classifications for control 

systems. 

 

(1) Time-dependent 

Control systems always emphasize real-time 

operations. Hence, the timing-related problems are 

critical for them. 

a. Time-bomb: the meaning of a time-bomb is that 

the malicious code is triggered at a certain 

time. 

b. Early or delayed message/action: in generally, 

a message or an action directly influences the 

actual operations. An early or a delayed 

message/action will change the sequential 

operation of the control system. Thus, to keep 

the right control sequences is important.  

c. Race condition/Synchronization: a race 

condition occurs when multiple processes 

access and manipulate the same data 

concurrently, and the outcome of the execution 

depends on the particular order in which the 

access takes place. 

 

(2) Data-dependent (value-related) 

Some of the control system operations depend on 

data setting. For example, for a car cruise control 

system, the speed set-point will influence the safety 

of a vehicle.  The malicious code may change the 

critical data, and cause terrible damages. 

a. Display inconsistency: the distances between 

the plants and the control room are always very 

far. Therefore, the monitor in the control room 

is a key reference basis to the operator. Once 

the malicious code counterfeits the actual result, 
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it will confuse the operator to perform right 

actions. 

b. Change alert set-point: the control systems 

include several critical alert set-points. The 

malicious code may change that setting to 

invalidate the alert. 

c. Sending/receiving fake data: on control 

systems the action depends on the 

sending/receiving data. Once the sensor and 

actuator send or receive the fake data, it would 

affect the proper actions. 

d. Getting fake feedback data: the control system 

maybe be open loop systems or closed loop 

systems. Thus, to get the fake feedback data 

would cause the system in an unstable state.    

e. Independent/isolated data: the anomalous data 

flow may include the potential malicious 

actions, such as use of undefined variable, use 

of extra data. 

 

(3) Behavior-dependent (action-related) 

Actuator actions affect the actual execution. Thus, 

the malicious actions will destroy the normal 

operation. Such actions include adding extra 

malicious actions, ignoring critical actions, 

executing wrong actions and mixing up execution 

sequences.  

 

(4) Input-dependent 

The malicious action maybe trigger when certain 

inputs are encountered. The insider may add 

abnormal actions in the program triggered by the 

particular inputs. 

 

(5) Violate a certain theorem/rule/relation/invariant 

The control system always keeps the system in a 

stable state. The system can not violate certain 

theorems, such as conservation of mass, the law of 

the conservation of energy, and so on. 

(6) Deviation’s errors 

In the control system, the damages would not occur 

immediately, but they may result from accumulated 

deviation actions over a long period. 

 

In addition to these categories, we may also include 

existing research results on the malicious code 

classifications. The isolated codes, change of 

privilege/authentication, anomalous file access, and 

access of text segment as data are also considered.  

 

4. Case Study 
 

 As mentioned in Section 1, control system 

security has been always ignored over a long time. The 

reasons include that a control system always executes in 

a closed-environment and the hacker must possess the 

domain knowledge to operate it. However, in this 

section, we revealed that a control system may contain a 

malicious program written by an insider. The malicious 

actions may be triggered by malicious code of two or 

more of the above categories to make the accident 

happen.  

  

 In this section, we develop the malicious code on 

the Recirculation Flow Control System (RFC) of a 

power plant as a case study to demonstrate the 

feasibility of insider attacks on control systems. The 

RFC provides a mean to change the reactor power level 

by adjusting the recirculation flow over a range of 

power and flow at an established control rod pattern. 

The RFC sends the speed demand to control the 

physical processes. The operation results, core flow 

value and power value, are sent back to the console and 

displayed on the control monitor. The sketch is shown in 

Fig. 1.  

 

In order to perform improper actions, the 

malicious codes are inserted into the control system 
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programs based on our classifications. We show a 

scenario combining two malicious code categories, 

which are sending the fake data and display 

inconsistency. Sending the fake data is performed to 

change the speed demand. As soon as the value of the 

speed demand is greater than 80%, then the fake speed 

demand value (110%) will be sent. When the physical 

processes receive the fake speed demand value (110%), 

this malicious action attempts to crash the physical 

operation. However, the values of the core flow and 

power will response to the reality situation. Therefore, 

the display inconsistency must be considered. It can 

change the actual values of the core flow and power, 

and display the calculated values on the control console. 

The fake display will swindle the operator, so that he is 

unaware of this abnormal circumstance. The sketch of 

the malicious actions is shown in Fig. 2. The step 1 and 

step 2 are sending the fake data, and the step 5 and step 

6 are display inconsistency. 

1. Malicious code 
changes the actual 
speed demand value 

4. Malicious code 
calculates the core flow 
and power values  

2. Sending a fake value 
to the physical 
processes 

5. Physical processes send 
the actual code flow and 
power values to control 
room 

3. Physical processes 
executed based on the 
fake value 

6. Malicious code 
displays the fake values 
on control console 

 

We inserted the malicious codes into the control 

system programs and executed them over a period. The 

simulated result showed that the anomalous situation 

happened, but the operator did not observe any irregular 

system behavior. According to our malicious code 

categories, the control systems can contain all kinds of 

vulnerabilities. There are many combinations which can 

be considered to destroy a control system. It can be seen 

that the malicious code written by an insider is severe 

threat to the control system security. Thus, potentially 

malicious code on control systems is an urgent topic to 

be resolved. 

 
Fig. 1 The relation between RFC and physical 

processes 

Fig. 2 The sketch of the malicious actions 
 
5. Future Work 
  

This research focuses on the control system 

malicious code classifications base on its characteristics. 

Our classifications include time-dependent, 

data-dependent, behavior-dependent, input-dependent, 

violate a certain theorem, deviation’s error, isolated 

codes, change of privilege/authentication, anomalous 

file access, access of text segment as data, and so on. In 

Section 4, it demonstrates that the malicious code 

planted into a control system program written by an 

insider is possible. Therefore, in order to enhance the 

security of the control systems and reduce their 

vulnerability, the final goal is to discriminate the 

malicious code from the benign ones. Our research is 

the first step towards detecting the malicious code on 

control systems.  

 

As to our future work, we will develop the 

malicious code detection patterns base on our 

classifications. Furthermore, we plan to combine static 

and dynamic analyze to detect the malicious code. In the 

static analysis, we will detect the malicious code using 

the program slicing and data flow techniques by defined 

detection patterns. On the other hand, some malicious 

actions can not be easily found in the static analysis. 
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Thus, dynamic analysis is needed in run-time 

monitoring. Finally, we plan to construct practical tools 

that address the automatic detection of the malicious 

code on the control systems. 
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