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Abstract

In this paper, we propose a three-layer distributed
architecture which isolates the interface, applicétion, and
resource of a distributed system. We apply this
architecture to our distributed system testbed, SD?. SD?
exists in both OSI and TCP/IP network environments,
and interworking with OSI and Internet management
protocol through OSI-Internet management gateway. All
resources of SD? are modeled as managed objects (MOs).
In order to achieve heterogeneous network management,
we utilize MIB translation tool and realize management

services emulation.
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1. Introduction

Distributed system based on client-server concepts
provides a highly flexible system, but the management of
the system is more complex and difficult. Furthermore,
the distributed system contains nodes on a heterogeneous
environment using different protocols. The network
management applied to these networks should be
integrated to support the overall functions.

.In this paper, we introduce a threeilayer distributed
architecture, The distributed system maﬁagement
interface is achieved by OSI and Internet management
services, and the interworking uses an OSI-Internet
management gateway to perform the management
service translation. We apply above to our distributed
system testbed, SD®. The management information of
SD? is represented using the MO definitions of these two
management protocols.

This paper is organized as follows. Section 2
introduces a three-layer distributed architecture. Section
3 presents the heterogeneous network management

services translation. Section 4 shows an example to

demonstrate our work with SD?. Section 5 concludes the

paper.

2. Three-Layer Distributed Architecture
In general, the network elements of a distributed
system can be classified into three types: interface,

application, and resource. A user employs the interface o
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obtain information on applications. User doesn’t have to
care what application they need to process, and where
the application is located. The interacting applications
make use of the system resource when necessary to
complete the assigned task. Similar to the interface, the
application doesn’t care where the resource is supported.
This architecture isolates the interface, application, and
resource of a distributed system.

The distributed system that we manage in this
paper is SD? (A System for Distributed Software
Development) [1]. SD? provides a distributed processing
environment in which the processes of a distributed
application program allocated to various heterogeneous
nodes can refer to each other in order to submit or
receive messages. Furthermore, the users can observe the
behavior of distributed application programs, and further
use the tools provided by SD* to find out the bugs.

There are seven subsystems on SD?% visualization
tool, CSP transformation, Petri Net monitor, debugger,
system server, system. client, and OSI to Internet gateway.,

In SD?, all of the messages between interface-application

and application-resource are CMIP or SNMP [2].
Excluding the system server and éystem client, the
relationship of SD? components that mapped with three-
layer distributed architecture will be described later.

We support SD? to running on OSI and Internet
network environment [3]. The system server is an OSI
manager, which runs on an OSI network [4]. On the
other hand, the agent is part of the system client that can
be on OSI or Internet networks. The system server can
manage its clients on Internet network through an OSI to
Internet management géteway {51

Fig. 1 shows our heterogeneous environment. The
system server uses OSI management as the uniform
management platform to integrate OSI and Internet
management. It maintains a host table to record what
network environment that system clients are on. When
the system server sends a request to the client on Internet
network, the system server should check the host table
and sends this request to the management gateway,
which will transform this request to Internet management

target client. That is the same with events and traps.

Interface
Layer
' / /I  SD?Server
(Sun OS)
Application
Layer :
. A~ X -
Gatew: CSP Transformation-
(Sun 0OS) (Sun OS)
Resource
Laycr FDDI
Token Ring
“Sybase Server ‘File System Oracle Server
(Windows NT) (Windows NT) (Sun Solaris) (Sun OS) Ethernet

Fig. 1 Our Heterogeneous Environment
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3. Heterogeneous Network Management
Services Translation

An important issue among different network
elements is their heterogeneity. For the purpose of
network management, we integrate two major network
management protocols: CMIP and SNMP. Interworking
is defined as the ability for OSI and Internet management
to coexist in the same distributed management
environment with some level of integration between
them. The objective of interworking is to provide a
single, uniform end-to-end view of the managed network,
no matter what the underlying protocols are.

In order to implement the interworking strategy,
three methodologies are defined: protocol translation,
MIB translation, and service emulation [6]. Because in
many cases protocol syntax cannot be directly translated
(e.g., CMIP scope Get, SNMP GetNext), protocol
translation requires some aspect of MIB translation and
service emulation in a complex and multi-step
interworking strategy. In this paper, we focus on service

emulation and utilize a translation tool: “imibtool” [7] to

achieve MIB translation [8].

oSsI Internet
Get (non-table entry)
M-Get Get-Next (table entry +
scope)

M-Cancel-Get No equivalent service

M-Action No equivalent service
M-Create & :
M-Delete Set (table entries)
M-Event- Tra

Report p

Table 1 Operation of Service Emulation

Service emulation involves mapping OSI

management services into Internet management services,
or vice versa. Performing OSI management service

emulation requires the Internet MIB's schema

information that is described in OSI GDMO templates,
and requires some functional mapping. NMF Forum 028
[9] has defined some elements of CMIS service
emulation (Table 1).

The management gateway is responsible for
emulating CMIS requests by generating SNMP requests,
using SNMP responses to generate CMIS responses, and
mapping SNMP traps to CMIS notifications. There
should be an emulation procedure, and the Internet MIB
has to be translated into OSI GDMO providing the MIB
schema for service emulation and naming mapping,.

To perform the CMIS emulation, the proxy or
gateway can use either of the approaches, stateless or
stateful approach, described by IIMC Strategy [6] to

retrieve or modify Internet MIB information.

4. An Example

The managed resources that SD? uses should be
modeled as managed objects. The status of an object is a
measure of its behavior at a discrete point in time and is .
presented by the current value of a set of status attributes.
On the other hand, the event of an object is the reflection
of a change in its status.

Based on the features of managed resources, we
define four managed objects: distributed_system,

(Fig. 2). The

distributed_system object records the status of SD? such

compiler, database, and process
as whether the local system is ready or the data will be
dispatched to process by remote node. The compiler
object corresponds to compiler of each target node. SD?
uses compiler object to set the compiler environment and
control the compiler. The database object is used to
access the database of SD? which stores the information
of processes decomposed from user’s application
program in every target node. The meaning of process
object is to model the behavior of processes running on

each node of SD? The behavior of a process that we

concern with is the communication between processes.
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system

systemld=host_name€

distributed_system
- systemld=sd2

-SystemUp

compiler database process
compilerid=obj_compile databaseld=obj_database processld=obj_process
Compile ClearTable Run
Command AppName Initial
ProcName End
HProc Send
Receive
SendingData

Fig. 2 Containment Tree of SD?

CMIS Service

SNMP Service

@MOCId=NULL, Attribute, baseObject)

M-Get (MOC, systemId=gateway@systemId=host_name

Get (host_name, Object)

@MOCId=NULL, NULL, wholeSubtree)

M-Get (MOC, systemlId=gateway@systemId=host_name

n X Get-Next (host_name, Table or Group)

M-Set (MOC, systemld=gateway@systemld=host_name . "
@MOCId=NULL, Attribute, Set_Value, baseObject) | St (host_name, Object, Set_Value)

Table 2 Management S

The management services translation that
performed in gateway is shown in Table 2. In the CMIS
services, the MOC parameter indicates the managed class,
which is translated from SNMP MIB. The
systemld=gateway@systemld=host_name@MOCId=NU
LL parameter is a distinguished instance name of the
MOC. “systemld=gateway” points out the gateway host,
“systemlId=host_name” presents the SNMP agent host
name, and “MOCId=NULL” is a name of the instance of
MOC. The Attribute parameter is the atiribute of the
MOC that the service is accessing. The Ser Value
parameter of the M-Set service is the value that will be
set to the ativibute. The baseQObject and wholeSubireel
parameters are scopes the service applying to the MOC.

baseObject shows that the service only operates the

ervice Translation

MOC object. wholesubtreel means that the service
operates the objects in whole subtree from the MOC
object.

In the SNMP services, the host_name parameter is
the host where the service request is delivered. The
Object, Table, and Group are the targets that the service
applies to. The MIB definition for SNMPv1 does not
contain a macro for representing traps. In SNMPv1, traps
are considered part of the protocol but not part of the
MIB. Therefore, the frap of SNMPvl cannot be
translated to notification of CMIP being emitted by
specific managed object in MIB translation step directly.

We define the possible notifications mapping to
SNMP traps. The number of trap is enterpriseSpecific(6)
in an OID table. The internetSystem object in the
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management gateway emits this notification. We use two
examples in managing SD? to explain how CMIS M-Set
and SNMP Trap are translated into SNMP Set and CMIS
M-Event-Report. Before the management service
translation, the SNMP MIB should be translated into
CMIP GDMO MIB. According to this GDMO MIB, we
will generate a Simple Input File (SIF) table and an OID
table providing the information for translation. The SIF
table records the structure of the SNMP MIB in the view
of OSI MIB. The OID table maps OSI managed objects
and attributes to the object identifiers of SNMP groups
and objects.

The first example shown in Fig. 3 is to set the Data
object belonged to the distributed system group of
SNMP MIB with a value “24” in the host “jupiter”. We
should give a CMIS M-Set request to the management
gateway executed in the host “apollo”. The M-Set
request we give is:

M-Set (distributed_system, systemId =apollo
@systemlId=jupiter@systemId=NULL,
Data, 24, baseObject)

The management gateway looks up the SIF table to

check the MIB structure in the CMIP view. Then, in the

OID table, it finds out the OID of the SNMP object
(1.3.6.1.4.1.300.1.2) mapping to the attribute (Data) that
we assigned. Finally, the Set request of SN'MP is sent to
the agent in host “jupiter”.

For the second example, we translate a SNMP trap
that is emitted when a process (in a host whose IP
address is 140.134.24.26) sends a message(24) to the
other process (Fig. 4). This trap is an enterprise trap(6)
and the specific trap number is 2. The enterprise OID of
SD? is {1.3.6.1.4.1.300}; however, this OID is an
experimental one.

First, we define a snmpDataSending notification of
the internetSystem object in the management gateway to
map to it. According to the enterprise OID and specific
trap fields of the trap, we give the notification a
registration identifier, {1.3.6,1.4.1.300.0.2}, recorded in
the OID table. So, when a trap arrives at the gateway, we
can use the enterprise OID and specific trap fields of the
trap to find out which notification mapping to it in the
OID table. By M-Event-Report service of CMIS, the
internetSystem object emits this notification containing
the information that consists of the IP, OID, and Value
fields of the SNMP trap to OSI manager.

system
systemld=apollo

remoteSystem
systemId=jupiter

distributed_system

systemId=sd2

— ‘ i
M_Set (distributed_system,

. Data,24, baseObject)

systemId=apollo@systemId=jupiter@systemId=NULL,

{13.6.1.4.1}

distributed_system iimecAutoObjAndAttr.1.3.6,1.4.1.300.1

SystemUp iimcAutoObjAndAitr,1.3.6,1.4.1.300.1.1 :Snmplnteger
Data fimcAutoObjAndAttr.1.3,6,1.4.1.300,1.2 :SampOctetString

distributed_system

ATTRS=3

sysiemld SnmpGenericRDN 0 1
SystemUp Snmplnteger 01
Data SampOctetString 0 3
NB=1
distributed_system-remoteSystemNB remoteSystem systemid O 0

A$§QMﬁ;

Fig. 3 Translate CMIS M-Set into SNMP Set
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CMIP Object

: Ted
snmpDataSending: 1.3.6.1.4.1.300.0.2 :InternetAlarmInf

i snmpSendmg

1.3.6.1.4.1.300.0.1 :InternetAlarmInfc

InternetAlarminfo = IP (140.134.24.26) + .
OID (1.3.6.1.4.1.300.4.6) +
Value (24)

Fig. 4 Map SNMP Trap to CMIS Notification

5. Conclusion

In this paper, we propose a three-layer distributed
.architecture and apply to our SD? system with a
heterogeneous énvironment. We have achieved two
major tasks. First, we have a consistent interface to
manage a distributed system. In other words, we can
access the management information of a distributed
system through the standardized management services.
Second, the distributed system can exist in a
heterogeneous network, i.e., OSI and Internet network

environments. An OSI to Internet management gateway

is adopted to achieve the interworking between the two

environments.
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