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Abstract

The Lucas function is a special form of second-order linear
recurrence relation using a large public integer as the
modulus. With the usage of tamper-free smart cards, we
present a remote login authentication scheme based on
Lucas functions. Like the RSA system, the Lucas-based
cryprosystem is susceptible io the chosen-message forgery
attack. However such vulnerability does not affect the
security of the proposed scheme for authentication purpose
only. The proposed scheme has the Jollowing
characteristics: (1) users can freely choose their passwords
with fixed or variable length; (2) users can perform on-line
registration for their own smart cards and passwords with
the password center; (3) each user and his own smart card
has unique one-to-one correspondence, hence no identity
Jor the user is required; (4) the authentication server can
easily verify a login request without verification tables or
preserved secrets; (5) any adversary cannot successfully
replay an intercepted legal login request in the later time;
(6) any adversary cannot successfully forge a legal login
request with an illegally possessed smart card,
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1. Imtroductiom

The main tasks of the authentication server (AS)
in a computer system are to identify the user who requests
access and to ascertain that the login user is legal or not.
In general, three approaches are usually adopted in
computer systems for user authentication 6, 17, 26]:

(1) by the secret information only known to the users,
such as passwords or facts;
(2) by a possessed special “token” which is hard to
duplicate, such as mechanical keys or smart cards.
(3) by user’s biometric characteristic, such as written
signatures or fingerprints.
To enhance the secrecy and privacy, any effective user
authentication mechanism should associate to at least two
approaches stated above [26). Identifying user’s biometric
characieristics requires exira hardware costs and is time-
consuming. There is no doubt that aunthenticating
passwords in smart card model is the most acceptable
approach for user authentication, since its
inexpensiveness, simple implementation, and ease of use.

In conventional password authentication scheme,
each user registers his public identity (/D) and secret
password (PW) with the AS, and the AS keeps a secret
password file containing all registered users’ IDs and PWs.

When logging the system, the user submits his /D and
PW to the AS. The AS verifies the login request by
checking if the submitted ID and PW are identical to the
corresponding entries of the password file. It goes without
saying that directly storing the plain password file is
insecure. Further, an intruder may intercept a legal login
request and disclose the plain password, and hence
successfully replays it in later time.

To overcome the drawbacks stated above, an
alliterative approach is that the AS uses an available
cryptographic technique, such as one-way function [21] or
encryption algorithm [4], to encode users’ passwords into
test patterns (TPs), and stores IDs and 7Ps in a public
directory, namely the verification table. When logging the
system, the user uses the same cryptographic technique to
encode his password into-a test pattern and submiis his /D
and TP to the AS. The AS verifies the login request by
checking if presented ID and TP are identical to the
corresponding entries of the verification table. Most of the
previously proposed password authentication schemes
adopt such approach [2, 7, 8, 9, 13, 14, 18]. However,
this approach still has the disadvantage that an intruder
may successfully replay an intercepted legal login request
in the later time. Besides, the AS requires extra memory
space and management effort for maintaining the
verification table.

Smart cards are some kinds of temper-free
security devices, and are prevailingly used in computer and
communication network applications [5, 22, 27]. A smart
card contains a microprocessor, read-only memory (ROM),
random access memory (RAM), nonvolatile memory
(NVM), and input/output ports [22]. For security
considerations, the smart card should operate under
exclusive control of the software in the on-board ROM.
Hence, the smart card has the capability to withstand
unauthorized access to the CPU, the memory, the buses,
and the data stored within the device. Chang and Wu [3]
and Wu and Chang (28] proposed two password
authentication schemes with the usage of smart cards.
Both of these two schemes require no verification tables
and are useful for remote login under insecure channels. In
the Chang-Wu scheme, the users’ passwords are generated
by the sysiem. The system-generated password preserves
randomness to secrecy, however loses mnemonics 1o
practical usage [16]. In the Wu-Chang scheme, some
preserved secrets for the AS should be imvolved in the
authentication stage, and hence may increase the risk of
breaking the system.

The Lucas function is a special form of second-
order linear recurrence relation using a large public integer
as the modulus [21]. Recently, Smith and Lennon [23, 25]
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proposed a new public key cryptosysiem, namely the LUC
system, based on Lucas functions. Since then, the
properties of Lucas functions in cryptographic applications
have been siudied extensively [1, 9, 11, 12, 24, 29]. The
main selling point of the Lucas-based cryptosystems is
that they are not formulated in terms of exponentiation
[1]. It is believed that any successful attack, for instance,
the chosen-message forgery [1], on the Lucas-based
cryptosystems would lead to those based on the
exponentiation [11, 12]. Although the security of the
LUC system is not well convinced till now, the
significance of the Lucas functions in cryptographic
applications is unsusceptible.

With the usage of tamper-free smart cards, we
intend to propose a remote login authentication scheme
based on Lucas functions. The proposed scheme has the
following characteristics:

(1) users can freely choose their passwords with fixed
or variable length;

(2) users can perform on-line registration for their own
smart cards and passwords with the password
Center;

(3) each user and his own smart card has unique one-
to-one correspondence, hence no identity for the
user is required;

(4) the authentication server can easily verify a login
request without verification tables or preserved
secrets;

(5) any adversary cannot successfully replay an
intercepted legal login request in the later time;

(6) any adversary cannot successfully forge a legal
login request with an illegally possessed smart
card.

2. Preliminaries

In this section, we first introduce some useful
properties of the Lucas function. Also, a known Lucas-
based cryptosystem, the LUC system [22, 23], is
described.

2.1, The Lucas function

Let G be a finite field and m € G. The Lucas
function is a special form of a second-order linear
recurrence relation [22]:

V, (m) = mV,,_1(m) =V, _2(m), for n>2,
where Vo(m)=2 and Vj(m)=m. The sequence
<V, (m)> is called the Lucas sequence generated by m.

The famous Fibonacci sequence is a variation of the Lucas
sequence [21].

The Lucas function has several useful properties
in cryptographic applications [9, 11, 12; 24]. Two of the
significant properties of the Lucas function applied to the
design of cryptographic applications are described as
below:

Property 1: If we calculate the sequence <V, (m)> out of
some point 7 and take the result modulo N (which is
a composite of two primes), then we have the same
result as if we had applied the modulo operation at
each step in the sequence. That is,

V,(m)ymod N =V, (mmod N).

Property 2: The calculation of a composite Lucas sequence
produced by two Lucas sequences preserves the
communicative relationship. That is,

Vi (m) =V, (Vp(m)) = Vi (Vp(m))(mod N).

The reader is encouraged to learn more vseful
properties about the Lucas function in the literature (1,9,
11, 12, 23, 24, 25].

2.2. The LUC system

The overall structure of the LUC system is
similar to the well-known RSA system [19]. The
encryption and decryption of a message is achieved using
the Lucas sequences generated by the message.
Differentiating from the RSA system, the decryption key
for the Lucas-based cryptosystem may either be message-
dependent or message-independent [1]. Using message-
dependent decryption key may make the generation of
signatures more efficient (1]. The LUC system with
message-dependent decryption key is described in the
following.

Suppose user A wants 10 send a secret message to
user B. First of all, B chooses two large primes p and g,
computes N = pq, and selects an integer ¢ € Zo(ny such

that GCD((p? ~1)(¢® -1), €) = 1, where ¢ is Euler’s
totient function [21] and GCD means the greatest common
divisor. Afterwards, B publishes (¢, N) as his public key,
while keeps p and g secret. A encrypts the message i, for
m < N and GCD(m, N) = 1, by computing the ciphertext
¢=V,(m)ymodN. Here, c is the e-th point of the Lucas
sequence generated by m. When received the ciphertext ¢,

B performs the following steps to recover 7: '

Step 1. Compute D=c* - 4.

Step 2. Compute S(N) = LCM(p-L(D, p), g-L(D, p)),
where LCM means the least common multiplier
and L(a, b) is the Legendre symbol defined as

0 if bdividesa
L(a,b)=11 if ais a quardratic residue mod b
~1 if a is not a quardratic residue mod b

Step 3. Compute d = ¢-1 mod S(N), where e-1is the
inverse of ¢ modulo S(V).
Step 4. Recover the message as m = Vg(c) mod N.
References 23 and 25 give more details of the
proof that Vy(V.(m))=V.(V4 (m))=m (modN) for
ed =1mod S(N) . Note that d is a function of m. For a
given e, there are only four possible values of S(N):
LCM(p-1,q-1), for L(D,p)=1and LD, p) = 1,
LCM(p- 1, g+ 1), for L(D, p) = 1 and LD, p) = -1,
LCM(p + 1, g - 1), for L(D, p) = -1 and L(D, p=1,
LCM(p + 1, g + 1), for LD, p) = -1 and L(D, p) = -1.
Therefore, there are only four possible solutions for d
satisfying ed = 1mod S(N):
d=e¢'mod LCM(p-1,¢-1),
dy=etmod LCM(p-1, g+ 1),
dy=e'modLCM(p+1,4-1),
dy=e!mod LCM(p+ 1, g+ 1).
and these d;’s can be calculated at the time when e is
chosen. For the decryption of a ciphertext as
¢ =V, (m)ymod N, the receiver should first determine the
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values of L(¢? — 4, p) and L(c® -4, p) for choosing the
proper d among {d;,d»,ds,ds}, and then recovers the
message as m = Vy(c)mod N without adding significant
computational load.

The LUC system with message-independent
decryption key can be simply presented in terms of an
RSA-like system. Each user publishes the produce N of
two large primes p and ¢, and an encryption key e with

GCD(e, (p2 —1)(q2 -1)) = 1. The corresponding

decryption key d such that ed = 1mod(p® —1)(g* -1) is
kept secret. The ciphertext of a message #1 is computed as
c=V,(m)modN. To decrypt the message, the user
computes n=Vy(c)modN. Like the RSA system, the
signature for m is computed as § =V (m)mod N, which
can be verified by checking that m =V, (s)mod N. Note
that the signature scheme for the LUC systiem takes more
computation than the RSA system does. Yen and Laih
[29] proposed an efficient algorithm for the signature
scheme for the LUC system. Besides, a parallel
architecture for Yen and Laih’s algorithm is developed in
the same paper.

It was pointed out [1, 9] that, like the RSA
system, the original LUC system is susceptible to the
chosen-message forgery attack. Bleichenbacher et. al. [1]
demonsirated an effective chosen-message forgery attack on
the LUC signature scheme. However such vulnerability
does not affect the security of the proposed scheme for
authentication purpose only, as discussed in Section 4.

3. The Proposed Scheme

Throughout the paper, we adopt the presentation
of message-independent LUC system for describing the
proposed scheme. The proposed scheme is divided into
four stages: the system initialization stage, the smart card
registration stage, the user login stage and the server
authentication stage. Four primary roles are involved in
these four stages: the password center (PC), the user, the
smart card and the authentication server (AS). In the
system initialization stage, the PC generaies necessary
public and secret parameters for the system and the smart
card. Initially, the PC assigns an initial password for each
smart card, and the smart card with its initial password
will be delivered to the user by hand before registration
stage. Other parameiters for the smart card are burned onto
its ROM to let only the smart card itself can read these
parameters [27]. In the user regisiration siage, the user
performs on-line registration for his own smart card (with
its initial password) and a chosen password with the PC.
The PC produces a test pattern, which is corresponding to
the chosen password for the regisiered user, and stores the
test pattern in the NVM of the smart card. All snccessful
on-line regisirations for the smart cards are recorded in a
registration status file maintained by the PC. In the user
login stage, the logging user first atiaches his smart card
to a terminal which conmnecis to the AS and inputs his
identity and password. After that, the smart card generates
a remote login request and transmits it to the AS. In the
server aunthentication stage, the AS verifies the login
request without the assistance of verification tables or
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preserved secreis. We describe these four stages in details
as follows: -

[System initialization stage]

The PC performs the following tasks for system
setup:
Step 1. Define N, e; and d; for the sysiem.

Step 2. Define N, ¢, and d, for the smart cards, where

N. < N,. :
Step 3. Choose an available one-way hashing function J,
such as MDS [17]. .

Step 4. For each smart card, do the following:
(4-1). Assign an identity D, and an initial password
PW, for the smart card.
(4-2). Bum ID,, (Nj,e;), (N e.), h, and d, onto
the ROM of the smart card.
(4-3). Compute a test pattern for PW, as

A =Vy (V, (h*(PW,)) ® h(ID,)mod N, ) mod N
and put it in the NVM of the smart card, where

@ denotes the exclusive-or operaior.
Step 5. Publish N, e, N, and h; while keep d, secret.
Note that all smart cards have the same N, ¢,
N, and h; while they may have different ID,., A,, e, and
d.. The secret parameter d; is used for generating an
authentic test pattern for the owner of the smart card in the
user registration stage. Any user who wants to join the

system should first possess a legal smart card with its
initial password PW, delivered by the PC. It shouid be

noticed that the initial password for the smart card is used
only once for registration.

[Smart card registration stage]

Suppose anew user U; wanis to join the system.

First of all, U; attaches his own smart card to a terminal

that connects to the PC. Afterwards, U; informs the smart

card for invoking an on-line regisiration for his own smart
card and the chosen password PW;. The on-line
regisiration is performed as follows:

Step 1. The smart card requests U; to key in the initial
password PW, for the smart card and the chosen
password PW; for later login.

Step 2. The smart card requests a timesiamp T from the
PC.

Step 3. The smari card computes

Yo =Vy (W(PW,)®h(T))mod N, , and
Y; = Ve, (Vg (WPW) @ h(PW, )
@ W(T))mod N, )mod N;.

Step 4. The smart card sends { ID,, Y., Y;, A., e, T}
o the PC.

Step 5. The PC validate the expiration of the timestamp
T by checking that I7" - T1< §, where T” is the
arrived time for the request and § is the
accepiable ransmission delay between the PC and
the terminal.

If the iransmission delay is not accepiable, then
reject the registration request.
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Step 6. The PC looks up the regisiration status file and
checks if ID, has been successfully regisiered by
SOIME user.
If it does, then the PC terminates the registration
stage.
Step 7. The PC verifies Y, and A, by checking that
Ve, (A)mod N = Ve ((V,, (Yc)® (T))) @
WID,) (modN,).
If the equivalence does not hold, then terminate
the registration stage.
Step 8. The PC computes
2= Ve (Vg (Y;)mod Ny ) ®V, (Yo )mod N,
and
A; =V (V, (Z;) ® h(ID;)mod N )mod N,
and replies { ID,, A;} to the smart card.
Step 9. The smart card verifies A; by checking that

V., (4)mod Ny = V,, (h(PW;)) ® h(ID;Xmod N).

If the equivalence does not hold, then the smart
card terminates the registration stage; otherwise
replaces A, with A; in the smart card and

informs the PC to record necessary registration
information for the smart card in the registration
status file.

_ Note that validating the expiration of the
timestamp T is to avoid the attack that an adversary may
replay an intercepied legal registration request o the PC
for successfully impersonating some registering smart
card.

Having successfully finished the on-line
registration stage, the registered user and his own smart
card have one-to-one correspondence. The authentic
message A; in the smart card is regarded as the test pattern

for ID, and PW;. Hence, a legal remote login request can

only be produced by the user and his own smart card.

It is to see that the registering challenges and
responses communicated between the smart card and the
PC reveal no plain passwords (the initial password for the
smart card and the chosen password for the user), even for
the PC only knows their ciphertext forms. The reason for
maintaining a registration status file by the PC is to
prevent the adversary with an illegally possessed smart
card from successfully plotting an on-line registration
again. Hence, every user can register his own smart card
with its initial password only once.

In the smart card registration stage, the check for
the authentic message A, in Step 7 is to let the P C
ensure that the registration is invoked by a legal smart
card, and the check for the authentic message 4; in Siep 9
is to let the smart card ensure that the chosen password
PW,; for Uj; is successfully registered. The equivalence for
the check in Step 7 of the smart card registration stage can
be directly derived from Step (4-3) of the system
initialization stage.

In the following, we show the equivalence for the
check in Step 9 of the smart card regisiration stage. First
of all, from Step 3, we have

Ve, (Yo)=(PW,)® I(T)mod N, ), and

V,, (¥;)mod Ny =V, (H(PW;) ® I(T))(mod N

Thus, from Step 8, we have
Z; = (PW;)mod N,
which implies
A =V (Vo (Z;)® h(ID; ) mod N )mod N
=Vq,(V,, (W(PW;)) ® h(ID,;)mod N ymod N;.

Consequently, the equivalence for the check in Step 9 can
be conducted straight away.

[User login stage] .
When logging the system, U; first atiaches his
smart card to a terminal that connects to the AS, and keys
in PW;. Afierwards, the smart card performs ihe following
tasks:, )
Step 1. Request a timestamp T from the AS.
Step 2. Compute a test pattern with respect to PW; and
T as
Ci =V, (W(PW;)® I(T))mod N .
Step 3. Construct a remote login request { ID,, A;, C;,
e, T} for U; and transmit it to the AS.

[Server authentication stage]

Having received { ID,, A;, C;, ., T} sent from
the user, the AS performs the following tasks to verify the
login request:

Step 1. Validate the expiration of the timestamp T by
checking that |7 -TI< o, where T” is the

arrived time for the request and O is the
acceptable transmission delay between the AS and
the terminal.

If the transmission delay is not acceptable, then
reject the login request.

'Step 2. Validate the login request by checking that

Ve, (4))mod Ny =V, (V. (C;) ® I(T))
@ I(ID,)(mod N,).

If the equivalence holds, then accept the login
request; otherwise reject the login request.

Note that the AS verifies the remote login request
without the assistance of verification tables or preserved
secrets. Since the user and the smart card have a unique
one-to-one correspondence. Anyone observing the login
request cannot have the knowledge of identity for the
logging user, if the observer does nmot kmow the
corresponding owner of the smart card with identity ID,.
The eqguivalence for the check of Step 2 in the server
authentication stage is conducted as follows: From Step 9
in the smart card registration stage, we have

Ve, (Aj)mod Ny =V, (R(PW;)® h(ID;)(mod N.).
Further, from Steps 2 and 3 in the login stage, we have

Ve, (Ve, (C) ® (1)) ® h(ID; ymod N,

=V, (B; ® (T))® h(ID,;ymod N,

=V, (W(PW;)® (D) ® KT)) ® W(ID, )ymod N,

= Ve, (h(PW;))® h(ID,; )mod N,

=(V,, (A;)mod N;)mod N, .
Consequently, the equivalence for the check in Step 2 of
the server authentication stage can be conducted straight
away.
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4. Anmnalysis
4.1. Crypte Analysis

We analyze some possible attacks plotied by the
adversary with the knowledge about the legal registering
messages for the user, the legal remote login requesis, and
the other public parameters. These possible security issues
are discussed as below.

Issue 1: Reveal secret parameters for the system and the
smart card.
An adversary may try to reveal the secret parameter dg
for the PC from N, and e¢;. However, the adversary
should first know p, and g,, which is based on the
difficulty of factoring N, for computing dy [22].
Similarly, the adversary will face the same difficulty
for revealing the secret parameter d. for the smart
card,
Issue 2: Reveal passwords from intercepted messages or
login requests.
In both the smart card registration and user login
stages, plain passwords, ie., PW, and PW;, are
protected by the one-way function %, and are
represented in the ciphertext forms h( PW;) and
I( PW;). Therefore, any adversary, even the PC or the
AS, reveals no useful knowledge about these plain
passwords from intercepted registering messages or
login requests.
Issue 3: Plot re-registration attack with illegally
possessed smart card.
Unless knowing the initial password PW, that is
generated by the PC in the system initialization stage,
anyone cannot register the smart card at the first time.
Once a smart card has been regisiered with respect to
certain user U;, the content of A; has one-to-one
correspondence to both ID, and PW; with respect to
the registering timestamp 7. Further, the registration
status for the smart card and its holder will be recorded
in the registration status file maintained by the PC.
Thus, the checks in Steps 5 and 6 in the smart card
registration stage will preclude the adversary that
makes an aitempt on re-registration with an illegally
possessed smart card (without knowing PW,.).
Issue 4: Replay a legal login request without the
assistance of a smart card.
An adversary may intercept a legal login request
{ID., A;, C;, e., T} and replay it to the AS for
impersonating U; in the later time. However, such

attack will be precluded by the check of Step 1 of the
server authentication stage. ‘
Issue 5: Forge alegal login request without smart card.
Clearly, any adversary knows the secret key d; for the

PC or the secret key d,. for the smart card, then he
could freely forge either A; or C; for constructing a
legal login request at any time. The security of d; and
d, is covered by Issue 1.
Issue @: Forge login request with an illegally possessed
smart card.
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Unless the owner of the smart card presents the right
passwortd for himself, the test pattern C; calculated by
the smart card in Step 2 of the user login stage cannot
pass the check in Step 2 of the server authentication
stage. Suppose the adversary does not know ds, d.
and PW; in advance, and tries to forge a legal login
request with the assistance of an illegally possessed
smart card. By the discussion of Issue 2, the adversary
may obtain i( PW;) from an intercepted login request.
It is to see that, for instance, if the adversary chooses
an acceptable timestamp T~ and obtains the signature

for h(PW,-)@h(T*) with the key d., then he can
easily construct a legal login request { ID,, A;, C’i*,

T®, e.) that can pass the checks in the server
authentication stage. Such attack is called the chosen-
message forgery attack. In order to successfully plot
the chosen-message forgery attack state above, the
adversary should submit the corresponding ( PW;)

and T" to the smart card for signing h( PW;)® WT")
with the key d, . The security of revealing passwords
from intercepted registering messages or login
requests are discussed in Issue 2. Thus, the chosen-
message forgery aitack canniot work without knowing
PW; in advance.

4.2, Computational Amnalysis

Let tryc be the time for calculating the Lucas
function, f; be the execution time for the ome-way
hashing function k. The computational complexity for the
user login stage and the server authentication stage is
analyzed as follows:

The computational complexity for the user login
stage is 17 yc + 2x 1, The computational complexity for
the server anihentication stage is 3Xtyyc + 2x t,. By the
precomputation of h(PW;)mod N, the computation
complexity for the user login stage can be further reduced
t0 tryc + i, hence the proposed scheme is suitable to
the application with the usage of smart cards.

5. Conclusions

With the usage of the LUC system and tamper-
free smart cards, we have presenied a mew password
authentication scheme for verifying remote login requests.
Different from the previously proposed schemes with the
same approach in smart card model, such as that in [3] and
[28], this new proposed scheme has the following features:
(1) Each user and his own smart card have unigue one-to-

one correspondence, hence no identity for the user is
required.

. (2) The proposed scheme provides on-line registration for

both the users and the smart cards; whereas most of
_ the previously proposed schemes only provide off-
registration for the users.
(3) The authentication server can easily verify remoie
login requests without the assistance of verification
tables or preserved secrets.
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