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ABSTRACT
Rabin[1] has devised a protocol whereby user A

transfer a secret to user B with probability. Thus
user B has 50% chance of receiving the secret and a
50% chance of receiving nothing. On the other hand,
user B will know whether he has received the secret;
user A will not. Clearly, the uncertainty must be
agreeable to both users. Called the “oblivious
transfer (OT scheme)”. Harn and Linf2] also
proposed an OT scheme which is based on the
discrete logarithm problem. However, protocol
errors was found in such scheme. This paper shows
an attack to break the scheme.
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1. Introduction

In Rabin‘s protocol, user 4 has a 50% chance of
sending user B two primes, p and ¢. User 4 will not
know whether or not the transfer is successful. This
protocol is based on the factorization large integer
problem[7]. The oblivious transfer protocol can be
used to flip coins by telephone, exchange secrets,
and send certified mail[3][4][5]. We describe the
protocol for coin flipping by telephone briefly[8].

Coin flipping protocol:

1. Alice selects two large primes p and ¢ and sends »
= pq to Bob.

2. Bob checks if » is prime, a prime power, or even;
if so, Alice cheated and loses. Bob picks an x and
sends a = x*(modn) to Alice.

3. Alice computes the four roots of a, picks one at
random, and sends it to Bob.

4. Bob wins if he can facior n.

Hamn and Lin[2] proposed an OT scheme based
on discrete logarithm[6] problem. In such scheme, it
shows the same functionality as Rabin[1]. However,
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protocol errors was found.

The rest of this paper was organized as follows:
Section 2 provides a review of Hamn and Lin‘s[2]
scheme. Section 3 presents the attack to break the
scheme. Conclusion remarks are finally made in
section 4.

2. Paper Review

Harn and Lin‘s scheme is described here. The
public values agreed by user 4 and user B.

p:p=4p'+1, p'is a prime number.

xe[l,p-1] and
ged(x,p—-1)=1, x € ONR,. A random selects
a primitive root & mod p and announce as commit

value.
The OT protocol is as follows:

. A4 sends  ms=a*(mod p) and
m-s=x"(mod p) to B. s €{0,]} is secret
toA.

2. B random selects secret b  and
ged(b, p—1) =1. Bsends Ci = mo’(mod p)
or C1=m'(mod p) to A.

A selects  secret

3. A calculates and sends Ca= Ci* (mod p)

(where x satisfies x-x ' =1(mod(p—1)) to
B.

4. B calculates Cs= 2" (modp). If Cs=a
then B fails to get the secret x. On the other hand,

if C3“ mod p=msor m-sthen Ca=x.
Example :

publicp: p=29=4%7+1,

A selects x = 13, and primitive root & =3, as
commit value.

L.Lets=0, mo= o (mod29)=
3% (mod29)=19,
m =13"(mod 29) =9,
2. B random select & = 3, and sends

Ci = mo’ (mod p) =19*(mod 29) =151t0
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3. A calculates and sends
Cr= G =15 (mod 29) = 27.
(x'=13) ,

4. B calculates C3=C2" (mod p)=

27" (mod29)=3.(b™' =19)

3= @, B fails to receive the secret x.
3. The Attack

Now, users B may always obtain the secret x
follow the same protocol. The attack is as follows:
1. (same as the origin scheme)

2. B random ‘sélects
ged(b,p—-1)=1. B
C1 = (mo- m)’ (mod p) to A.

3. (same as the origin scheme)

4. B caleulates Ci=C2" (mod p). Now,

C3=qa-x,since a is public to both 4 and B.
Hence x is also known to B.
A has no knowledge about the data sends by B.

B always get the secret x without any extra
information from 4.
Example :

publicp: p=29=4%7+1,

A selects x = 13, and primitive root & =3, as
commit value.

1.Lets=0, mo=a (mod29)=
3 (mod29)=19,
m =13"(mod 29) =9,

b

and
sends

secret
always

2. B random select b = 3, and sends
C1 = (mo-m)’ (mod p) =
(19-9)*(mod29) =2
to A.

3. A calculates and sends
C2= G =2%(mod29) =14
(x*=13)

4. B calculates (3= b (mod p) =
14" (mod 29)=10.
o-x=10mod29),va=3, .. x=13.

4. Conclusion

The oblivious transfer is 50% probability for the
receiver to get the secret or nothing. The proposed
attack causes the receiver 100% obtain the secret. It
is un-fair to the sender and against the OT rules.
How to solve the problem and prevent both sides to
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send the forged data is under developing. It is
believed to be solved in the recently future.
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