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Abstract

In 1991, Chang and Wu proposed a broadcasting
cryptosystem using interpolating polynomials and
geometric properties. Hwang et al. (1996) and Lin and
Chen (1996) separately claimed that the Chang-Wu
broadcasting cryptosystem is insecure. They showed
that a malicious user who is a legal receiver of a
broadcasting transaction can derive the secrets for the
originator and the other legal receivers by plotting
another legal broadcasting transaction to these users.
With the use of one-way function and timestamp, we
propose an improvement of the Chang-Wu scheme.
Our improvement can withstand the attacks stated
above., As compared to the Chang-Wu scheme, our
improvement requires smaller amount of public
parameters, while achieving more security strength.

Keywords: broadcasting cryptosystem, interpolating
polynomials, one-way function, timestamp.

1. Introduction

A broadcasting cryptosystem is used to achieve
secure communications over an insecure channel so
that only the specified subset of users can obtain the

message in one single broadcasting transaction. In
1991, Chang and Wu [1] proposed a broadcasting
cryptosystem using interpolating polynomials and
geometric properties. Recently, Hwang et al. [2] and
Lin and Chen [3] separately demonstrated a successful
attack on the Chang-Wu cryptosystem. They showed
that in the Chang-Wu scheme, any malicious user who
is a legal receiver of a broadcasting transaction can
derive the originator’s and the other legal receivers’
secrets by plotting another legal broadcasting
transaction to these users.

With the use of one-way function and timestamp,
we shall propose an improvement of the Chang-Wu
scheme, and show that our improvement can withstand
the attacks stated above. As compared to the Chang-Wu
scheme, our improvement requires smaller amount of
public parameters, while achieving more security
strength. In the next section, we first give a brief
review of the Chang-Wu scheme. The attacks on the
Chang-Wu scheme are discussed in Section 3. Our
improvement and its cryptanalysis are stated in Section
4, Finally, we make conclusions in Section 3.

2. Brief review of the Chang-Wu scheme

_ The following symbols are used throughout the
paper to facilitate the presentation:

CAS:  central authority server;

U;: user in the system;

Si the secret point for Uj;

C;: the circle i with respect to Uj;
Py the center of Cj;

pij: a point on C;;

H(x):  an interpolating polynomial;

O;: a point on H(x);

EP: Euclidean plane;

d(x, y): the distance between two points x and y in
EP;

The Chang-Wu scheme is described in the
following. Suppose that there are (n + 1) users Uy, U,
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.» U, in the system. Initially, CAS randomly chooses
(n + 1) distinct secret points S;’s from EP, and
distributes S5; to U; (for i = 0, 1, ..., n) via secure
channels. One secure broadcasting transaction is
divided into two stages: the broadcasting stage
(performed by the originator and CAS) and the
recovery stage (performed by each legal receiver).
Details of these two stages are described as below.

The Broadcasting Stage -- Without loss of generality,
let Uy be the originator of the secure broadcasting
transaction. First of all, U, requests CAS that he wants
to broadcast a secret message M to Uy, Us, ..., and U,
(1 £ m <n). Upon receiving U,’s request, CAS
performs the following tasks: N

1. Randomly choose (m + 1) distinct points P;’s
(for i=0,1, .., m) from EP, which are also
distinct from Sy, 8, ..., Sp-

2. Construct an m-degree interpolating polynomial
H(x) passing Py, Py, ..., Pp,.

3. Randomly choose m distinct points O;’s (for i =
1, 2, ..., m) from H(x), which are also distinct
from Fy, Pp, ..., Py

4, Generate (m + 1) circles C;’s (for i =0, 1, ...,
m), where each (; is with P; as the center and
d( P, §;) as the radius.

5. Randomly choose two distinct points p;; and p;,
from G (for i =0, 1, ..., m), which are also
distinct from S;.

6. Publish G;’s, pﬂ sand Pj2 'sfori=1,2,.
and j=0, 1,

After that, U, can orlgmate a secure broadcasting
transaction by subsequently performing the following
tasks:

7. Calculate Cy passing Sy, po; and pgy, and
obtain its center Py.

8. Reconstruct H(x) with Py, Oy, ..., Oy,.

9. Randomly choose an integer r and compute & =
H(r).

10. B\golclcast r and the ciphertext of M encrypted
by k.

The grapzical result of the above procedure is shown
as Figure 1.

The Recovery Stage -- Upon receiving r and the
ciphertext of M broadcasted by U, any legal receiver
U; performs the following steps to recover M:
1. Calculate G passing 8, p; and p;», and
obtain its center P;.
2. Reconstruct H(x) with P;, O, ..., Op,.
3. Compute k = H(r) and use it to decrypt the
ciphertext.

3. Attacks on the Chang-Wu scheme

The attacks on the Chang-Wu scheme
demonstrated in [2, 3] are based on the same idea in
essence. From the cryptanalyses discussed in 2, 3], any
participants of a broadcasting transaction (including

the originator and the legal receivers) can obtain the
circles with respect to the others. Such wvulnerability
makes the Chang-Wu scheme flawed. For instance, Uy
can easily obtain C, with respect to U, by first
finding a line L; passing the midpoint of pg; and pssy
satisfying Ly L pj1py» and then calculating the
intersection of Ly and H(x), i.e., P5.

Suppose Uy is the malicious user that wants to
derive U;’s secret point S; (for i = 1, 2, ..., m). The
scenario of this attack is described as follows. First of
all, Uy originates three broadcasting transactions to

the same U;’s. Let C;, C;. and C‘." be the circles with
respect to U; for these three broadcasting transactions,
respectively. With knowing the fact that C;, C;- and

C‘ pass §;, Up can easily obtain §; by finding the

intersection of C;, C;- .and C: The graphical
illustration of finding the secret point §; for U; is
shown in Figure 2.

4. Our improvement

In this section, we will present an improvement
of the Chang-Wu scheme that can withstand the attacks
demonstrated in the previous section. Initially, CAS
publishes a one-way function f which accepts variable
length of input and outputs a point with x- and y-

.coordinates in Euclidean plane. This one-way function

can be easily built by the methods proposed in [4, 5].

The Broadcasting Stage -- First of all, U, requests
CAS that he wants to broadcast a secret message M to
U, Uz, .., and Uy, (1 £m <) at time T. Upon
receiving Uy’s request, CAS performs the following
tasks: :

1. Randomly choose an m-degree interpolating
polynomial H(x). ‘

2. Fori=0,1,..,m,do the following tasks:

(2-1). Randomly choose a point Q; from H(x)
and compute F; satisfying that Q; is the
midpoint of P; and f(T, S;).

(2-2). Repeat from Step (2-1) if there exists
some j (m+1< j < n) such that H(x) passes
the midpoint of P; and AT, §j).

3. Randomly choose m distinct points O;'s (for i
=1,2, .., m) from H(x), which are also
distinct from Qy, @, .... Op.

4. Publish T, O;'sand Py’s fori=1, 2, ..,
j=0,1,...m

After that, U, can originate a secure broadcasting
transaction by subsequently performing the following
tasks:

5. Calculate the midpoint of Py and (T, Sp), i.e.,
O

6. Reconstruct H(x) with Qy, Oy, ..., Oy,.

7. Randomly choose an integer r and compute k =
H(r).

m and
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8. Broadcast r and the ciphertext of M encrypted
by k.
-The graphical result of the above procedure is shown
as Figure 3.

The Recovery Stage -- Upon receiving r and the
ciphertext broadcasted by U,, any 'legal receiver U;
performs the following steps to recover the message:
1. Calculate the midpoint of P; and f(7, 5;). i.e.,
0.
2. Reconstruct H(x) with 0;, Oy, ..., Oy,
3. Compute k = H(r) and use it to decrypt the
ciphertext.

It is obvious to see that in our improvement, the
originator and the legal receivers reconstruct the same
H(x). The security of our improvement is based on the
capability against the following attacks:

Attack 1. An illegal receiver try to obtain the
encryption key k from public information.

Attack 2. Any user in the system iry to obtain the
other one’s secret point from the public information.

Analysis of Attack I: Since H(x) is an m-degree
polynomial, anyone with only knowing s public points
O, O, ..., Oy, cannot reconstruct H(x). With the
knowledge of §;, U; can only find an extra point Q;,
which is the midpoint of P; and f(T, §;), unless he is
the legal participant (the originator or the legal
receiver) for that broadcasting transaction. As to the
illegal participant U; for the broadcasting transaction,
he can act like a legal receiver trying to find an extra
point on H(x) by finding the midpoint of P; and f(7T,
S j) (for i = 1, 2, ..., m) to reconstruct H(x). However,
such attack is precluded by Step 2 of the broadcasting
stage.

Analysis of Artack 2: Since the secret point §; for each
legal participant U; for each broadcasting transaction

is protected by the one-way function f, anyone cannot
obtain §; from the public information. Moreover, T,

S$;)’s are different for different time 7. Even if the

attacker has collected historical public information, he
still cannot impersonate any one of the legal
participants to originate a valid broadcasting
transaction.

From the analysis of Attack 2, an attacker cannot
succeed in obtaining the secret point for any legal
participant in the broadcasting transaction by plotting
the same trick demonstrated in [2, 3].

5, Conclusions

With the use of one-way function and timestamp,
we have presented an improvement of the Chang-Wu
scheme that can withstand the attacks demonstrated in
{2, 3]. Our improvement achieves more security
strength as compared to the original Chang-Wu
scheme. Besides, the amount of public information (7,
O;’s and P;’s) required in our improvement is 2m + 2,

whereas the amount of public information (0;’s, pji’s
and pj;’s) in the Chang-Wu scheme is 3m + 2.
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Figure 1. Graphical result of the broadcasting stage in the Chang-Wu scheme.
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Figure 2. Attack on finding the secret point §; for U;.
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Figure 3. Graphical result of the broadcasting stage in our improvement.
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