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Abstract

In this paper, we first present a new group-
oriented (t, n) threshold signature scheme that requires
the assistance of a mutually trusted center. The
proposed scheme can withstand the conspiracy attacks
without attaching e secret number. The group's public
kev is determined by all group members, each member
signs a message independently and transmits the
individual signature to a designated clerk. The clerk
verifies the individual signature and combines them
into a group signature. The verifier can authenticate
the group signature and trace back to find signers.
Further, by extending the scheme, we also develop
another group-oriented (1, n) threshold signature

_ scheme without the assistance of a mutually irusted
center. The two proposed schemes possess all of the
characteristics listed in Harn's scheme and are more
difficult to break.
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1. Introduction

In 1991, Chaum and Heyst [1] proposed an (i, n)
group-oriented signature scheme. which used several
groups' public kevs in the system. At the same year.
Desmedt and Frankel [2] proposed the concept of (¢, ny
threshold signature scheme based on the RSA (3]
system. In the scheme, they applied a trusted key
authentication center to determine the group‘s secret
key and the secret keys of all group members. In 1994,
Hamn [4] used the cryptographic technique of Shamir's
perfect secret sharing scheme (5] based on the
Lagrange interpolating polynomial and digital
signature algorithm to construct a (1, n) threshold
signature scheme. His scheme is designed to
partitioning the group secret kev A into » different
shadows. By collecting any r shadows. the group
signature can be easily generated. Unfortunately. the
schemes [2.4] may be suffered the conspiracy attacks
and the secret kevs can be revealed with high
probability [6]. To avoid the attacks. the scheme [6]
attach a random number to the secret key, which is
concealed. Both of the schemes [4.6]. there exist a
problem that how to know who participate the
signature, after the signature has been verified. As an
example, there are + members with responsibility to
sign the signature. make a company’s policy decision.
and obtain a great of profit. The company's manager
intends to know the signers and will give an award for
those decisions. An intuitive method to find the signers
is that the trusted cenier make the ¢ individual secret
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keys public and authenticate the partial and group
signature. In this case. the system requires renew the
group secret and redistribute an individual secret key to
each member. The cost is very expansive.

In this paper. we shall first propose a threshold
signature scheme in which a mutually trusted center is
required to generate the parameters and the secret keys
of group members. Our methods can withstand the
conspiracy attacks without attaching a secret random
number as in Li et al."s scheme [6]. We can trace back
to find the signers without revealing the secret keys.
Further. we also propose a threshold signature scheme
without the assistance of a mutually trusted center. By
the use of our (1, n) group-oriented threshold schemes,
the difficulty of breaking the systems is equal to solve
the discrete logarithm problem. By applving the

"concept of shadow secret keys, the group secret key
can be considered as a set of individual secret keys.
With the knowledge of any ¢ individual secret keys. the
group signature can be easily generated. On the other
hand. any less than r members cannot generate the
legitimate group signature. Moreover. compared to
Harn's scheme. our schemes are more difficult to break.

In the next section, we will propose a new (¢, nj
group-oriented threshold signature scheme with the
assistance of a mutually trusted center. In Section 3. we
propose a new (1, n) group-oriented threshold signature
scheme in which the mutually trusted center is
withdrawn. Finally. we make some conclusions in the
last section.

2. A (1, n) Threshold Signature Scheme with the
Assistance of 2 Mutually Trusted Center

In Ham's method [4]. it emploved Shamir's
perfect secret sharing scheme [5]. Lagrange
interpolating polynomials, and ElGamal's signature
scheme [7.8]. In Ham's (1 n) threshold signature
scheme [4]. there is a trusted key authentication center

(KAC) which is responsible for selecting all parameters:

the secret keys for members in a group and the group's
secret key. There are three phases in the scheme:
(1).Group and individual secret keys generation phase.
(2). Threshold signature generation phase.(3). Threshold
signature verification phase. Based on the modified
ElGamal's signature scheme, we will improve Ham's
method and propose a more efficient signature scheme.

Further. several possible attacks [6] to our scheme are
considered.

Lemma 2.1[9] If X}, X5,..., X, are n distinct numbers
and )\, ),,....y, are function values. respectively.
then the Lagrange interpolating polynomial f of degree
S(x)=y,  for

n-1  with the property that

k =12,..n.isgiven by
n n x_x
f(x):z}', x H AR
=1 IENE x, - .\’j

Assume that there are # members in a group. the

set of group members is denoted as A4 . Here |A =n.
The set of any ¢ legitimate members of .4 is denoted as
B . Note that [B] =1 . Further. the system contains a

mutually trusted center (MTC). which is reéponsible
for selecting all parameters. individual secret keys and
the group's secret key. The scheme is composed of the
following three phases: .
(1). Parameters selection and secret keys generation
phase.

The MTC selects the following parameters:

* A one-way hash function H:

¢ Two large prime numbers P and P'.
£ is a generator withorder P' in GF( P ):

e A large prime factor (O of P'-1.
@ is a generator with order O in GF(P'):

e Apolynomial function
f(x)=a,+ax+..+a,_x" modQ with

degree t-/. where O<a, <Q, i=0,1,.,1-1.

and «a,'s are kept secretly.

The MTC also selects the following secret and public
keys:
* Computes each member's secret key

public value associated with each member-;
= Selects a group secret key f70). and computes the

mod P ;

» Computes each member's public keyv

Juony

group's public key ~y = g

Ll

y,=g° modP fori=12..n and
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Y, =y, if i#j.
(2) Individual signature generation and verification
phase.
Assume that
representing the group to sign a message m. If each

there are ¢ group members

member 2, selects a random number d, . computes a

dy
value r =g“ modP. and makes 7 publicly

available by a broadcast channel. Once all 7§ are

available. each member can compute the value R by

Hl mod P . .h

Next. each member wuses the secret key

' mod P'. and the random number d, to
compute the value 5; by
, L 0—x;
s, =alt= x(H(m)x [T —=)+
jetg=i X0 T X
o x Rmod P’ (2.2)

Then {m, s} is transmitted to the designated clerk.

Note that the designed clerk does not contain any secret
information. He takes the responsibility to authenticate
each individual signature and create a group signature.

On receiving the individual signature {7, ,} from

u, . the clerk utilizes the public values X, and ), to
compute the following equation and authenticate the

validity of the partial signature :

. 0-x
g¥ Zz;.R xyim"')'jﬂ,i;—é modP. (23)

If the equation holds, the individual signature
{r,, s,} of the message m from ¥, is valid. Further.
. the clerk uses subset B's ¢ pairs public values

(¥, x;) to construct a Lagrange polynomial function
h(y) asinLemma 2.1. where
t 3
Y-y,
h(y)=) x [T—= 2.4
= gelgE Vi T y,
Note that the roles of X, and y, are exchanged here.

(3). Group signature generation and verification phase.
After ¢ individual signatures are received and
verified by the clerk in the second phase. the group

signature of the message m can be obtained as {R, S},
where
SEZSx mod P'. (
1=B
Any verifier can use the group public key v and
the group signature (R. S} of the message m to
authenticate the validity of the signature. The
verification equation is given as follows:

gS ZRR >(},Hlm) mOdP

If the equation holds. the group signature’ {R, S} is
valid.

t~
W
—

In step 2 and step 3. the individual and group
signatures have been authenticated. but the verifier
does not know who is the signer. If he intends to find

out the singers. he can substitute the public value Y,
to h(v) as in Equation (2.4). If A(y,;) = x,. then the
signer with public value y, is belongs to B. Otherwise.
the member with public value ) does not participate
in the signature. .

Theroem 2.1 If g° =R* x 3" ™ mod P. then the
group signature {R, S} of the message m is authentic.

Proof: In the second phase. the individual signatures

{r,, s} of the message m satisfy the equations

0- O-xs
R H{mi
Xyl " ]‘—[ Xi—Xj mOdP

g =n AL
By multiplying the above equations for i=/,2,...1. we
have

Hgs' = H(" <y, U )modP (2.6)

The right hand side of Equation (2.6) can be rewritten
as

. . ) U-x;
A>Ty 7 )modP
i=1 i=l
i.a"”"ﬁ(m) : n—x,.
=(R")(g" FEET Y mod P
- é’uf“" -x,

=(R*)(g™ " M mod P )

Let A(x)= a’™ by Lemma 2.1. Equation (2.7) can

be rewritten as:
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0-x

R gh(xi),—l ,‘1"'1"‘; H(m)
(R )g™ =" ") modP

ERR(gh(l)))H(m) mOdP
= R*(g“""")"™ mod P
= R x y*"™ mod P

On the other hand. the left hand side of Equation (2.6)
can be expressed by using Equation (2.5) as

3

L .l

g-‘i modp._—__g:l‘ modPEgS mod P .

1=1
Therefore. if g° = R" x y#“ mod P-. then the

group signature {R, S} can be verified. QED.

Now. we will analyze the security of our scheme.
Several possible attacks will be considered. but none of
them can successfully break the scheme. Firstly. we
assume that there is an outsider wants to reveal the
secret keys by knowing the public keys.

(1) To obtain the individual secret keys
a’ mod P', for i=12...,n. from the public
kevs y, = g“ﬂ " 'mod P . obviously. he should

solve the discrete logarithm problem.
(2) To obtain the group secret key f70) from the public
kevy = g“f““ mod P . he requires to solve the

discrete logarithm problem.
Secondly. we assume that there is an attacker intends to
reveal the secret keys from the signature.
(3) To drive the individual
' mod P!

{r, s,}'s by Equations (2.2). There are two

secret  kevs

from the signature pairs

unknown values &’ and a“ inone equation.

he cannot solve the problem, if he does not known
the random value d; .

(4) To drive the group secret kev f(0j. from the
signature pair /R, S}. by Equations (2.1) and (2.5).
S=% S mod P’

4

EH(m)iaf"‘” I 0-%

i=1 jelj=i Xi = Xj

¢
+ > a* eRmod P’

=1

=H(m)ysa'" + 3 a" e Rmod P'
ca=l

If any ¢ or more malicious members act in collusion.

t
the term Zad‘ @ R can be determined. then
i=l
they can find a’" . However. if J10) is further
intended. it has to solve the discrete logarithm
problem.
(5) To drive the secret polynomial function ffx). from

. Fix oy . .
any ¢ pairs (x;, @’'™") in collusion. thev cannot
reconstruct the function by Lagrange interpolating

function.
Further. if a forger wants to impersonate a member

u,by randomly selecting a number d, € [1,¢—1]

) . a4 . ’
and broadcasting 7 = g“ mod P . Since the value

.

R'=( Hrj)xr,’modP is computed by all s
J=lg=i

members. without knowing the individual secret kev

()

a’'™’  the forger cannot obtain a correct signature

pair {#', '} to satisfy Equation (2.3). Moreover.
as in Harn's scheme. the signature value s, is based on

a linear equation with two unknown paramneters. the
securitv of their scheme is based on the modified
ElGamal's signature scheme. However. the security of
our scheme is based on the difficulty of solving the
discrete logarithm problem. Obviously. the security of
our method will be increased.

3. A (¢, n) Threshold Signature Scheme without the
Assistance of a Mutually Trusted Center

In this section. we will develop a mew (. n)
threshold signature scheme without the assistance of a
mutunally trusted center. Again. assume that there are »
members in the group. the set of group members is
denoted as 4. the subset of any ¢ legitimate members of
- is denoted as B.  Since there is no mutually trusted
center existed. more _parameters and complicated
computations are required. The scheme is also divided
into three phases as the following:

(1). Parameters selection and secret keys generation
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phase.
Here. the parameters H,P,P', 0, g, a willbe
defined as in the previous section. Each member. say

u, . randomly selects a public value x, €[1,O—1].a

secret polynomial function f,(x) with degree r-/.

JiE0)

Member #, keeps the value « secret and

i

computes a corresponding public kev

)
af,« )

Y=g

determined by all members as ) = H y,modP.
1=

mod P . Then. the group public key v is

Instead of the trusted center. the member il, should

compute a secret key v, and a corresponding public

key y, foreach member . where

v, = aj;(x,-) mod P! Yy = gv" modP and

Y
Y, Vg if jEK.
(2) Individual signature generation and verification
phase.
Assume there are ¢ members representing the

group to sign a message m. In the scheme. all of the
members can sign the message at the same time.

Member , selects a random number d, . computes a

4y
value 7 =g“ modP. and makes F; publicly

known by a broadcast channel. Once all #’s are

available. each member can compute the value R by

{
REHI; mod P . 3.1
i=]
Member u, uses the secret key o’ the random
number d.' and the secret values aj" (x'). where
j€ A and j¢& B . tosignthe message m:
((amo; + Zamm % H 0-xj )H(m)
j=A.jeB 1z81=1 Xi —
+a* x Rmod P , (3.2)

and transmits {#?, S} to a designated clerk. Here.

the individual signatre {r,, S} is a partial

signature of the message m. On receiving the individual

- Proof :

signature {r;,, &, }. the clerk uses the public key

X;,y; and y for je A, j¢ B. and the partial

signature {#,, S} to check whether the following

equation is true:
H -2
S,
g 2k ><(y x Hv i )T mod P
J=4.)28
If the equation holds. the partial signature {r,, s}
of the message m received from ¥, has been verified.

Moreover. the' clerk randomly selects a member

i ; and uses subset B's ¢ pairs public values (Vi x)
to construct Lagrange polynomial function /,(y) as
in Lcmma 2.1. where

h(y) = zx 122 (

=1 I=10=i }J, J1

I
(93]
~

(3). Group signature generation and verification phase.

When ¢ individual signatures are received and
verified by the clerk in the second phase. the group
signature of the message m can be obtained as /R, S}.
where

S=) s modP'. G4
i=B
Any verifier can use the group public key v and the

group signature /R, S} of the message m to authenticate
the validity of the signature. The verification equation
is given as follows

gs ZRR x Y™ mod P .
If the equation holds. the group signature {R, S} is valid.
Similarly. to find the singers. we can substitute the
public value y; to /,(y) as in Equation (3.3). If
h;(y ;) = x,. then the signer with public value )
is belongs to B. Otherwise. the member with public

value y; does not participate in the signature.

Theroem 3.1 If g° = R¥ x )" mod P . then the

group signature /R, S} of the message m is authentic.
In the second phase. the individual signatures

{r,, s,} of the message m satisfy the equations

l)—
X R
g =" (% [ybbam)™ mod P

j=d.jEB
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By muliiplying the above equations for i=1,2,.....1. we
have
- g LR T =2 a0
[Te" =TT x (i x JTwpsmz=)"")mod P
=l i=1 Jjed.jeB
(3.3)

By using Equation (3.4). the left hand side of Equation
(3.3) can be rewritten as

i

t s,
[]g* modP=g" modP=g®modP
i=l
On the other hand. the right hand side of Equation
(3.5) can be expressed by using Equation(3.1) as
L

3 O=x,
QLo <[ T0: =« [Ty, iL==)"")modP
=1 i=1 j=d.jeB

=R x y""™ mod P.

Therefore. the group signature /R, S} can be
verified. QED.

The security analysis of this scheme is similar to
that of the previous section. However. this scheme does
not need the assistance of a mutually trusted center.
From the discussions of Sections 2 and 3. two (1,
threshold signature schemes. with or without the
assistance of a mutually trusted center respectively. are
established. Anv ¢ members in a group can represent
the group to sign a message and an ouisider can use a
group public kev to authenticate the validity of the
group signature. Any subgroup of less than r members
cannot generate the legitimate group signature or
authenticate the validity of the signature. Moreover. the
security of both schemes proposed is based on the
difficulty of solving the discrete logarithm problem.

4. Conclusions

We have proposed two new schemes to solve
the group-oriented (1, n) threshold signature problem.
The securities of both schemes rely on the difficulty of
solving the discrete logarithm problem. The first (¢, n)
threshold signature scheme is established under the
assistance of a mutually trusted center. It is proved to
be secure and efficient. Further. bv  withdrawing the

mutually trusted center. the second (1, ) threshold
signature scheme is constructed. The security is the
same as the previous one. and the scheme seems more
suitable for practical applications. The proposed
schemes can withstand the conspiracy attacks. Besides.
a verifier can also trace back to find the signers,
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