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On digital multisignature schemes based on RSA
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Abstract

In this paper, a solution to the RSA reblocking
problem and a digital multisignature scheme
based on RSA scheme are presented. Qur
multisignature scheme has the following ad-
vantages: No initial setup is necessary. It al-
lows the signatories to have full freedom in
choosing their moduli. Furthermore, the sign-
ing order is not restricted. However, there is
a slight bit expansion with our scheme.

Keywords: Digital multisignature, RSA Cryp-
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1 Introduction

The concept of public key cryptography was
first introduced by Diffie and Hellman in 1976
[1]. The invention of public key cryptography
solved the problem of how to share secret keys
over open network in conventional private key
cryptosystems. Furthermore, it also provided
a method for generating digital signatures. A
digital signature is a protocol that produces
the same effect as a real signature [2]. There
exists many applications where it is required
that a message is to signed by more than one
signatories. Of course each signatory can gen-
erate a separate signature for the message.
However, an important disadvantage is that
the bandwidth overhead will increase. There-
fore, we need to develop new schemes.

A digital multisignature scheme [3] is a
multi-party cryptographic protocol. It allows
multi-signatories to sign a document. = As-
sume there are k signatories S, So,...,Sk,
the order can be pre-defined or determined
during the signing process. Let the signing
algorithm and verification algorithm of sig-
natory S;, ¢ = 1,...,k, be D; and E;, re-
spectively. The multisignature of the k sig-
natories on a document M can be.created se-
quentially: S; verifies the document M, cre-
ates his signature ¢ = D;(M), and passes
Cy to the next signatory S,. S, verifies the
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signature C; to see if M = E(Ch), if it is,
then S, creates his signature C = Dy(Ch)
on C and passes C to the next signatory
S3. This process continues. That is, S; ver-
ifies the partial multisignature C;_; to see if

M = E{(Ey(--- (Eiz1(Cizq) -+ +)), if it is, then

. S; creates his signature C; = D;(Ci-1) on Ci_1.

and passes C; to the next signatory S;;1. The
result, C}, generated by the final signatory,
Sy, is the multisignature of the initial docu-
ment M.

The rest of the paper is organized as fol-
lows: Section 2 describes the RSA reblock-
ing problem and some prior solutions. Sec-
tion 3 proposes a new solution to the reblock-
ing problem and a new scheme for digital
-multisignature. Section 4 analyzes the new
scheme. Section 5 contains the conclusions.

2 RSA reblocking prob-
lem and solutions

The most popular digital signature scheme is
the RSA scheme [4]. To set up RSA scheme,
a user, say A, chooses two large primes Py
and Q4 at random. Let Ny = PsQ4 and
A(Ny) = (Py — 1)(Q4 — 1). Two more in-
tegers ey, called the public exponent, and
d4, called the secret exponent, are chosen
such that esdy = 1 mod ¢(N4). The pair
(ea, N4) is made publicly known. However,
P4, Q4 and dy are kept secret. The digital
signature created by user A for a message M,
0 < M < Ny and (M,N4) = 1, is the in-
teger C' such that C = M% mod N4. Any-
one can verify the correctness of the signa-
ture by checking C*4 = M mod Ny4. That is,
Dy(M) = M% mod Ny is the signing algo-
rithm and EF4(C) = C® mod Ny is the cor-
responding verification algorithm.

RSA system can also be used for preserv-

ing privacy. That is, E4(M) can be used as

the enciphering algorithm and D4(C) can be
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used as the corresponding deciphering algo-
rithm. In fact, RSA system is the first cryp-
tosystem which can be adapted for both digi-
tal signature and secrecy at the same time.
For example, assume there is another user
B with the enciphering algorithm Eg(M) =
Me®8 mod Ng. Then user A can achieve both
authentication and secrecy at the same time
for a message M by sending Eg(D4(M)) to
user B, assuming Ny < Np. However, it
N4 > Np then Eg(D4(M)) will cause a loss
of accuracy. This is called the reblocking
problem. A solution suggested by Kohnfelder
[5] is to apply Ep before D,. Other solutions
include using threshold value [4] and repeated
exponentiation [4, 6]:

e Using threshold value: A threshold
value h is pre-defined. Then each user
chooses two sets of public and secret
keys. The first set has modulus less than
k and is used for authentication. The
second set has modulus greater than A
and is used for secrecy. :

e Using repeated exponentiation: Let h
be a pre-defined threshold value. Each
user has a single set of keys with mod-
ulus between h and 2h. A message less
than % is enciphered.as the ordinary
RSA scheme, except that if the cipher-
text is greater than A, it is repeated re-
enciphered until it is less than h. Sim-
ilarly for decryption, a ciphertext is re-
peated deciphered to obtain a value less

than A.

RSA system is suitable for generating mul-
tisignature sequentially. Let NV; is the mod-
ulus of the RSA system of the ¢th signa-
tory. Several such schemes have been pro-
posed [3, 7, 8]. However, due to the reblocking
problem, most of them have limitations:

e Schemes based on threshold.value: the
signing order is pre-defined and N; <
Ny < -+ < Ng.
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e Schemes based on repeated exponentia-
tion: all signers must choose moduli of
the same size. That is, |[N;| = |N;]| =
R |[Vk|.

In this paper, we first propose a method to -

solve the reblocking problem and then show
how it can be used for generating digital mul-
tisignature sequentially based on RSA system.
In the following, we will assume that both
time stamp and hash function have been ap-
plied to a message before it is signed.

3 Our solution

Let V4 = PsQ.4, ea, and dy be the modu-
lus, the public exponent, and the secret ex-
ponent of user A respectively. Similarly, let
Ng = PgQ@p, ep, and dg be the modulus,
the public exponent, and the secret expo-
nent of user B respectively. Assume N4 >
Np. To solve the reblocking problem, we
will allow the modulus Np to increase pro-
vided that the public exponent eg remains
unchanged. A simple approach is to multi-
ply Np by 2' for some integer [ such that
2-1Np < 2Ny < 2'Np. Let N, = 2N,
and Nj = 2'Ng. Note that under these new
moduli, the secret exponent d4 is not changed
since ¢(N4) = ¢(N4). Nevertheless, the se-
cret exponent dp may need to change to a
new value d such that epdy = 1 mod ¢(Ng)
where ¢(Ng) = 2!-1(¢(Ng). Such dy ex-
ists since eg and ¢(Ng) are relatively prime.
Now the new encrypting algorithm of B is
Eg(M) = M®® mod Ng.

In order for the system to work properly,
the initial message to be signed or encrypted
must be an odd integer. This can be easily
achieved by concatenating a bit 1 to the end
of the initial message.

[t is easy to see that the above new scheme
reveals nothing about dp, dy, #(Ng), or
#(Ng). Therefore, it is as secure as the orig-
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inal RSA scheme. However, since 2N4 <
Np < 22N, the size of final result after ap-
plying D, followed by F% is two bits more
than that of the Wohnfelder’s solution. The
two-bit bit expansion is quite small compar-
ing to 1024 bits, a typical size of RSA scheme.

Based on RSA cryptosystem, assume signa-
tory S; has modulus N; and public exponent
e;. These values are known to everyone. Let
M be the document to be co-signed. ‘Assume
M < Ny and A is odd. The first signatory,
Sy, creates his signature C = M% mod N
where N{ = 2/V; and dje; = 1 mod N;. He
then sends (M, {51}, C1) to the next signatory
Ss.

For:=2,3,...,k, the signatory S, receives
(M, {Sy,...,Si-1},Ci—1) from S;_; and per-
forms the following steps:

e Step 1: Compute N, = 2/V; and, for
J=1...,1=1, N} = 2'i N; where [; > 1
and [; is the smallest integer satisfying
Ni_; < NI

e Step 2: Verify
that M = E{(E;(- - (Ei{(Ciz1))- ),
where EX(C) = C% mod N/ for j =
1,...,1—=1. That is, check to see if C';_;
is the partial multisignature generated
by Si,...,S;-1 on document M. Con-
tinue to perform Step 3 to Step: 5 if it
is.

e Step 3: Compute the new signing al-
gorithm DY(C) = C% mod N/ where
die; = modp(N!) and N/ = 24N,
where [; > 1 and [;-is the smallest in-
teger satisfying IV/_, < V..

e Step 4: Create the partial multisigna-
ture C; such that C; = D}(C;-1).

e Step 5: Send (M,{51,...,5:},C;) to

- the next signatory S;y; if he is not the
final signatory. Otherwise, stop and C;
is the digital multisignature.
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4 Analysis and discussion

It is easy to see that the scheme works prop-
erly since C; is odd and N/ is even for ¢ =
1,2,...,k Notethat Step 2 is optional. How-
ever, it is necessary to guard against chosen
ciphertext attack if not all the signatories are
trustworthy.

In the following, we analyze the size of the
final multisignature. Let N; = maxj<i<x IV
and |N;| = n. Then, by induction on k,
|Ck| < n+k, where k is the number of signa-
tories. That is, the bit expansion of our dig-
ital multisignature scheme is at most & bits.
In practice, k is relatively small comparing to
the typical size of RSA scheme. Therefore,
our scheme is quite practical.

5 Conclusion

Creating a digital multisignature sequentially
has the advantage that it allows each signa-
tory to verify the partial signature with re-
spect to all the proceeding signatories. In
this paper, we have proposed such a scheme
based on RSA cryptosystem. Our scheme has
the following advantages: No initial setup is
necessary. It allows the signatories to have
full freedom in choosing their moduli. Fur-
thermore, the signing order is not restricted.
However, there is a slight bit expansion with
our scheme.
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