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Abstract

In this paper, we propose a group-oriented fair
blind (t,n) threshold signature scheme based on the
discrete logarithm problem. By the scheme, any t
out of n signers in a group can represent the group
to sign fair blind threshold signatures, which ¢an be
used in anonymous e-cash systems. Since blind sig-
nature schemes provide perfect unlinkability, such e-
cash systems can be misused by criminals, e.g. to
- safely obtain a ransom or to launder money. Qur
scheme allows the judge {or the government) to de-
liver information allowing anyone of the t signers
to link his view of the protocol and the message-
signature pair. In our scheme, the size of a fair blind
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1 Introduction

The concept of blind signature was introduced by
Chaum [3]. It allows a requester to obtain signa-
tures on the messages he provides to the signer with-
out revealing these messages. A distinguishing prop-
erty required by a typical blind signature scheme
{1, 3, 8] is so-called the "unlinkability” ,whlch ensures
that requesters can prevent the signer from deriving
the exact correspondence between the actual signing
process performed by the signer and the swnature

. which later made public. The blind swnatures can

realize the secure electronic payment systems [3 4, {
protecting customers’ anonymity. and the secure vot-
ing schemes [9, 10] preserving voters’ privacy. In a
distributed env ironment, the signed blind messages
can be thought as fixed amount “of electronic money
in secure electronic payment systems, or as tickets in
applications such as secret voting schemes. The se-
curity of the blind signature schemes proposed in

3
-is based on the hardness of factorization [14] and tL

schemes proposed in [1, 8] is based on the hardness
of computing discrete logarithm {6].

Instead of a single signer, two bhnd threshold sig-
nature schemes [11] have been proposed in a dis-
tributed environment, where several signers work
together to sign a blind threshold signature. The
schemes proposed in [11] allows ¢t out of n par-

.ticipants in a group cooperating to sign a blind

threshold signature without the assistance of a sin-
gle trusted authority. In these schemes, the size of a

threshold signature is the same as that of an individ- -

threshold signature is the same as that of an individ-

ual fair blind signature and the signature verification
process is simplified by means of a group public key.
The security of our scheme relies on the difficulty of
computing discrete logarithm.

Keywords: Fair Blind Signatures, Threshold Signa-
tures, Discrete Logarithm, Privacy and Security, Se-
cure E-cash Systems.
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ual signature and the signature verification process is
equivalent to that of an individual signature. There-
fore, these schemes are optimal with respect to the
threshold signature size and the verification process.

Up to date, the on-line e-cash systems proposed by
Chaum (3, 4] are more efficient and practical. The
aim of these systems was to produce an electronic
version of money which retains the same properties
as paper cash. These systems involvé customers, the
bank and the shop. In real world environments, it is
very hard to find any single authority as the bank.
To cope with this dilemma, instead of a unique ad-
ministrator, every customer needs to request blind
threshold signatures as e-cashes from ¢ administra-
tors. The underlying assumption can be relaxed as
follows: at least (n —t + 1) of the n administrators
do not conspire with the others. The blind threshold
signature schemes can be directly applied to these
secure e-cash systems for distributing the power of
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a single authority. By these schemes, secure e-cash
systems can meet the real world environments, such
that, the issue of e-cashes is controlled by several
authorities.

Since blind signature schemes provide perfect un-
linkability, such e-cash systems can be misused by
criminals, e.g. to safely obtain a ransom or to laun-
der money l16] To cope with the dilemma, the con-
cept of fair blind signatures is introduced in (17}.
In [17], three fair blind signature schemes are in-
troduced to prevent the misuse of the unlinkability
property. With the help of the judge, the signer can
link a signature to the corresponding signing pro-
cess. Since the fairness property is very important
for preventing criminals from misusing the unlinka-
bility property in e-cash systems, we propose a fair
blind threshold signature scheme based on the blind
threshold signature scheme proposed in (11] and the

registration ‘method proposed in [17]. Our scheme al-

lows the judge to deliver mformatlon allowing anyone
of the t signers to link his view of the protocol and
the message-signature pair. In our scheme, the size
of a fair threshold signature is the same as that of an
individual fair signature and the signature verifica-
tion process is simplified by means of a group public
key. The proposed scheme provides the message re-
covery capability [13]. The security of our schemes
relies on the difficulty of computing discrete loga-
rithm and it is computationally infeasible for sign-
ers to derive the exact correspondence between the
message they actually sign and all signers’ complete
views of the execution of the signing process without
the assistance of the judge or the requester.

The paper is organized ‘as follows. In Section 2,
we present an efficient fair blind threshold signature
scheme. Then we discuss its correctness, security
and linkage recovery in Section 3. In Section 4, we
describe some applications of the scheme. Finally, a
concluding remark is given in Section 5.

2 The proposed scheme

In this section, we propose a fair blind threshold sig-
nature scheme with message recovery. In a typical
signing process of a fair blind threshold signature
scheme, there are three kinds of participants, the
signers, the judge -and a requester. Before the re-
quester can obtain a signature from the signers, all
the signers have to cooperate to distribute their se-
cret shadows to other signers in advance. Then the
requester acquires two pseudonyms from the judge
and uses one of the pseudonyms to request a fair
blind threshold signature from the signers. The pro-
posed scheme consists of four phases: (1) the shadow
distribution phase, (2) the registration phase, (3)
the signature generation phase and (4) the signa-
ture verification phase. The shadow distribution
phase is performed only once among the signers and
then they can use their secret shadows to sign mes-
sages. In the registration phase, the requester re-
quests two pseudonyms from the judge. One of
the pseudonyms is used in the signature generation
phase, whereas the other one is part of the signature.
Thus, the judge, who knows the two correspond-
ing pseudonyms, can link the message-mgnature pair
with the corresponding signer’s view. In the signa-
ture generation phase, a requester requests a blind
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signature from the signers by sending the pseudonym
to the signers and the signers cooperate to issue the
fair blind threshold signature to the requester. In
the signature verification phase, anyone can use the
group public key to verify if a fair threshold signa-
ture is valid.

Let U; be the identification of signer i, n be the
number of signers, ¢ be the threshold value of the
fair blind threshold signature scheme, m be the blind
message to be signed, h be a secure one-way hashing.
function [15], p and ¢ be two large strong prime num-
bers such that ¢ divides (p—1), and p be a generator
of Z} (i.e. ged(p,p) = 1, p # 1). Let g =, ple=1)/a
and " -” denote the ordinal string concatenation. Let
d; be the secret key chosen by U; and d; be the secret
key chosen by the judge. In a distributed environ-
ment, ; and the judge can publish their correspond-
ing public keys e; and e;. Anyone can get e; and ey
via some authentication service (e.g. the X.509 di-
rectory authentication service (18]). Using a secure
public key signature scheme {6, 14], ’; and the judge
can produce signatures (certificates) of messages by
their own secret keys d; and d;. Anyone can verify
these signatures by the corresponding public keys e;
and e;. Let Certy,(w) be the signature (certificate)
on message w produced by U; and Cert (w) be the
signature on message w produced by the judge.

2.1 The shadow distributionn phase

Before a requester can request a threshold signature
from the signers, all signers must cooperate to dis-
tribute their shadows to other signers. In the shadow
distribution phase, each U;, 1 < i < n, carries out
the following steps:

1. U; chooses a secret key z1 E Zg4 and a se-
cret polynomial f;(z) = k.—o a; xx* such that
ai o = z;, computes ¥; ; =, g%k and the signa-
tures Certy,(h(¥; 1)) on \Ilz'k for0<k<t-1
and sends ((\I'l k,CertU (h(Z;£)).0< k <t-1)
toU;,1<3<n,j

. Upon receiving ((¥;x, Certy;(h(¥; 1)), 1 <j <
n,j#1,0<k<t-1)from all other signers, U;
verifies if all Certo (h(¥;,x)) are valid. Ifyes he
sends §;; =, fl(.zj) where z; is a unique public
number for U;, and a signature C'ertUl(h( i)
on 51;,- secretljy to every U 1<3<n,j#1i
Otherwise, he publishes tﬁe invalid signatures
and stops.

When U; receives all §;;, Certr; (h(8;:)), 1 <
Jj < m, j # i, from other signers, he verifies
if the share 6 Teceived from U; ; is consistent
with the certlﬁed values 11'“, 0 <l <t-1,

by checking whether g% =, [],Z é(\I' : If
it fails, U; “broadcasts that an error fxas been
found, publishes §;;, Certy,(h(6;,:)) and the
identification of Uj, and then stops. Otherwise,
U; computes the signature Cert, (h(y)) on the
group publickey y =, [T, ¥ =p I, @10 and
the signature Certy, (h(®;,)) on @;,; =, g%,
1 < j < n. He then sends (Certy, (h(y)), (5.,
Certy,(h{®;,:)),1 £ j < n)) to all other signers.
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4. Upon receiving all ((Certy,;(h(y)). 1 £ j < n,
i # i), (@, Certr,(h(®1), 1 <1< n, 1<
J < n, j# 1)), Us verifies if all ((Certy, (h(y)),

1< <n j#1), (Certy, (@), 1< I <,
1 <4< mn j# i) are valid. If yes, the
shadow keys corresponding to the group secret
key z =, Z?=1 z; have been securely and cor-
rectly distributed. The group public key y =,

[17=, y; =p g>~+=t 7. all signers’ public keys Vi,

1 <j < n, and all public shadows &, ; i,
1<, < n, can then be pubhshed by each
signer. Oftherwi ise, U; publishes the invalid sig-
natures and stops.

2.2 The registration phase

Before a requester requests a fair blind threshold
signature from the signers, he must acquire two
pseudonyms from the judge by performing the fol-
lowing steps.

1. The requester sends a request for pseudonyms
to the judge.

. The judge randomly chooses n and v € Z,,
computes Qy =, ¢"7 and O =, Q] , stores

(o]

2’7,90,91 and then sends the pseudonyms
7,7, 0, 21, Cert ;(A(Q)), Cert s (A (1)),
Certy (h(n-v-Qo-£21))) back to the requester.

. Upon receiving the pseudonyms (7,7, %,
23, Cert ; (h(Q)), Cert ;(R($21)), CeTtJ(h(ﬂ‘”l'
Qo - 1)), the requester verifies if Qy =, g7,
0 =, Q) and the certificates of pseudonyms
are valid. If not, the requester has to ask the
judge to retransmit a valid pair of pseudonyms.

2.3 The signature generation phase

Without loss of generality, we assume that ¢ out of
the n signers are U;, 1 < i < ¢t. When a requester
requests a fair blind threshold signature, he and the
t signers perform the following steps during the sig-
nature generation phase.

1. The requester sends g, Cert;(h(2)) to all
U;,1< i <t.

}\D

Upon receiving Qy, CertJ(h(Qo)) each U; ver-
ifies if Cert (h(€p)) is valid. If yes, each U;
randomly chooses a number k; € Z,, computes

i =p g%, T; =, Q ‘and sends 7, T'; to the re-
quester. Otherw1se he rejects it and stops.

After receiving all 7; and I';,1 < i < ¢, the Te-
quester does the following.

(a) Choose two random numbers a € Z, and
B € Z;, compute T =, H§=1 Ty, 1 =
Agaﬂﬂ’ U1 Sp mH::l Ti,v2 =p ()P
and M =, B~ 1v;.

(b) Check if M # 0. If yes, send m to all

%Ji), 1 € ¢ < t. Otherwise, go back to step
a).

4. Upon receiving m, each U; computes

u; = Q“'TZJ =t41 filz )(HL- kst ﬁ:),
and N
SzgmlEt S i

j=t+1

t

IT ¢

k=1.ksi

_Ik

Iy — Tk

and sends §; and u; back to the requester.

. After receiving all & and u;.1 < i < ¢, the re-
quester computes §;i Z¢ &3 +a.l <i<t and
checks if

_s‘yl r: —-p( H

j=t+l

L_' k#;(.l:l—_]:k N(=w1)

and

(3)
n t = 2.
(Uil ] @so)Temrse 2800y,

j=t+1

(4)

1<:<t
If either 5 or w;,1 < i < t. is not valid,
he has to ask the corresponding signer to send it
again. Otherwise, he computes u =, (leu)
5 =, Zl_l s;. The fair threshold signature of m is

(lecertJ( (Ql)) V1, V2,8, u)
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2.4 'The signature verification phase

To wverify the fair threshold signature (Q;.
Certy(h (Ql)) v1,v2,8,u), one simply checks if
Qf =, vou®t, computes m =, g~ °y" vy and checks
if m has some redundancy information. If m
has no proper redundancy, a secure one-way hash-
ing function h [15] can be applied to m. But
this approach can not provide the message re-
covery capability. To verify the threshold sig-
nature (9, Cert;(h(£21)),v1,v2,8.u) on m with-
out redundancy, one must send m along with
(Q1, Cert ;(h(241)), v1, va, 8. u) to the verifier.

3 Discussion

We discuss the correctness and security of our
scheme in this section. We also show how to link
a given signature to its corresponding signing pro-
cess under the assistance of the judge.

3.1 Correctness

To prevent a signer from sending an invalid par-
tial signature to the requester, the partial signature
must be checked in step 5 of the signature generation
phase. The following lemma ensures the correctness
of partial signa_tures.

Lemma 1. The partial signature (r;,s;, u;) s valid
if signer U; is honest.
Proof. By our scheme, we have
gyt
=, g—(s;ﬁ+a)gziv1ga,;.~iﬁ
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-m(“t"'z] t+1 f)(i )(Hk L ksti g2'01
g—m“‘ﬁ ij a+1f-"(z")(nk Lkesti "t""'k))B iU
— filzi) (Hk Lk

=, g/—aJ=L+l
(Hk=1,k¢,($‘§;))(“vl)

Ep (H;L——-t-i—l(@] ‘))

=p
(=) (-mB)

FiTg

and

u ~;+Z, 1 fJ(Ii)(H;=1_k¢1(I:—-£E.:))

t -p
Ep (g ~1+Z; t+1 fj(Is)(H:_] keti -Ef:))
=p (”'LZJ ~ear f ‘)(Hk Leni (T

=p (‘I’i.O(H’?—H-I

After the signature generation phase, the blind sig-
nature can be verified by the group public key in
the signature verification phase. Let v denote the
signers’ complete views of an execution in the signa-
ture generation phase and let (m, (3, Cert ;(h(21)),
vy, U2, 8. u) denote the message-signature pair gener-
ated in that execution. Theorem 2 ensures the cor-
rectness of the scheme.

Theorem 2. If the threshold signature (£,
‘Certy(h()), vi,v2,8,u) on message m is valid,
it can be verified and there exists a unique triple of
blind factors o, 3 and v for the link between the sign-
ers’ views v and the signature (Q,Cert;(h(21)),
V1. U2, 8, U).
Proof. The validity the signature
(,Certy(h()), wv1,v2,8,u) on message m
can easily be established as follows.
97y

(Z‘ 1(51,3'{’&))92 i1 ~;Mm(l‘L 7
mg—(m(z:mt "+Ei=t+l %)) gzm 0
=p mg‘aZZ\:\ ’“’392;1 Zivy
= mg_vl Z:.—\ "gz';:l UL
=, m

and

_ (i s
pQOE 1

H+ZJ —t fj(zi)(ﬂk oy -.;;:'5;)))”

HL_I k;e‘ z.-rk ))’7'

O

of

0 =
= Qg(z;l(sﬁ-ﬁm)}'
= Qg‘“‘Jf"ﬁZ.—l;: )
= ngﬂaz kit 3Oz
=, ()02 ()P Lt B () s, #0)

=, ()0 m)‘ Zim®
=, Q)T ¥y
=p vou®t.

Then we show that given views of all the signers
in the signing process and the corresponding valid
signature pair (€, Cert;(h()), v1,v2, 8,u), there
exists a unique triple of blind factors o, 5 and 4.

Without loss of generality, assume that the sig-
nature (£, Cert;(h(21)), v1,v2,8,u) has been gen-
erated by ¢ signers U;, 1 < ¢ < ¢, with the view
consisting of Qo, ki, 7 =, g%, T =, O, & =,

24 Ly F1 (@) [Ty (52 D) +hiy w =5

(u)

"‘+EJ t+l (Hk L k#: Tt""'k)) 1 < i < tand m. .
then the following equatxons must hold for a and 3.

v = m]f[m = mHgC‘*a (5)

m = 1113 1 (6)
i

8 z.sl = Zs,ﬁ—f—c’z) (7)

i=1

Note that if ¢ < g, then ged(, q) = 1. Sincem € Z,

and m # 0, by equatlons (6) and (7), the unique
solution for o and 3 is

3'—' ! (]
t

a=,(s — Zﬁ-,@)t‘l

i=]

(8!
(9)

In the following, we show that the solutions of a
?n)d B in equations (8) and (9) also satisfies equation
5).
m [Tiey 057
=, g7y vig* [Tie, o
?Jlg thl(s‘ﬁ‘\\-a) vt Zx—— “‘gtagﬁZt—

=p 19 ((mzm z‘+2i=1 ﬁ)gm Zi:l z‘gﬂz"ﬂ k
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=, ng Zi=l ""‘.“'E"gv1 E;t z
EP 1.

In additional to the equations (5), (6) and (7 ( ), the
following equations must hold for ~.

= (10)
t
u=p (JJuw) (11)
=1
vg =, ()T (12)

Since g =p sP~1)/9 and s is a generator of Z3, g
generates a cyclic subgroup S, of Z7 with || = ¢
and Qp,2; € §,, we can only find a unique solution

for v satisfying equation (10). This unique solution
4 also satisfies equation (11) and (12). O

3.2 Security analysis

Given the secret information of a group of | < ¢t mem-
bers, Lemma 3 ensures that the threshold cryptosys-
tem constructed in the shadow distribution phase
will not discloses any extra information about the

group secret key 0. z;.

Lemma 3. Given a group of ¢ < t members
G = {pilpi € [1 n] 1 £ i < o} and the set of
shares {6;:]1 < j < n, i € G}. For any fized j,
1<j5<n,it takes polynomzal time on |p| to gen-

erate a random set {g%*|1 < k <t — 1} satisfying

g%+ =, TIiZo(9™%)™" for i € G.
Proof. In step 3 of the shadow distribution phase,
after U; has received all §;;, he verifies if the share

&;,: Teceived from U; is consistent with the certified
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values ¥;,;, 1 <! <t — 1, by checking if g%

1Z0(;)". Therefore
) t—1 ot Zt-la' wp.!
g =, H(ga”') b Sp gemimo T (13)
=0

Since g =, s(P~1/9 and s is a generator of Z5, 9
generates a cyclic subgroup S, of Z7 with |5y = q.
From (13), we have

t—1
— E : l
5]',1' =q Qj1 * I
=0

From (14), we know that given a fixed index j, the
shares §;;, i € G, will use the same variables ajz,
0<k<t~-1, as follows:

t—1

— § :A k

5]",; =q aj k * ;.
k=0

(14)

(13)

Given a fixed index j, we can get at most o linear
equations with ¢ variables as follows:

t—1
8ii=q y_Grxait(i € G). (16)
k=0

Since the linear equations have at least one so-
lution @jx = ajx, 0 < k < t—1, we can solve
the linear equations (16) and get a random solu-
tion @;%, 1 < k <t —1, by assigning random val-
ues to all free variables. From (16), it is clear that

b=l -~ g _ JAY
glsj'i Ep ng=0 Aj,k*Ty Ep Z.:%)(gaj,k)atik. O
In our fair blind threshold signature scheme,
. the partial signature (s;,7;,u;) must satisfy
the equation g=%iyltr; gTSigTvip,

(H?=t+1(Qj,i))(n’“""#‘(%))(_vl) and g%

t kel )
(\Iji,o(n;=t+1 ‘I)j,i) Hk:l,k#i(:ﬂi-zk))ﬂo. Since v,
®; i, Tk, 1, Y; and s; are all public, an attacker has
to solve the discrete logarithm problem in order to
get the secret value z;. ,

With the information of all partial signatures
and the corresponding threshold signature, an at-
tacker is not capable of deriving the secret keys
since it has to solve the equation vig™°y" =,
m([Te, ri)g'(ziﬂs*)(]'[?:l g*)"'. To solve this
equation is equivalent to solve the discrete logarithm
problem.

Since v, @ and f are kept secret by the re-
quester and all signatures are equally likely from
the signer’s point of view, it is computationally in-
feasible for the signer to derive the link between
the view consisting of Qq, ki, 7 =, ¢*,T; =, O,
8 =4 m(zi'l'zs‘l:tﬂ fj(xi)(ngml,k#i (T—I:ﬁ)))'*'ki’

by o filze ¢ . —-iﬁ'-
u =, 0 DM FTCH (| M "”,1 <i<
t, m and the signature (@ =, Qf, Cert;(h(1)),
vy, 2, 8, u) submitted by a requester for verification
later.

Sp
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3.3 Linkage recovery

Since blind threshold signature schemes with-
out fairness property provide perfect unlinkabil-
ity, such e-cash systems can be misused by crim-
inals, e.g. to safely obtain a ransom or to laun-
der money. To cope with this dilemma, in our
proposed scheme, anyone of the ¢ signers can
first send all pseudonyms (€. Cert;(h(€)))s re-
quested by the criminal to the judge and then
the judge sends all the corresponding pseudonyms
(7, Q0,8 Cert 5 (h(Q0)), Cert; (h(£3)))s back to
the signer. The signer can verify validity of the
corresponding pseudonyms by checking if Qg
2, and both Cert;(h(p)) and Cert;(h(;)) are
valid. When the criminal withdraws these e-cashes
from the signer, the signer can easily identifv
the criminal by linking the message-signature pair
(m, (Qq,Certy (h(24)), v1,v9.5. u)) with the corre-

: : e e & = kT o= OF
sponding signer’s view g, k;. 7, =, ¢ . T; =, 05",

CHES ﬁ<zi+2;=t+1 fi(x:) (HZ-:L;\-,-:';'(% ))+k..
24+ LT [
u; =p N Al | L ) and m. If

the judgg is honest, all crimes by misusing the un-
linkability property of blind threshold signatures will
be prevented and the anonymity of honest customers
will also be preserved.

4 Applications

Up to date, the on-line e-cash systems proposed by
Chaum [3, 4] are more efficient and practical. The
aim of these systems was to produce an electronic
version of money which retains the same properties
as paper cash. These systems involve customers, the
bank and the shop. In these systems, the protocols
can be simplified as the following phases: the with-
drawal phase, the spending phase and the deposit
phase. During the withdrawal phase, customers ap-
ply the blind signature technique to get their blind
e-cashes. In the spending phase. customers first gen-
erate their real e-cashes from the blind e-cashes re-
ceived in the withdrawal phase and then spend them
at designated shops. Finally, in the deposit phase,
the shops deposit the e-cashes at the bank. The bank
will check if the e-cash has been reused by copying a
coin. In real world environments, it is very hard to
find any single authority as the bank. To deal with
the dilemma, some modifications of schemes in (3, 4]
must be made.

The modifications are described below: (1) In-
stead of a unique administrator, the modified sys-
tems consist of n administrators and at least (n —
t + 1) out of n administrators do not conspire with
the others. (2) Each scheme involves voters and
the n administrators and consists of the following
phases: the withdrawal phase, the spending phase
and the deposit phase. (3) In the registration phase.
customers apply the fair blind threshold signature
technique to get their fair blind e-cashes from ¢
honest administrators. (4) In the spending phase,
customers generate their real e-cashes from the fair
blind e-cashes received in the withdrawal phase and
send them to the shop. (5) In the deposit phase, the
shops deposit the e-cashes at the bank. The bank
will check if the e-cash has been reused by copying
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a coin.

By the above modifications, the power of a single
administrator is distributed among several adminis-
trators and the issue of e-cashes is controlled by sev-
eral authorities. The fair threshold blind signature
will work when at least ¢ out of n administrator are
honest. Since in the withdrawal phase, customers
only need to request exact t members from n admin-
istrators, it can meet the real world environments
without a single trusted administrator or with some
absent/dishonest administrators. :

Since blind signature schemes without fairness
property provide perfect unlinkability, such e-cash
systems can be misused by criminals, e.g. to safely
obtain a ransom or to launder money. For ex-
ample, a criminal can safely obtains a ransom by
joining a blind signature scheme where the request
is via an untraceable mail (e.g. an ordinary mail
or an untraceable e-mail (2, 12]) and the signer
puts blind signature on a public board. Then the
criminal:can easily obtain the blind signature from
the public board and derive the corresponding e-
cashes. To cope with this dilemma, in our pro-
posed scheme, any one of the ¢ signers can first send
all (Q, Cert (h(€20)))s requested by the criminal to
the judge and then the judge sends all pseudonyms
(7,820, 1, Cert s (h()), Certy(h(§1)))s back to
the signer. When the criminal withdraws these e-
cashes from the signer (or called the bank), the signer
can easily identify the criminal. If the judge (the
government) is honest, all crimes by misusing the
unlinkability property of blind signatures will be pre-
vented and the anonymity of honest customers will
also be preserved.

5 Conclusion

We have proposed an efficient fair blind threshold
signature scheme based on discrete logarithm. In
our scheme, the size of a fair threshold signature
is the same as that of an individual fair signature
and the signature verification process is simplified
by means of a group public key. The security of
our schemes relies on the hardness of computing dis-
crete logarithm and it is computationally infeasible
for the signers to derive the exact correspondence
between the message they actually sign and all sign-
ers’ complete views of the execution of the signing
process without the assistance of the judge or the re-
quester. Qur proposed scheme can be easily applied
to current efficient single-authority e-cash systems
for distributing the power of a single authority with-
out changing the underlying structure and degrading
the overall performance.
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