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Neural Network Technique in Authentication

Using Key Stroke Pattern Recognition
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Abstract

The technique of Computer and Communications
are renovated daily, the Computer Network role
in interchanging information. Therefore to
concern the security of data transfer and ensure

the data assurance become more important than
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ever. For example,

how to protect the data not been stolen or
mischief while connection? how to confirm the
personal identification from both end? Specially
in the usage of Finance Institution, the security
system should be tremendous considerate.

The "Authentication and Key Distribution
Protocol"[1]-[5] has proved his efficiency in
preventing the break-in , damage or tamper data,
and to confirm the identification code for the
Computer Network Application package. But,
most people omitted one important point: how to
identify the wuser authorization through the
terminal or monitor? The most common situation
is Key in the user ID or Password from keyboard.
Allowed the user to key in their own ID and
Password in the normal but also the dangerous
way to enter the Application system . This paper
is to discuss how to prevent the mischief personal
password.

Keywords :  Authentication,
Pattern Recognitio

Neural Network,

1. Introduction

As a user keys in Password, added with the
consideration of personal keying in habit to
strengthen the protection of attack by intentional
offenders shall be the subject of research of this
paper. Because it is believed that each person
shall have his own fixed mode in keying in, and
the modes differ from one from another which
cannot be intercepted, learned or simulated by
others.

In 1987, S. Bleha and C. Silvinsky [6], in
1980, B. Hussien, R. McClaren and S. Bleha {7],
in 1991, S. Bleha and M.S. Obaidat [8], in 1992,
Mohammad S. Obaidat and David T. Macchiarolo
[9] [10] all proposed related studies. Among
them, except for Mohammad S. Obaidat and
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David Macchiarolo use the Artificial Neural
Network as method of problem solution to attain
larger improvement, the formerly mentioned
other studies tend to use the method of acquiring
the minimum distance or only base on the
improvement-of this type to make the users to be

. . , e
required to key in at !east more than 30 words in

order to attain the less error.

The study of this paper, similarly, is made
on Artificial Neural Network as nucleus with
reinforcement on personal keying in behavior
habit consideration:

1. It shall be able to record the time interval of

continued keying and also the time spent for
each making and breaking of each key. In
this way, one can further differentiate the
key making behavioral mode of each person.

2. The time consideration shall be made on unit
of 10-3 second but not the basic unit second
of computer time or 1/18.2 second.

3. Itis required to analyze the length of keyed
in character string in order to effectively
differentiate the user.

Based on the above considerations, this
paper wili  {owu. or  varticular analysis
concerning:

1. In keying in pure character keys, the
individual identification rate of each of the 3
kinds of keying in condition.

|88

While keying in pure number keys, can it
also be able to be successfully identified.

3. How long the keyed-in word string is can
still possess lower error ratio and better
safety.

4. Analyze whether the user, under condition
of keying in with different computers, will
cause different influences.

2. System Structure

The integral key-in type identification
structure can be divided into two major. parts:
training stage, classification stage. Besides, 10-
3 second serves as the basic time measurement
unit. The time interval between each of the
continued key making, the idling time for each
make and brake of each key, and synthetic of the
former two shall be considered separately.

In training stage, the users may key in the
same word string for several times to allow the

system to be able to learn the key-in behavioral
habit of a user by means of the learning and
practice method of reverse artificial neural
network [11] [12].

The classification stage is the recall stage of
artificial neural network, wused in normal
verification  process, through the personal
behavioral mode data obtained in training stage,
to judge each individual user.

3. Results Analysis

3.1 Key-in Condition Identification Ratio
of 3 Kinds of Pure Text Input

An analysis is made on the 40 batches of
word strings keved in by & pr. !2 with word
string of 15 bytes " wonderful world ". Among
them, the first 20 batches shall serve as test data,
the latter 20 batches shall serve as training data.

The following shows the correct
identification analysis of continued key-press
time interval, make/break idling time of each
single key, and synthetic consideration time
sampling:

continued key-
press time interval

make/break idling time
of each single key

synthetic
consideration

Correct
Ratio

85.8% 91.7%

99.2%

Table 1: Comparison of Identification Correct Ratio of 3 Kinds of Key-in Condition

If only the continued key-in time interval is
considered, the result differs not much from the
experiment conducted by former people. But in
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case consideration is made on the single-key
make/break time sampling proposed by the paper,
then the identification ratio will not be worse than
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the one with mere consideration on continued
key-in time interval. It is obvious that this
parameter can certainly be in use. Besides, if
both are to be considered, 99.2% correct ratio can
be obtained.

3.2 An analysis is made on the 40
baiches of strings

keyed in by 6 people, with word string of
15 bytes "046388003913455", if test is in
concurrent consideration of the make/break time
condition of each key, the identification ratio
shall be:

synthetic
consideration

Correct

Ratio 80.8%

Table 2: Identification Ratio of Keying in Pure

Since the habit of keying in number key by
most people tends to use a single finger and the
number key is not so familiar as that for word key;
the memory of long number string to partial
people is very difficult. Therefore, even if two
time sampling of two kinds is considered
concurrently, only 80.8% of correct identification
ratio can be obtained.

3.3 Analysis of Key-in Making Length
and Identification

3.3.1. Time Interval of Continuous Keying

If consideration shall be made on the
continuous keying time interval, the identification
ratio change can be observed from the word string
" wonderful world" at different key-in length.

Numbers
lkey | 2keys | 3keys | 4keys | Skeys | 6keys | 7keys | 8keys
Cg’;ie;‘ 258% | 55.8% | 642% | 70.0% | 77.5% | 74.2% | 81.7% | 87.5%
9keys | 10 1 12 | 13 14 15
keys keys keys keys keys keys
Cg;iegt 85.8% | 87.5% | 88.3% | 87.5% | 87.5% | 86.7% | 85.8%

Table 3: Identification Ratio of Each Kind of Key Making on Continuous Key-in Time Interval

Ay i

poliing

ER T

Diagram 1: Analysis Diagram for Identification Ratio of Each Kind of Key Making on Continuous

Key-in Time Interval
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From the diagrams and charts, one may
discover, under most conditions, the longer the
key-in length is, the higher is the correct
identification ratio. From the start of 7-key
making, there is more than 80% correct
identification ratio.

3.3.2 Make/Break Idling Time for
Each Single Key

If consideration can be made on the
make/break idling time for each single key
observation can be made on the identification
ratio of the word string “wonderful world” in case
of different lengths:

lkey | 2keys | 3keys | 4keys

Skeys | 6keys | 7keys | 8keys

Correct

keys keys keys

Ratio 33.3% | 55.0% | 61.7% | 68.3% | 81.7% | 79.2% | 85.8% | 85.8%
9 keys 10 11 12 13 14 15

keys keys keys

C}ggﬁft 89.2% | 89.2% | 89.2% | 93.3%

94.2% | 92.5% | 91.7%

Table 4: Identification of Various Key-in Length Concerning the Make/Break Idling Time

for Each Single Key

000
20005
0905
W05
T
00
005
0T

H0M0%

Diagram 2: Analysis Diagram for Identification of Various Key-in Length Concerning the Make/Break

Idling Time for Each Single Key

From the diagrams and charts, one may
discover, under most conditions, the longer the
key-in length is, the higher is the correct

identification ratio. From the start of 6 or 7-key
making, there is commendable correct
identification ratio.
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4. Conclusions and Perspective

In concluding the above discussion, if
concurrent consideration is made on continuous
key-in time interval, and the make/break idling
time of each single key, individual key making
behavioral habit can be further identified. That
is to say, the safety system, while the user is
keying in Password, besides inspecting the user's
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ID, and Password, personal keying behavioral
habit will be further inspected and it is feasible.

In the future, continued effort can be made
toward the following research directions:

1. Solve the influence on an unfamiliar keyboard by
the user.

2. In practical application, attack protection
consideration shall be strengthened. For example,
attack with a keyboard simulator.

3. Apply the same method to th+ identification of
personal facial type, palm print and finger print
analysis.

4. Apply the proposed methods of the paper to
differentiate document key-in person fo attain
signature effect.

5. Apply the proposed methods of the paper to
Password safety and develop a practical product.
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