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Abstract

In this paper, we present a voting protocol,
which satisfies a variety of desiring requirements
of voting protocols. In particular, we propose
to incorporate the concept of the session public-
key/private-key pair, which serves as a permit to
vote, into the voting scheme such that the pri-
vacy of the voters can be preserved and that the
votes can not be forged by malicious parties. The
computation and communication overhead of the
scheme is reasonable for conducting a large scale
election on the Internet. '

1 Introduction to Electronic

Voting Protocols

As modern society more and more relies on com-
puters and networks, the application of conducting
electronic voting over the Internet receives more
and more attention. You can cast an unofficial
vote for Presidential election, express your opinion
in regards to a governmental strategy, or just vote
for your favorite video games. That is fun, and
reflects more or less the opinion of some people.
However, no one may seriously consider to con-
duct serious elections through such a tool. Many

of the implementations for electronic voting lack

the characteristics required for a serious election.
The characteristics of a secure electronic voting
system depend on the purposes for which the sys-
tem is to be used, and may vary from case to case.
In the following a list of requirements of a secure
electronic voting system is specified (7, 16, 10].
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1.1 Requirements of Voting Protocols

On the following list, the items numbered with a
and b represent alternatives to its original corre-
sponding item.

e Eligibility
R1 Only eligible voters can vote.
R2 Eligible voters can vote only once.

e Accuracy

R3 It is not possible for a vote to be altered.
R4 It is not possible for a legitimate vote to
be eliminated from the final tally.
R5 An invalid vote can not be counted in the
final tally.
e Privacy

R6 No one can determine for whom any other
voter voted.

R7 No voter can prove to other parties for
whom he voted.

e Verifiability

R8 It can be verified by anyone indepen-
dently whether all votes have been
counted correctly.

R8a The verification can be done by trusted
representatives/programs.

R8b Any voter can verify that his own vote
has been taken into account in the final
tally.

e Correctability

R9 Mistakes can be corrected without reveal-
ing for whom a voter voted.

R9a Mistakes can only be corrected by re-
vealing for whom a voter voted.

ROb Mistakes can only be detected, but can
not be corrected.
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¢ Robust

R10 The voting can only be disrupted when
some specified crucial conditions are
reached.

¢ Flexibility

R11 It is allowed that the vote consists of a
variety of question formats, rather than
just yes or no (single bit) answer.

e Convenience

R12 The protocol does not incur expensive
computations and communications.

R13 Minimal equipment is required.

e Mobility

R14 There are no restrictions on the location
in which a voter can cast a vote.

Rl4a A voter can only vote in some desig-
nated voting booths.

e Fairness

R15 The intermediate result of the election
does not leak out. Otherwise, the voting
can be affected by taking advantage of
this information.

e Other

R16 Everyone knows who voted and who did
not.

Secure electronic voting protocols have been
proposed by many researchers. However, few of
them in the literature can satisfy all of the re-
quirements above. The difficulty lies partially in
that some of the requirements are divergent and
are not straightforward to meet at the same time.
For example, the legitimacy of the voters must
be examined to satisfy the eligibility requirement,
while the votes must be kept secret for privacy. In
other words, it must be ensured that a secret vote
is from a legitimate voter. As another example,
while from whom a vote was cast is kept secret,
it is desirable for a voter to be able to verify that
his vote has been correctly counted in the final
tally, i.e., to achieve verifiability. Yet another ex-
ample, a voter desires to keep some evidence, or
some form of receipt from the voting authority, to
correct any faulty behavior observed in the final
tally. However, it is not desirable for a voter to
be able to prove to a third party for whom he has
voted. This is to prevent ticket buying or extor-
tion. Also, while it is convenient for a voter to
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cast a vote sitting home through the Internet, it
is difficult to prevent others standing around from
watching how he votes. There are more to be ex-
plained in the context.

Many of the problems have been solved to some
extent in the literature, based on some assump-
tion. Several schemes have been proposed, which
can be generally divided into two classes. The first
class consists of the schemes without administra-
tors [8, 9, 13, 2, 5, 11}. All of the procedures are
performed by the participating voters. The com-
munication and computation taken to verify the
correctness of the actions are usually high, which
makes this approach interesting only theoretically
[10]. The other class consists of schemes with ad-
ministrators [10]. There are two possibilities to
submit votes. First, the individual vote is divided
into multiple shares which are then sent to dif-
ferent authorities [6, 3, 12]. If the different au-
thorities conspire, the privacy of the voters can
not be preserved [10, 16].The other possibility is
to send votes through an anonymous communica-
tion channel [5, 4, 10]. It provides unconditionally
security against tracing the votes [5].

- In this paper, we propose a voting scheme using
the anonymous communication channel, which at-
tempts to meet a variety of requirements described
above. Our work is an improvement based on the
work in [10, 14]. Section 2 describes the key idea
in [10]. Our approach is presented in Section 3,
which is followed by the discussion of extended
work. The last section is the conclusion.

1.2 Notations

The following notations are used throughout this
paper.

A: the administrator (the voting
authority)
Vi: avoter
v; : the vote cast by V;
u; : Vi's (well — known) public key
r;+ V;'s private key
<ul, 7l > Vs session public — key/
private — key pair
ki : Vis (ordinary) session key
By, : blinding function using factor f;
ﬁzl : unblinding function using the
factor f



hash value of a message msg
oy, : signing using the private key rj
Er (H(msg))

E,, : encryption using public key u
Dy, : decryption using private key 1
V; sends A a message

'V; sends A a message
anonymously

2 Related Work

Fujioka et al. proposed a practical secure voting
scheme for large scale elections [10]. The scheme
ensures the privacy of the voters and fairness of
the elections. The computation and communica-
tion overhead is reasonable even if the number of
voters is large. The scheme satisfies a great num-
ber of requirements for a secure voting system. In
short, there are three participants in their scheme,
i.e., an administrator, a counter, and voters. The
administrator is responsible for checking the legit-
imacy of voters, while the counter is responsible
for collecting, opening, and counting the votes. A
simplified description of their scheme is given be-
low. Note that k; is the ordinary session key.

(F1) Vi— Al
where bi = BfiEki (’Ui)
(F2) A—=Vi:a
where a; = o, (b;)
(F3) Vi~ C:d;
where d; = ,Bﬁ_l(ai)
(F4) C : C publishes the voting result
(F5) V; : After checking that Ey,(v;) is
on the list, V; sends k; to C
anonymously.
(F6) C : C retrieves v; and publishes the
votes

Their assumption that no voters abstain from
voting is too restrictive and may not apply to the
situation in a practical election. The most serious
problem may be that a malicious administrator
may cast forged votes for abstaining voters [7], or
for those voters who register but do not vote [1].
The whole election may be disrupted when it is
found by the voters. Our work to be described
later will solve this problem.
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3 The Voting Protocol

3.1 The Structure of the Protocol

In the work of Fujioka et al. {10], if the administra-
tor’s fraud is found, the social and political cost is
extremely high to conduct a second election. We
propose to add a preparation stage to generate
a registration list, on which the legitimate voters
register to express their willingness to vote. The
idea is to incorporate a session public-key/private-
key pair into the scheme so that a registered voter
may choose to abstain in the voting stage without
the risk of disrupting the election. Even a dis-
honest administrator can not vote for abstaining
voters. Our scheme consists of three stages which
are summarized in brief as follows.

Preparation stage: V; sends A a blinded session
public key. After checking the legitimacy of
the voter, A signs and returns it to V;. V;
unblinds the signed session public key and
obtains a session public key signed by A. V;
anonymously sends the signed session public
key to A for publication. The session public
key will be used as a permit with the vote.
Any problems with the legitimacy of the reg-
istered voters and the published session pub-
lic keys can be cleared in this stage. Once
every party is convinced of the correctness of
the registration list, no one may falsify the
results in the following stages.

Voting Stage: V; encrypts his vote with a ran-
domly chosen ordinary session key, and signs
the encrypted vote with his session private
key. The signed encrypted vote with the cor-
responding session public key are sent to the
administrator anonymously. Since the session
public key represents a permit, anyone hav-
ing the session private key has the right to
vote. After the administrator verifying and
publishing his vote, the voter sends the ordi-
nary session key to the administrator to open
the vote.

Counting Stage: The administrator retrieves the
votes and publishes the results.

3.2 The Protocol

Preparation Stage:
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A: A announces the list of legitimate
voters.

Vi — A< IDi,bi,S,' >
where b; = Gy, (u}),
si = or,(ID;s, by)

A: if (V; is a legitimate voter,
V; has not registered yet, and
s; is V;’s signature)
A=V <a; >
where a; = o, (b;)
else
A rejects V;'s request

V; ¢ if (a; is A’s signature of b;)
Vi ~ A: <ul,d; >
where d; = ﬂ};l(ai)
else
V; claims A’s fault

A: A receives < uj,d; >
if (u} has not been used and d; is
A’s signature)
A saves < uj,d; >
else
< ui,d; > is rejected

A publishes the list of < ID;,b;,5; >
for every legitimate V; who have sent
their requests for A’s blind signature.
A publishes the list of < u},d; > for
every legitimate V; who have
anonymously sent their session public
keys,blindly signed by A.

Voting Stage:

(P8)

(P8.1)
(P8.2)
(P8.3)

V; : V; generates an ordinary session
key ki
Vi ~ A: < ej,zi,ul >
where e; = E, (v;), and
z; = oy (e:)
A: if (v} is on the list in step P7,
u; is not used yet, and
H(ei) == Du’, (xi))
A publishes < I;, e;, z;, u} >
where [; is a serial number
for the list
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(P9.5) else

(P9.6) A rejects < e;, zi,ul >

(P10) Vi :if (< l;, e, zi,u) > has been
published)

(P10.1) Vi~ Al < li,ki,O‘,.:(ki) >

Counting Stage:

(P11)  A: A computes v; = Dy, (e;)
(P11.1) A checks that v; is a valid vote.
(P11.2) A publishes < ;, e;, i, uf, ki, v; >

Initially, A publishes the list of legitimate vot-
ers. Seeing himself on the list, a voter V; regis-
ters by sending his identification number ID; and
a blinded session public key. In order to prove
that the session public key is sent by the legitimate
voter and to ensure that the message is not altered
maliciously, the message is sent with V;’s signature
s;. In step P3, A ensures that only legitimate vot-
ers can vote and can vote exactly once. Then A
blindly signs V;’s session public key, which autho-
rizes V; the right to cast a vote later in the voting
stage. Note that the session public key represent
a permit. Whoever has the corresponding session
private key has the right to cast his vote. Since the
session public-key/private-key pair is generated by
V;, only V; has the session private key. Hence, it
ensures that only V; can cast his own vote. In step
P4, V; unblinds A’s signature and obtains a ses-
sion public key signed by A. V; sends the session
public key with its signature to A for publication
through an anonymous channel so that A does not
have the knowledge of the sender’s identification.
In this way, the privacy of the voter can be pre-
served.

A publishes those legitimate voters who have
registered in step P6. V;’s signature, s; , can be
used by any interested party to verify that it is I.D;
who has registered. The verification is done by us-
ing Vi’s well-known public key Ku;. In step P7, A
publishes < uf,d; > so that the number of session
public keys, or the number of permits to vote, can
be checked against the number of registered voters
in step P6. The number should be the same. Any
interested party can compare the lists in steps P6
and P7 to make sure that A does not submit forged
session public keys for voters who do not register.
If any problem has been found, it can be corrected



before the election is conducted. After A publishes
the list of < u},d; > for every registered V; V; can
verify whether his is on the list. If V; finds that his
session public key is not on the list, V; can protest
by submitting his < u},d; > to some other author-
ities. The correction process may continue until
every party is convinced. The preparation stage
ensures that only legitimate voters have the right
to voté, using their session public-key/private-key
pairs.

In the voting stage, V; generates an ordinary ses-
sion key, with which the vote is encrypted. Then
V; signs the encrypted vote using its session pri-
vate key. After verifying the legitimacy of the en-
crypted vote, A publishes < l;, e;, z;,u; >, where
I; = 1,2,.... Seeing that his vote is published, V;
sends the session key to A anonymously.

In the counting stage, A retrieves the votes using
the session keys, and checks if the votes are valid.
A publishes the final results of the election.

4 Extension

The scheme presented above enhances the robust-
ness of the voting system. However, it still suffers
from some problems to be discussed in the follow-
ing.

4.1 Fairness

First, the fairness of the voting system is not
reached. A voter submits his session key immedi-
ately after his vote has been published, and ends
the voting stage in one session. The administra-
tor may open the votes by using the session keys.
This reveals the intermediate results of the elec-
tion, which may be used by some party to influence
the strategy for the election. To prevent the fraud,
another public-key/private-key pair can be secret-
shared by some authorities. Instead of submit-
ting his plain session key, the voters submits the
session key encrypted by the secret-shared public
key. Since no single authority may decrypt the en-
crypted session key, the intermediate result of the
election will not leak out.

4.2 Prevention of Ticket Buying

Another problem with the scheme is more serious.
The voters have receipts to prove for whom they
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vote. This may lead to ticket buying or extor-
tion. There are some possible ways that a voter
can prove how he votes. First, b; published in step
P6 can be linked to u published in step P11.2 by
revealing the blinding factor f;. In this way, V;
can show how he votes. The solution to this prob-
lem is to hide b; and s; in step P6. Note that the
purpose of publishing s; is to show that the voter
with ID; does have registered in the preparation
stage. Any signature of V; serves the same func-
tion. Hence, we can add into the tuple sent by V;
to A in step P2 an additional signature of V;

st = ar(t)

where t is a plain text or a serial number to identify
this election. And by having the tuple < ID;, st >
be published in step P6, one can not link the tuple
to the vote in step P11.2.

Secondly, the session public-key/private-key
pair generated in the preparation stage before the
voting takes place also serves as a receipt. A voter
needs to save the key pair in order to cast his vote
in the voting stage. A malicious candidate may
force voters to reveal their session public keys or
session private keys so that the candidate can mon-
itor the result to see if the voters have cast the
votes for him. As a partial solution to the prob-
lem of extortion, the session public-key/private-
key pair can be generated on the fly in the prepa-
ration stage. At the end of the stage, the key pair
is submitted to the administrator for storage such
that the voter does not have the key pair with
him. At the beginning of the voting stage, the
voter requests his key pair from the administra-
tor and proceed with the normal procedure. To
accomplish this, V; submits to’ A

< IDi» Eui (gi)7 Tr; (Eu,’ (gi)) >, where

gi =< by, fi,ai, di, ’U,;, T’é >
so that A does not have the knowledge of these
personal information and the integrity and authen-
ticity of the information are ensured.

Finally, the session private key of the voter can
be used to show how he votes after the counting
stage. As a partial solution to this problem, V;
submits his r] as well to A in step P10.1. Note that
since A has published the encrypted vote signed
with 7} in step P9.3, no one can change the vote
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thereafter. Also note that V; has verified in step
P10 that his vote has been published, he does not
need r any more. Hence, V; does not have the
session private key with him after he has cast his
vote. It is also feasible that V; sends his r; to some
more authorities to ensure that his keys will not
be ignored by malicious administrator.

5 Security Properties

Theorem 1 (Eligibility) Only Eligible voters
can vote. And eligible voters can vote exactly
once.

Proof. The eligibility of a voter is checked by the
administrator in steps P3 and P3.2, while in step
P3.1, multiple registration from the same voter is
prohibited. The permit, the signed session public
key, is issued only once to the eligible voter. With
the permit, the voter can cast one vote. Double
voting is checked in step P9.1. i

On the other hand, the administrator may act
maliciously. In the scheme described in [10], it may
be detected that a administrator may have cast
forged votes for abstaining voters. However, there
is no way to trace which votes are invalid. In our
scheme, it is shown in the theorem of Robustness
later that the administrator can not cast forged
votes.

Theorem 2 (Accuracy) It is not possible to al-
ter a vote or to eliminate a vote from the final
tally. An invalid vote can not be counted in the
final tally.

Proof. It is not possible to alter a vote, since the
vote is signed with the session private key only
known to the voter himself. A legitimate vote can
not be eliminated by a malicious administrator.
If the administrator does not accept a legitimate
vote in step P9, the voter can protest by sending
his vote to the candidates or to some other author-
ities. Once his vote is published in step P9.3, the
vote can not be eliminated. It is also not possi-
ble to count an invalid vote, by the same reason
described in the theorems of Eligibility and Ro-
bustness. O

Theorem 3 (Privacy) No one can determine for
whom any other voter voted.
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Proof. The legitimacy of a vote comes from the
permit, or the session public key. Since the ses-
sion public key has been blindly signed by the ad-
ministrator even the administrator does not know
to whom a session public key belongs. The session
public keys and the votes thereafter have been sent
to the administrator through an anonymous chan-
nel. There is no way to trace them back to the
originating voters. Hence, the privacy of the vot-
ers is preserved. m]

Note that the requirement R7 states that no
voter can prove for whom he voted. An extended
work to fulfill this purpose has been described in
section 4.2

Theorem 4 (Verifiability) Any voter can verify
that his vote has been taken into account in the
final tally.

Proof. The verification can be performed by voters
against the list published by the administrator in
step P11.2. 0O

Theorem 5 (Correctability) Mistakes can be
corrected without revealing for whom a voter
voted.

Proof. In the preparation stage, any mistake can
be claimed or corrected before the voting takes
place. If there is mistake with the list in step
P7, the voter can claim the fault by anonymously
sending the correct < uj,d; > to some other au-
thorities. Since d; is a valid signature from the
administrator, the fault can be identified and cor-
rected. In the voting stage, if one’s vote is not
correctly published by the administrator in step
P9.3, the voter can protest by anonymously sub-
mitting < e;,z;,u; > to some other authorities.
The same procedure can be performed if there is
any problem with the final tally in step P11.2. O

Theorem 6 (Robustness) The voting can not
be disrupted by a malicious administrator.

Proof. The administrator can not make false reg-
istration for the voters who do not register in the
preparation stage, since the administrator does
not have the private keys of the voters to sign for
the registration. Alternatively, the administrator
may forge a false session public key and sign it to



make it look like legitimate. However, this can be
detected when the number of entries on the list in
step P7 is checked against that in step P6. Also
any voters aware of the missing of their < u},d; >
can protest by publishing < uj,d; >. Such prob-
lems can be solved before the election takes place.
Once agreement of the list of session public keys
in step P7 is nailed down, only the legitimate vot-
ers having the corresponding session private keys
can cast valid votes. Even a malicious adminis-
trator can not cast votes for the voters who have
registered but do not bother to vote. a

Theorem 7 (Flexibility) It is allowed that the
vote consists of a variety of question formats,
rather than just yes or no (single bit) answer.

Ezplanation. While some voting schemes [15] al-
low the voter only to make two choices, i.e., yes or
no, it is clear that there is no such restriction in
our scheme. a

Theorem 8 (Convenience) The protocol does
not incur expensive computations and communi-
cations.

Ezplanation. While some voting schemes (6, 3, 12]
may incur expensive computations and communi-
cations, the overhead in our scheme is reasonable.
a

Theorem 9 (Mobility) There are no restric-
tions on the location from which a voter can cast
a vote; or a voter can vote from some designated
voting booths.

Ezplanation. It is clear that a voter can register
and vote from home or elsewhere in our scheme.
However, in our extension, to prevent ticket buy-
ing and extortion, one should vote in some desig-
nated voting booths. Any one casting his vote in
home can have other people watch how he votes.
a

Theorem 10 (Fairness) The intermediate re-
sult of the election will not leak out.

Proof. In our extension, the session key used to
open the vote is encrypted by a public key secret-
shared by several authorities. Only when more
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than a specified number of the authorities work
together can the corresponding private key be re-
covered. a

As for the requirement R16, we do not know
who has voted and who has not. We only know
who has registered and who has not.

6 Conclusion

In this paper, we propose a voting protocol suit-
able for large scale elections. The protocol is di-
vided into three stages. In the preparation stage,
the voter has his session public key signed by the
administrator, which serves as a permit to vote.
Only the voter, which owns the corresponding ses-
sion private key, can cast a legitimate vote in the
voting stage. Hence, even a malicious administra-
tor can not cast forged votes. Since the ownership
of the session public key is not revealed by uti-
lizing the technique of the blind signature and the
anonymous channel, the privacy of the voter is pre-
served. We show that the voting protocol satisfies
a variety of requirements for practical voting sys-
tems. An extended work to further improve the
security of the protocol is also discussed.
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