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ABSTRACT

The authentication framework recommended by ITU-T
X.509 standard serves as a basis for entity authentication in
distributed computing environments. This study extends
this standard so that it also serves as a basis for access
authorization. Such an extension is achieved by carrying
the user’s role-based authorization attributes with X.509
public-key certificates. The relevance of certificate man-
agement when the user’s role assignment changes is also
addressed.

1. Introduction

In commercial and governmental organizations, employees
are frequently users but not owners of information re-
sources. In contrast to the conventional discretionary or
mandatory access control methods, accessing permission to
information resources under RBAC (Role-based access
control) are based on an individual’s roles within the or-
ganization, rather than on user-object relationships. Thus,
RBAC offers the advantages of a clearer representation and
programmable enforcement of enterprise-specific security
policies, as well as an improvement in the manageability of
access control.

The RBAC concept can be illustrated with the buyer s role.
As a buyer, he or she is authorized to perform operations,
such as “adding a new supplier record and checking the
exact cost for some purchased materials on the inventory
system”. This semantic level construct of “roles” associates
users with their operatic permissions on objects. Thus,
roles can be regarded as a user security attribute. Herein-
after, the term “user role attributes” refers to the granted
roles which an organizational employees can play.

In a networking environment, the up-to-date values of user
role attributes must be made available to all servers. Two
approaches can be used to ensure that the session phase, in
which a user activates his qualified role, has up-to-date
values of user role attributes [1].

Cached user information: User information (including
role attributes) is kept on each application server. Without
having to access any other server, session processing can
occur on each server. Although extra network communica-
tion is unnecessary when a session is established, the cache
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must be abreast of up-to-date user information whenever
user information changes.

Uncached user information: User information, including
role attributes, stored on a specific central server, e.g. the
privilege attribute server (PAS) in SESAME system. This
server is accessed during session processing, thereby re-
quiring an additional network communication to establish a
role session. Although used to validate a user’s identity at
each service server, the X.509 authentication framework is
only used for identification purposes. With the user infor-
mation stored in a central repository, the need to connect
with the central server still interferes with the effect of dis-
tributed processing.

In light of above discussion, this study presents a novel
scheme for storing users’ role attributes to support both
authorization and authentication functions in the applica-
tion server. The proposed scheme offers the following
benefits: (a) potential users do not need to register them-
selves to application servers before asking for services, and
(b) servers do not need to cache users’ role attributes. Thus,
actual distributed processing can be supported.

To achieve the above objectives, this study integrates user
authentication and RBAC (Role-based access control) by
conveying user role attributes with the user’s X.509 public-
key certificate. Thus, the X.509 certificate not only declar-
es the validity of a user’s public key, but also serves as a
credential of his or her role attributes. In the proposed
scheme, revoking the whole certificate and issuing a new
one would be unnecessary if part of the role attributes in-
cluded in the credential changed. This certificate manage-
ment problem is resolved herein by using reasonCode ex-
tension of X.509 CRL(Certificate Revocation List) entry to
declare the changed user role attributes. Thus, only
changed user role attributes are invalidated without revok-
ing the certificate. By doing so, the uncompromised key
and unchanged user role attributes are still valid.

The rest of this paper is organized as follows. Section 2
briefly reviews the concepts of Role-Based access control
(RBAC) mechanism. The main features of X.509 public-
key certificate are also presented. Section 3 then demon-
strates how user role attributes can be incorporated into
X.509 certificate. This section also describes how to man-
age the certificate revocation problem attributed to user
role attributes change. Next, section 4 analyzes the char-
acteristics of the proposed access authorization method.
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Conclusions and areas for future research are finaily made
in Section 5.

2. Literature review

Before describing the proposed method which uses X.509
public key certificate as a credential of user’s RBAC at-
tributes given in section 3, this section reviews RBAC and
the X.509 standard.

2.1 RBAC

The increasing trend towards role based access control
(RBAC) is apparent, as evidenced by its ability to express
access control policy in the manner in which an adminis-
trator views organizations. Under RBAC, access permis-
sions are associated with roles but not based on an indi-
vidual user’s permissions on objects. A role is primarily an
enterprise-level construct, implying multiple meanings. In
addition to representing specific task competency, such as
that of a physician and a pharmacist, a role can also embo-
dy the authority and responsibility. Moreover, it can also
reflect the duty assignments rotated through multiple users
such as for a duty physician.

In a related work, Sandhu et al.[3] proposed the most fun-
damental model for RBAC, RBAC,. This model consists of
the following components: (1) users, roles, permitted op-
erations, and sessions (2) the many-to-many relationships
between roles and permitted operations (3) the many-to-
many relationships between users and roles (4) the one-to-
many relationships between users and sessions, i.e. a user
can create many sessions at a time, while every session
must belong to just one user (5) the one-to-one relation-
ships between sessions and roles, implying that a user’s
session is associated with the partial set of his or her
authorized roles.

TN

/' Permitted
Operations

UA: user assignment
PA: permission assigiment

Sessions

Fig.1. Role-based access control model 0 [3]

From the perspective of processing, RBAC can be divided
into three phases: administration, session, and enforcement
phases [1]. During administration, the business adminis-
trator defines roles in line with the organizational policies
and goals, as well as the permitted operations associated
with each role to perform its job function. Finally, users are
assigned as members of specific roles by the administrator
based on their responsibilities and competency. During ses-
sion, each session is mapped for a user and a partial set of
his or her qualified roles. A user can establish several
communication connections and activate a specific role. In
addition, identity authentication of the subject (either the
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user or the program on his behalf.) and the association
between the subject and the user’s security attributes must
be processed. During enforcement, access request is ac-
cepted or denied according to the user’s role attributes and
the object’s security attributes.

Although the above RBAC, fulfills the requirements of or-
dinary access control, more complex RBAC models more
thoroughly address the issues of role hierarchies and con-
straints on role activation. In sum, RBAC can support the
security principles of least privileges, separation of duties,
and enterprise level data abstraction. Consequently, the se-
curity administrator can regulate the access privileges of
organizational employees to commercial resources, access
points, operation precedence, as well as the context depen-
dent constraints in a manner more closely approaching or-
ganizational management.

2.2 X.509 standard

The ITU-T X.509 standard (ISO/IEC 9594-8){5] provides
an entity authentication framework to users of open system
directories. The authentication method is established on the
basis of public key cryptography. To bind a user with his or
her public key, CA (Certificate Authority), a trusted third
party is needed to issue the key owner a public key certifi-
cate. In addition, the public key certificate is a statement to
the certificate user that the public key belongs to a specific
user.

The X.509 public key certificate consists of a version
number, serial number, signature algorithm identifier, certi-
ficate authority name, valid period, subject name, certifi-
cate authority identifier, subject identifier, subject’s public
key, and signature on the above information. The version 3
of X.509 standard adds extensions, subsequently providing
more flexibility to carry more public key related informa-
tion on the certificate, such as the public key identifier of
the certificate authority, certificate issuing policy, and re-
strictions on usage of the public key.

The structure of X.509 v3 certificate extensions consists of
three fields: type, criticality, and value. Type is the unique
identifier of the extension field. Extensions can be labeled
as critical or non-critical by setting the criticality flag. The
value field contains the exact value of this extension. Fig-
ure 2 illustrates the X.509 v3 extensions [4]. This figure
also contains two extensions: (a) the certificate type, which
indicates the applicable service, and (b) the identifier of the
authority’s public key identifier.

Extensions
Identifier -

|Certificate Type
N —




Among the standardized extensions, CertificatePolicies at-
tempt to identify the policies under which the certificate is
issued. The certificate policy value refers to the applicable

group and application classes under ordinary security needs.

For example, an e-mail policy indicates that the public-key
certified by the CA is used for securing daily electronic
mail transmissions, while an e-commerce policy indicates
that the key usage is for network commerce.

The certificate policy is represented by a previously regis-
tered object identifier (OID) on the certificate, in which the
application system should be configured well in advance to
recognize the necessary policy. For further details, the ap-
plication system must be able to obtain the OID of the ne-
cessary policy, and refer to the full statement relating to the
policy by this OID.

A sub-field associated with policy is the policy qualifier,
which can convey policy related information. Figure 3 pre-
sents the syntax notation of policy qualifier represented in
ASN.1. The X.509 standard does not restrict the usage and
the syntax for the data. As long as the organization agrees
upon the usage purpose and syntax, usage of the policy
qualifier is meaningful. For example, a policy qualifier can
be used to carry some meaningful textual information, such
as the WWW URL for the public-key certificate policy
statemnent. Thus, the user of the public-key certificate can
obtain the complete statement of the certificate policy
statement.

PolicyQualifierInfo ::= SEQUENCE {
policyQualifier]D CERT-QUALIFIER.&id

qualifier CERT-POLICY-QUALIFIER.&Qualifier
OPTIONAL }

CERT-POLICY-QUALIFIER ::= CLASS {

&id OBJECT IDENTIFIER UNIQUE,

&Qualifier OPTIONAL }

Fig.3. ASN.1 for policy qualifier [6]

Certificates must occasionally be revoked. A notabie ex-
ample is when the certificate holder leaves the issuing or-
ganization or when the private key is compromised. The
mechanism defined in X.509 for revoking certificates is the
Certificate Revocation List (CRL). A CRL, signed by a CA,
contains a list of unexpired certificates that have been re-
voked. The distribution of CRL can be either pushed from
the central repositories or pulled by the verifiers on a need-
ed basis.

In X.509 v2, CRL also defines optional extensions both for
the X.509 CRL as a whole and for each entry in the list. In
particular, the reasonCode, i.e. an extension of the CRL
entry, is used to identify the reasons for revocation, in-
cluding key compromise, affiliation change, and so on.

Extension Use Critical

ReasonCode |Identifies the reason for No
the revocation of this
certificate

Fig.4. ReasonCode extension for each CRL entry

3. Proposed method
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As mentioned earlier in the Introduction, even X.509
authentication procedure can be applied under RBAC, a
communication bottleneck may also occur when fetching
user role attributes from the central privilege server. The
solution proposed herein to resolve this problem integrates
the user role attributes into the X.509 public key certificate.

The X.509 public key certificate serves as a statement by
the certificate authority (CA) to the users that the public
key belongs to a specific subject. Following the same rea-
son, the security administrator can put the user’s role at-
tributes on the public-key certificates, thereby claiming the
relationship between the certificate holder and the role at-
tributes.

Details of how to implement the above notion are given in
the same manner as RBAC procedure: administration, ses-
sion, and enforcement.

3.1Administration stage

During the administration stage, the business manager as-
signs users to roles, and embeds this role attributes into the
users’ X.509 public-key certificates. As mentioned earlier
in section 2, the certificate policy specifies the applicable
group and application services under common security re-
quirements. The authentication function of X.509 standard
can be extended to include authorization by the certificate
policy to imply RBAC authorization.

During implementation, the organization can define a certi-
ficate policy identified by “Role-assignment”. Doing so
enables the X.509 certificate to support both identity
authentication and access authorization. Upon recognizing
this specific Object identifier—Role-assignment, the
server knows that user role attributes are conveyed in this
certificate. The server can then proceed with the challenge-
response procedure to authenticate the communicating en-
tity, and make the access control decision based on the role
attributes.

Although the public key certificate and the proposed Role-
assignment policy are available, details of the method for
carrying the user role attribute on the certificate must be
given. According to the standard, the syntax for certificate
policy and policy qualifier in ASN.1 according to Fig. 3 is
described as follows.

Policy
Identifier

Policy_Object_Identifier

Policy Qualifier |Policy Qualifier ID
Qualifier
Fig.5. Certificate policy and its qualifier

The above figure illustrates the proposed design for con-
veying the user’s role attributes on X.509 public-key cer-
tificate. According to this figure, the Role Assignment
policy is a registered unique object identifier. Role-ID is
also a unique identifier, which represents an organizational
role. The Policy Qualifier field states the role activation
constraints. This design allows the certificate user to fur-
ther understand the public key owner’s role attributes from
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the certificate. For example, a business member assigned to
the role of IT-Department-Manager will have the following
information recorded in his public key certificate.

Policy Role_Assignment

Identifier
Policy 1T-Department-Manager
Qualifier

Role Activation is limited
at IT department

Fig.6. Example of a Role_assignment policy

In the recommendation of X.509 standard, CRL can be
used as a statement to the verifier under a situation in
which the user’s key is compromised. When X.509 public
key certificate is used to convey user role attributes, either
key compromise or user role attributes update leads the
certificate into revocation. If the attributes included in the
certificate change, the certificate must be revoked and a
new one issued. However, issuing a new certificate would
be too expensive.

To avoid issuing a new certificate while making the up-to-
date user role attributes available, we can publish the
changed user role attributes, for example in a directory
service. By doing so, the certificate verifier can refer to it.
The solution proposed herein to resolve this problem uses
the CRL to carry the revoked role IDs. In this manner, the
user’s X.509 certificate is still effective even though some
of the user’s role attributes have changed.

Extension Use Critical

ReasonCode | IT-Department- | No
Manager

Fig.7. Declaring role change with ReasonCode
3.2 Session and enforcement phase

Figure 8 depicts the message exchanges of entity authenti-
cation and service request during session and enforcement.
The challenge-response procedure consists of four steps.
Step 1: The user sends his or her X.509 public-key certifi-
cate as well as access request to the server. Step 2: The
server selects a random number as nonce, encrypts it with
the received public key, and sends it back to the requester.
Step 3: The user decrypts the received information, signs
the result, says r, and sends it back to the server. Step 4:
The server verifies the signature with the public key, and
confirms whether if the result r is the exact value selected
in step 2.

Certificaie
Revocation List

Fig.8. Entity authentication during session

In step 1, the server acquires the user’s X.509 public key
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certificate, and can obtain the user’s role attributed to it.
Although carrying the role identifiers with it, the authenti-
cation procedure is necessary to ensure that he or she is
who the certificate claims to be. In addition, to ensure the
effectiveness of this public key certificate (no key com-
promise or user role attributes change before the certificate
expires), the server must check the CRL (Certificate Revo-
cation List, CRL). If finding that the user’s certificate is an
entry of the CRL, the server can further check the revoca-
tion reason extension to know the exact reason why the
certification is revoked by referring to the reasonCode field.
If this accounts for why the key is compromised, then the
public key is no longer effective. If this accounts for why
the user’s role attribute is changed, the attributes except the
revoked one are still valid.

The following steps 2 ~ 4 ensure that the client user is the
owner of the certificate. To authenticate the user, server en-
crypts a randomly selected r with the public key on the
certificate. The server accepts the notion that the client user
is the one who owns the certificate if and only if the client
returns the exact r. Notably, the authentication procedure is
based on securely controlling the user’s private key.

Once the client user passes the authentication procedure,
the server assumes that the client is the owner of the cer-
tificate. Thus, the relationship between the user and his or
her role atiribute is established. The server then makes the
access decision on the basis of the user’s role attributes and
the local stored object security attributes.

3.3 Illustrative example

Next, two roles in the IC testing industry are considered as
examples: the material planner and the buyer. A material
planner attempts to forecast material requirements, man-
ages the usage status of the materials, order new materials
from suppliers through the buyer and maintain a good grip
of the purchasing progress. The buyer largely focuses on
contacting suppliers, and purchasing materials at a reason-
able price from suppliers according to other employees’
purchase request.

Assume that employee A is assigned two roles: “material
planner” and the other is “Employee welfare committee
member”. Meanwhile, while employee B is assigned the
“Buyer” role. According to the proposed method, the ex-
tension fields about Role-assignment policy of A’s and B’s
X.509 public-key certificates are:

Policy
Identifier

Role_Assignment_Policy

Policy Qualifier |Material planner

(unique identifier)

Role Activation Constraints

Policy Qualifier |Employee welfare committee

member (unique identifier)

Role Activation Constraints

Fig.9. Role assignment for employee A
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Policy {Role_Assignment_Policy
Identifier
Policy  |Buyer (unique identifier)
Qualifier

Role Activation Constraints

Fig.10. Role assignment for employee B

Also assume that four information systems exist: purchas-
ing system, inventory system, manufacturing execution
system, and order entry system. The privileges of material
planner and Buyer on the four systems are listed below, in
which the individual end system maintains these object se-
curity attributes.

check the current amount of inventory ilems Mﬂﬂﬂﬂ A add 8 new
in the repository/ supplier.
request accepted Inventory sysiem request Iwuplul
h 4
D "n. B
.
x buyer
check the starus
. E e of =
production line / production line /
request accepted - request rejected

"Manufacture cxesution
sysicms

Material planner Buyer
Purchase |authorized to order [No
system |materials with the
online system.
No Authorized to transform

the material orders,
which are recorded on
the system, into paper-
based purchase order.

Inventory|Authorized to cre- |No

system |ate and modify the

material specs., as

well as the condi-

tions on purchasing

and repositing ma-

terials.

Authorized to check|No

the current amount

of materials in the

repository.

No Authorized to add new
supplier data.

No ' Authorized to check the
actual prices of materi-
als.

Manufac- |Authorized to check|No

ture execu-|the schedule and
tion system |current status of
production line.

Order en- |Authorized to No
try system |modify customer
data.

Fig.11. Privileges of two illustrative roles on four systems

Further assume that user A and user B separately make two
communication establishments with the inventory system
and manufacturing execution system. The two servers can
proceed with the entity authentication procedures with the
user’s public key certificate. Meanwhile, these servers can
make the access control decisions by referring to user A
and user B’s security attributes and the local stored object
security attributes.

4. Analysis
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Fig.12. An example of access control

RBAC user role attributes refer to the roles, which a user is
qualified to play within an organization. The advantage of
storing user role attributes in a central privilege attribute
server is that most up-to-date user information is made
available. However, it is limited in that additional commu-
nication connections are necessary to acquire the user’s se-
curity attributes.

This study presents a novel means of conveying the
user’srole attributes in ITU-T X.509 public key certificate,
a way which resembles the function of ordinary identity
card. In practice, everyone is given an identity card issued
by a trusted governmental agent. The ID card supports the
function of identity authentication, as well as provides per-
tinent personal information, such as carrier and school cre-
dential. In the method proposed herein, the X.509 certifi-
cate intuitively models the ID card. Meanwhile, the CA,
which certifies the user’s public key and his role attributes,
models the registry office. The ability of the proposed
method to integrate both functions of authentication and
authorization eliminates the problem of communication
bottleneck of privilege attribute server. .

L.Harn and H-Y.Lin[7] proposed the notion of integrating
user authentication and authorization into a single module.
Those investigators integrated the user’s password and
conventional access control matrix to promote the system
security by mandating that authentication is executed
whenever a user access request is made. Based on the same
concept, the proposed method integrates user authentica-
tion and authorization by embedding the user’s role attrib-
ute into the X.509 certificate. When an application server
verifies the user’s identity with his certificate, access con-
trol decision can be made concurrently, thereby promoting
system security.

However, including user role attributes in the X.509 public
key certificate leads to the disadvantage of certificate revo-
cation. If parts of the role attributes included in the certifi-
cate are changed, the certificate must be revoked and a new
one issued. The fact that regenerate certificates are often
quite expensive accounts for that it’s only appropriate to
include user attributes in the certificate when the attributes
are not changed frequently.

The credential certificate will hopefully not be abandoned
when an attempt is made to reduce the cost of certificate
management while only parts of user’s role attributes are
changed but the public key is not compromised. The
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method proposed herein utilizes the reasonCode extension
of CRL entry to convey the changed user role attributes.
Notably, a new certificate does not need to be generated
when the public key is valid and some of the user’s roles
have changed. Thus, the cost is reduced. If the certificate is
listed on the CRL, the certificate user can verify the valid-
ity of public key and the authorization code simultane-
ously.

5. Conclusion

Stephen Wilson has contended that widespread electronic
commerce leads to a greater emphasis on parties’ roles, and
the ability of others to verify those roles [8]. This study
largely supports Wilson’s viewpoint.

This study presents a novel method to convey user’s
RBAC attributes with X.509 public-key certificate. This
design facilitates the integration of public-key based iden-
tity authentication and user operation authorization. Thus,
actual distributed processing can be achieved. Also ad-
dressed herein is the certificate management problem while
certificate is revoked due to user role attributes change.

Some other security services may also be enabled with a
role certificate, including electronic document verification
of authorization at source, authorization of task in auto-
matic workflow environment, inter-domain access control
and delegation of user’s privileges. These relevant topics
have promising implications for electronic commerce and,
therefore, deserve further research.
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