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Abstract

Recently, Sandirigama et al. propose a sim-
ple one-time password authentication protocol,
SAS, which is intended to be superior to other
similar protocols in the aspects of security and
efficiency. In this paper, we show that the SAS
protocol is still vulnerable to the modification
attack. Then, an improved version of the SAS

protocol is described.
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I. Introduction

In most information systems, the identities
of part of all of the involved entities should be
verified ahead of other operations can be per-
formed. Although such an authentication prob-
lem is an old security issue, the researches on
developing simple and secure authentication
methods never stop. Up to now, password au-
thentication is still regarded as one of the sim-
plest and the most convenient authentication
methods [1][2][4][5][7]. Conventional static
password authentication methods are not suit-
able for open network environments because the
adversary can easily obtain the bare password by
wiretapping the communications between the

user (prover) and the host (verifier) and then to

impersonate the prover. To solve this problem,
Lamport [3][6] proposed a one-time password
authentication protocol based on cryptographic
hash functions. However, high hash overhead
and the necessity for password resetting de-

crease its suitability for practical use.

To eliminate the drawbacks of Lamport’s
protocol, Shimizu [9][10] proposed a one-time
password authentication protocol, CINON pro-
tocol. The one time characteristic is gained by
using two variable random numbers that are
changed at each authentication. However, the
prover has to either memorize two variable ran-
dom numbers or carry with some sort of portable
storage tokens, e.g., floppy disk or IC card. This
inconvenience obstructs the deployment of the

CINON protocol.

Next, Shimizu et al. [11] proposed a to-
ken-free one-time password authentication pro-
tocol, PERM protocol. The prover doesn’t need
to either memorize any random number or carry
with a portable storage token; instead, a random
number is stored in the verifier for authenticat-
ing the prover. During each authentication, this
random number is sent from the verifier to the
prover. It is only when the verifier receives the
correct reply corresponding to the sent random
number he will believe that the prover is authen-

tic and refresh the stored random number. Un-



fortunately, PERM protocol is subject to the
man-in-the-middle attack [8][11] in that the ad-
versary can impersonate the prover by modify-
ing two consecutive sessions between the prover

and the verifier.

Recently, Sandirigama et al. [8] propose a
simple one-time password authentication proto-
col, SAS protocol, which can defeat the
man-in-the-middle attack exist in the PERM
protocol. In addition, SAS protocol is superior to
Lamport’s protocol, the CINON protocol, and
the PERM protocol in the aspects of storage
utilization, processing time, and transmission

overhead. However, we find that the SAS pro-

tocol is still vulnerable to the modification attack.

In the rest of this paper, we will first briefly de-
scribe the SAS protocol, and then address its
security flaw. Finally, an improved version of

SAS protocol will be described.

II. Cryptanalysis of SAS Protocol

First, we briefly describe the notation used

to express the SAS protocol as in the following:

e P denotes the prover who is authenticated
by the verifier V.

e IDp and Sp represent the identity and pass-
word of P, respectively.

e F denotes a cryptographic hash function.
E(X) means X is hashed once, and E*(X)
means X is hashed twice.

e N, represents a random number correspond-
ing to nth authentication.

e @ denotes the bitwise XOR operation.

¢ || denotes the concatenation.

e The expression ‘4 — B: X represents that 4
sends X to B through a common channel.

e The expression ‘4 [J B: X represents that 4

sends X to B through a secure channel.

A. Protocol Description

The SAS protocol has two phases, the reg-
istration phase and the authentication phase. The
registration phase is invoked only once for reg-
istering each prover while the authentication
phase is invoked whenever the prover authenti-
cates himself to the verifier. These two phases

can be described as in the following:

Registration Phase

Step R1.  P: calculates E2(Sp||N0).
StepR2. PO V: IDp, EX(Sp||Ny), N.
Step R3.  V: stores IDp, E*(Sp||Ny), No.

Authentication Phase

Step Al. P - V:service request.
Step A2. V - P: N,.
Step A3. P T XI,XZ,NI,

where
x; = E(Spl|Ny) ® EX(Sp||Ny), and

X2 = EZ(SP”NJ) @E2(5P| |N0)-

Note that x; is used for the current authen-
tication session, and x, and N;, which is the ran-
dom number generated by P, will be used for

next authentication session.

Step A4.  V:  Retrieves the  stored
E2(SP||N0) to compute y; = x;D

E*(SPNy) and y,=x B E*(Sp|Ny).
Step AS. v

(1) Computes E(y;), and then
compares the result with
the stored EXSp|Ny). If
they are equal, V believes
that P is
otherwise, V rejects P and

authentic;

terminates the protocol.



(2) Replaces E*(Sp||Ny) and N,
with y, and N; for next
authentication session.

B. Protocol Cryptanalysis

We show that SAS protocol is subject to the

modification attack as in the following:

Upon seeing x;, x,, and N; sent by P in Step
A3, the adversary can replace x, with an
equal-sized random string, say x,'. In Step A4, V'
retrieves the stored E*(Sp||N;) to compute the

following two terms:
y1=x,DE*(Sp|Ny)
V5 = x5 DE(Sp||Ny).

Since the equation y,” = E*(Sp||N,) holds, V
will believe that P is authentic and then replaces
E*(Sp||Ny) and N, with y,' and N, for next au-
thentication session. Clearly, P has been suc-
cessfully authenticated in current session, but he
will be rejected in future authentication sessions.
Although the adversary cannot find a string z
satisfying E(z) = y,' for impersonating P in next
authentication session, he can still fool V into
believing this wrong y,', i.e., he can easily pre-
vent P from successful authentication in the fu-

ture.

On the other hand, if the adversary replaces
N, in Step A3 with an equal-sized string, say N,’,
V will also believe that P is authentic, and then
replace EX(Sp||Ny) and N, with y, and N,” for next
authentication session. Because the y, and N;’
stored in V are inconsistent, P will be rejected in
next authentication session. Although the adver-
sary cannot find a string z satisfying E(z) = y, for
impersonating P in the next authentication ses-
sion, the authentication request from P will still

be denied.

II1. An Improved Version of SAS
Protocol

We now describe an improved version of
the SAS protocol, which is abbreviated as ISAS
protocol. In the ISAS protocol, the authentica-
tion steps are partly modified while the registra-
tion steps are left unchanged. The weakness of
SAS protocol is due to the lack of integrity pro-
tection for the data that is to be used in next au-
thentication session. That is, the verifier V' can-
not judge the correctness of E*(Sp|N;) and N,
from the messages received in Step A3 of the
SAS protocol. In the ISAS, this problem will be
solved. The notation used in the ISAS protocol
is directly adopted from the SAS protocol.

A. Protocol Description

The registration phase is the same as the
one in SAS protocol [8] while the authentication

phase is modified as in the following:

Authentication Phase

Steps Al and A2 are left unchanged.

Step A3. P - Vixp, xp x5 N,

where
x; = E(SplINo) @EZ(SP”NO)a
X2 = EZ(SP”NJ)@Ez(SP”NO):
x3= E(E(SeIN)IE*SHINDIN,)-
Note that x; is used for the current authen-

tication session while x,, x;, and N; are used for

the next authentication session.

Step A4.  V:  Retrieves the  stored
E2(SP||N0) to compute y; = x;P

E*(SPNy) and y,=x B E*(SH|N).
Step AS. v

(1) Computes E(y;), and then
compares the result with



the stored EXSp|Ny). If
they don’t match, V rejects
P and
protocol.

terminates  the

(2) Computes E(y;||v2||N;), and
then compares the result
with the received x;. If they
match, V believes that P is

authentic; otherwise, V

rejects P and terminates
the protocol.

(3) Replaces E*(Sp||Ny) and N,
with y,, which should be
E*(Sp||N)), and N, for the

next authentication session.

B. Protocol Cryptanalysis

In the ISAS protocol, we use x; =
E(E(Sp||No)|IEX(Sp|IN)IIN)) to protect the integ-
rity of x, and N; transmitted in Step A3. To fool
V into believing the bogus x,', the adversary also

has to replace the transmitted x; with
x3'=E(E(SHINo)||(x2' S EX(SHINo)IIN))-

However, since the adversary doesn’t know
E(Sp||Ny) and E*(Sp|Ny), x;' cannot be forged
unless the employed hash function E is broken, a
contradiction to our assumption. Hence, the im-
proved protocol can resist the modification at-
tack. Furthermore, since we only add integrity
protection to the SAS protocol while the re-
maining parts are left unchanged, other security
features of the ISAS protocol are directly inher-
ited from the original SAS protocol.

IV. Conclusions

In this paper, we have addressed the weak-
ness of a newly proposed one-time password
authentication protocol, the SAS protocol [8]. In

addition, an improved version of it, the ISAS

protocol, has been described. The ISAS protocol
can resist the modification attack exist in the
original SAS protocol at the cost of transmitting
one more hashed message. For each authentica-
tion, the numbers of hash operations performed
by the prover and the verifier are two and five,
respectively. Hence, the hash overhead of the
ISAS protocol is the same as that of another two
similar one-time password authentication proto-
cols, the CINON protocol [9][10] and the PERM
protocol [11]. However, the ISAS protocol
doesn’t require that the prover should either
memorize random numbers or carry with a
portable storage token. Furthermore, the ISAS
protocol can defeat the man-in-the-middle attack,
which makes the PERM protocol infeasible for

practical use.
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