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W eaknesses of a Multi-Server Password Authenticated
Key Agreement Scheme
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Abstract

Recently, Juang proposed an efficient password
authenticated key agreement scheme using smart
cards for the multi-server architecture, and claimed
that his scheme was intended to provide mutual au-
thentication and session key agreement. In this paper,
we show that Juang’s scheme is still vulnerable to a
privileged insider’s attack and is not reparable. Fur-
thermore, it does not provide forward secrecy.
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1. Introduction

A common feature of conventional password au-
thentication schemes is that a verification table, which
contains the verifiers of users’ passwords, should be
securely stored in the server. If the verifier is stolen or
modified by the adversary, the system will be
breached. In 1990, Hwang, Chen, and Laih [5] ini-
tially proposed a non-interactive password authentica-
tion scheme and its enhanced version, which addi-
tionally uses smart cards. Their schemes are novel
because the server does not require storing verifiers
and the server does not need to keep any secret of the
user. However, Hwang-Chen-Laih’'s enhanced
scheme still has several drawbacks and weaknesses,
e.g., passwords are difficult to memorize, and users
can not freely choose and change passwords. Since
then, many verifier-free password authentication
schemes using smart cards have been proposed, e.g.,
[1]-[3], [71, [8], [10], [13], [16]-[19], and each has



its pros and cons. However, all these schemes are
designed for the single-server architecture. If there
are multiple servers to access, the user has to register
with each server individually and possibly should
remember different identifications and passwords for
accessing different servers.

In 2001, Li, Lin, and Hwang [14] described a
verifier-free password authentication scheme for the
multi-server architecture by using neural networks.
Their scheme has the merit that the user does not
need to individually register with each server. How-
ever, Li-Lin-Hwang’s scheme is inefficient for large-
scale environments because it spends too much time
training neural networks. In 2003, Lin, Hwang, and Li
[12] proposed an efficient verifier-free password au-
thentication scheme using smart cards for the multi-
server architecture based on the geometric property of
the Euclidean plane, and claimed that their schemeis
secure against the replay attack, the forgery attack,
the guessing attack, and the modification attack. In
addition, the user can freely choose/change password.
However, Lin-Hwang-Li’s scheme does not provide
mutual authentication and session key agreement, and
thusits application is restricted.

Recently, Juang [9] proposed an efficient pass-
word authenticated key agreement scheme using
smart cards for the multi-server architecture. The
merits of Juang’s scheme are: (1) the user only has to
register with the registration center once and can ac-
cess all the servers within the system; (2) no verifica
tion table or password table is stored in the server; (3)
the user can freely choose password; (4) the computa-
tion and communication cost is low; (5) the user and
the server can authenticate each other; (6) a session
key is established between the user and the server for
each session; and (7) system clock synchronization is
not required. Unfortunately, we find that Juang’s
scheme is vulnerable to a privileged insider’s attack
and is not reparable [6]. Additionally, Juang’s scheme
does not provide forward secrecy [4]. In this paper,
we will describe the weaknesses of Juang’s scheme.

2. Review of Juang’s Scheme

In the multi-server architecture of Juang’s scheme
[9], there are three kinds of participants. users, serv-
ers, and a registration center. The user only has to
register with the registration center once and then can
obtain the services from a set of servers, i.e., the user
does not need to individually register with each of
these servers. The registration center is responsible
for setting up several public/secret parameters and
publishing some system information. The notations

used throughout this paper are summarized in Table 1.
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Tablel. Notations of Juang’s scheme

Notation Description
RC the registration center
Ui the user i
S the server j

UID; the unique identification of U;
SDb; the unique identification of §
PW the password of U;

the secret key secretly selected and
kept by RC

the encryption function of a symmet-
ric cryptosystem with secret key k

X

Ex()

D) the decryption function correspond-
K ing to Ex()

h(-) a secure one-way hash function

® the bitwise exclusive-or operation

[l the string concatenation operator

A sends mto B through a common

‘A—B:m .
communication channel

Initially, for each server, say §, RC computes w; =
h(x, SID;) and then sends w; to § through a secure
channel. The secret key w; is securely shared between
RC and S. The scheme involves the registration phase,
the login and session key agreement phase, and the
shared key inquiry phase, which can be described as
in the following.

Registration Phase
This phase is invoked when U; requests to register
with RC.

Step R1. U; submits UID; and PW, to RC for
registration.
Step R2. RC computes
Vi = h(X, UlD.)
Hi =V D PVV,
Step R3. RC delivers a smart card containing UID;
and g4 to U; through a secure channel.
Step R4. For each server, say §, RC computes
vi,j = h(v, SD))
Q= EVVj(Vi' is U|D|)
and sends & ; to §. Then, § can choose to
either store g j in his encrypted keys table

or ignore it according to whether he has
maintained an encrypted keys table or not.



Login and Session Key Agreement Phase

This phase is invoked whenever U; reguests to
login S.

Step L1. U; inserts his smart card into the smart
card reader of a terminal, and then enters
UID; and PW into his smart card. Next,
Ui’s smart card generates two random
values r, and N;, where r, is used for
generating the session key and N; is used

as U;’s nonce, and then computes

Vi = 1 D PW,

Vi,j = h(Vi, SDJ)
¢ = Ey (ru, h(UID; || Ny)).

Step L2. Ui — § : Ny, UID;, ¢,

Step L3. If § has not maintained an encrypted keys
table, the shared key inquiry phase is
invoked. Otherwise, § retrieves & ; =
Ew(vi, j, UID;) from his encrypted keys
table and computes Dy (a;, j) to derive vi;
and UID;. Then, § usesVv; ; to compute Dy,
(1), which yields r, and h(UID;[|Ny). In
addition, § uses UID; and N, to compute
h(UID; ||Ny). If the computed h(UID; || Ny)
equals the decrypted one and N; is fresh,
S generates two random values rs and Ny,
where rg is used for generating the session
key and N, is used as §’s nonce. Next, §
computes

sk = h(rs, Iy, Vi'j)
C2= Evi,j(rs, Ni+1, Ny,
where sk is used as the session key
between U; and S.
StepL4. §— U;:c,.
Step L5. Uy’s smart card computes Dy, ,(C,). If the

second decrypted item equals the expected
N;+1, U’s smart card computes

sk = h(rs, Iy, Vi'j)
C3= Esk(Nz"'l).
StepL6. Ui — §:cs.

Step L7. § computes Dg(cs), and if the decrypted
item equals the expected Ny+1, §
successfully authenticates U;. Then, § and
U, can use sk to secure subsequent
messages exchanged in this session.

Shared Key Inquiry Phase

This phase is invoked in the beginning of Step L3
in the case that § has not maintained an encrypted
keystable.
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Step S1. § generates a random value N;, which is
used as §’s nonce, and then computes
h(UID || SIDj[|Ns) and ¢, = Ew(h(UID;
ISy | N))-

Step S2. §— RC: N3, UID;, SID;, ¢4

Step S3. Upon receiving §’s shared key inquiry
message, RC computes Dwﬁ(c4) to derive
h(UID; || SID;|| Ns), and uses the received

N;, UID;, and 9SD; to compute
h(UID;||SID;[[Ng). If the computed
h(UID;||SID;||Ns) equals the decrypted

one and N3 is fresh, RC computes
vi,j = h(vi, SID))
Cs = E\Nj(vi,jl N3+1).

Step HA. RC— § i Gs.
Step S5.§ computes le(cs) to derive v ; and Na+1.
If the second decrypted item equals the

expected N;+1, § authenticates v; ;. Next,
Step L3 isresumed.

3. Weaknesses of Juang’s Scheme

In this section, we will show the weaknesses of
Juang’s scheme [9].

Poor Reparability

Although the tamper resistance of smart cards was
widely assumed in their applications, such an assump-
tion may be problematic in practice. Many researches
have demonstrated that the secrets stored in a smart
card can be breached by monitoring the power con-
sumption, e.g., [11], or analyzing the leaked informa-
tion, eg., [15]. Suppose that the adversary has ob-
tained the g stored in U;’s smart card and also has
intercepted the message transmitted in Step L2, i.e.,
{Ny, UIDj, ¢4}, during one of U;’s past logins. Then,
the adversary can guess a candidate password PW’
and compute

Vi' = Ui D PVV|’
vi,j' =h(v/, SD))
r/, h(UIDi | Ny)'} =Dy, (cy).

Next, the adversary computes h(UID; || N;) and com-
pares the result to h(UID; | Ny)'. If they are equal, the
adversary has obtained v; ;' = v; j, which also implies
that he has obtained v/’ = v; and PW/ = PW,. Other-
wise, the adversary tries another candidate password.
After obtaining v, the adversary can generate v, =
h(v;, SDy) for any k such that S, is within the system,
and then use v; « to impersonate U; to login S, or im-
personate S, to fool U;. Additionally, the adversary
can use v; « to perform a man-in-the-middle attack by



establishing parallel sessions with U; and S,
respectively. Unfortunately, the above described
impersonation attack and man-in-the-middle attack
can not be stopped even if U; has detected that v; has
been compromised and then used a new password to
re-register with RC. As the value of v; is unrelated to
U;’s password and instead is determined only by U;’s
identification UID; and RC’s permanent secret key X,
RC can not change v; for U; unless UID; or x can be
changed. However, since x is commonly used for all
users rather than specifically used for only U;, it is
unreasonable and inefficient if x should be changed to
recover the security of U; only. In addition, it is also
impractical to change UID;, which should be tied to
U; in most application systems. Hence, Juang’s
scheme is not reparable [6].

Lack of Forward Secrecy

Suppose that v; j, which is shared by U; and S, has
been compromised by the adversary. As previously
described, the adversary can impersonate U; to login
§ or impersonate § to fool U;. Furthermore, we will
show that the adversary can derive the session key
used in any previous session between U; and § as
follows. By using v ; to decrypt ¢’ (= Ey (1,
h(UID; ||Ny))), which was intercepted in Step L2 of
any previous session, the adversary can obtain r,'.
Similarly, by using v j to decrypt ¢’ (= Ey (s, Nv'+1,
N,)), which was intercepted in Step L4 of the
corresponding session, the adversary can obtain ry.
Next, the aversary can compute the session key sk’ =
h(ry, rd, vi,j), and then use sk’ to decrypt all the mes-
sages exchanged between U; and § in the correspond-
ing session. Therefore, Juang’s scheme fails to pro-
vide forward secrecy [4]. Note that if Diffie-Hellman
key exchange scheme is employed in establishing the
session key to achieve forward secrecy, the expected
advantages of Juang’s scheme over similar schemes
with respect to computation overhead and implemen-
tation cost vanish.

Vulnerability to Privileged Insider’s Attack

In practice, it is likely that the user uses the same
password to access several servers for his conven-
ience. In Step R1 of the registration phase, U;’s pass-
word PW, will be revealed to RC. Then, the privi-
leged insider of RC may try to use PW, to impersonate
U; to access the servers outside this system. If the
targeted outside server adopts the normal password
authentication scheme, it is possible that the privi-
leged insider of RC can successfully impersonate U;
to login it by using PW. Although it is also possible
that all the privileged insiders of RC are trusted and

2005 National Computer Symposium

U; does not use the same password to access several
servers, the implementers and the users of the scheme
should be aware of such a potential weakness. For
this reason, in many password authentication schemes,
e.g., [1], [8], [10], [13], [17], the user’s password is
not reveal ed to others including the registration center
and the servers.

4. Misleading Claims

Next, we will address the misleading security re-
lated claims made in Juang’s scheme. In Step L3 of
the login and session key agreement phase, it is
claimed that § can verify the freshness of the N, re-
ceived in Step L2. However, since § has not recorded
al the nonces received from Uj, he can not judge
whether N; is fresh or not. Actualy, § can only be
assured after successfully verifying ¢; (= Ey, j(ru,
h(UID; | Nw))) that Ny is or was ever sent by U;. Simi-
larly, the claim made in Step S3 that RC can verify
the freshness of the N; received in Step S2 is also
inappropriate. It should be noted that these two wrong
claims may be employed by the adversary to carry out
some subtle attacks to the application systems.

5. Conclusion

Juang’s verifier-free password authentication
scheme using smart cards for the multi-server archi-
tecture is novel and interesting in that it additionally
provides mutual authentication and key agreement. In
comparison with similar schemes, the involved com-
putation and communication cost of Juang’s scheme
is low. However, the security strength of Juang’s
scheme is not ideal enough. In this paper, we have
demonstrated that Juang’s scheme is vulnerable to a
privileged insider’s attack and is not reparable. Fur-
thermore, Juang’s scheme does not provide forward
SECTeCy.
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