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Abstract. Ad Hoc network is more convenient and cheaper than the networks with infrastructure in the usage 

and setup. As to wire network, the router and the terminals are also existed in Ad Hoc network. Compared 

with the roles of nodes in wire network, the major differences are which act two different roles meanwhile in 

Ad Hoc network. In practice, it is not only to research in communication security but also to setup the correct 

route becomes a very important subject. In this paper, we propose a new secure routing protocol based on ID-

MAC (Identity-Based Message Access code). According to our analysis, this scheme can prevent the 

problems of routing forging, modifying, and identity authentication on the Ad-Hoc network. Furthermore, we 

use NS2 (Network Simulator) to simulate our scheme and discuss how well the efficiency is from the 

simulation results.  

Keyword: Ad Hoc network, AODV, ID-MAC.  

1 Introduction 

The common mobile network usually appears in forms, such as the cellular network or the wireless local area 

networks. Among cellular network, communication of portable terminal must finish with the aid of base station 

and switching of portable exchanger; in the wireless local area network, the portable terminal is connected to an 

existing infrastructural network through the wireless access point. However, today’s cellular networks use fix 

infrastructures, which are vulnerable to some special environments or the emergency such as the search and 

rescue after nature calamity. As a consequence, in such conditions, we need to rely on a kind of mobile 

communication network technology as the Ad Hoc network which individual nodes cooperate by forwarding 

packets for each other to allow nodes to communicate beyond direct wireless transmission range. Furthermore, it 

requires no centralized administration or fixed network infrastructure such as base stations or access points, and 

can be quickly and inexpensively set up as needed in the Ad Hoc network. They can be used in many special 

applications such as military usage, sensor networks, urgent and sudden occasion, remote open-air area, interim 

occasions, personal communication, and business application.  

Until now, many routing protocols of Ad Hoc network are proposed [1], [2], [3], [4], [5], [6]. Compared with 

other traditional communication networks, there are several characteristics such as without a pre-existing 

infrastructure, dynamic topologies, dispose automatically, transmission bandwidth-constrained, and energy-

constrained operation in Ad Hoc network. Unfortunately, most of authors design originally routing protocols 

which mainly rely on the efficiency of the routing protocol and the quality of transmission of data. They do not 

consider the secure problem in the Ad Hoc network. Therefore, many experts and scholars have proposed 

different solutions to solve the secure problem in the Ad Hoc network [7], [8], [9], [10], [11].  

According to our analysis, there are several difficult problems to reach the secure respect in these proposed 

Ad Hoc networks protocols. First, it is the key distribution problem between nodes. Generally, the authors have 

all supposed that the nodes already shared a common key each other or obtained others' public keys in advance. 

Secondly, in the Ad Hoc networks, the malicious node easily modifies the routing information or masks other 

nodes to forge routing information. How to protect the routing information and authenticate the identity is 
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another difficult problem. In some papers, the authors do not particularly describe about their attack models, and 

not mention how much the influence degree is while the malicious nodes attack the network. Therefore, we need 

a secure scheme to solve these problems, and a completely attack scenarios analysis and simulation. 

In this paper, we will propose a secure routing protocol for Ad Hoc network. Then, we will check this scheme 

whether it reaches our secure demand. At the same time, we will simulate two attack scenarios to this proposed 

scheme to verify the influence on Ad Hoc network. 

This paper is organized as follows: In Section 2, we will briefly review the Ad Hoc routing protocol, and then 

the category of attacks in Ad Hoc networks are discussed in Section 3. A new routing protocol based on ID-MAC 

is presented in Section 4 while the security of this proposed protocol is discussed in Section 5. In Section 6, there 

are two simulation scenarios and results and our conclusions are presented in Section 7. 

2 A Review of Ad Hoc Routing Protocol 

Recently, many kinds of Ad Hoc network routing protocols have been proposed. These routing protocols for Ad 

Hoc networks can generally be divided into three major categories: (1)Proactive route protocol, (2)Reactive 

route protocol, and (3)Hybrid routing protocol, as shown in Table1. Now, we briefly explain these three routing 

protocols. 

2.1 Proactive Routing Protocols 

The Proactive routing protocol is also called table driven routing protocol, i.e., it attempts to maintain consistent 

and up-to-date routing information from each node to every other node in the network. These protocols require 

each node to maintain one or more tables to store routing information, and they respond topology changes by 

propagating route updates. Therefore, it can maintain a consistent network view. Usually, these kinds of routing 

protocols are revised from existing routing protocol of wired networks. 

Although time delay in proactive routing protocol is relatively small, this protocol also needs to maintain 

and update the route information among each node at any time. Furthermore, this update action will cause the 

use of network bandwidth inefficient. The famous proactive routing protocols are DSDV (Destination Sequence 

Distance Vector) [5][10], HSR (Hierarchical State Routing) [6], WRP (Wireless Routing Protocol) [6], etc.  

2.2 Reactive Routing Protocols 

The Reactive routing protocols are also called on demand routing protocols. It is a kind of routing protocol that 

discovers the routing path just when nodes need it. Nodes do not have to maintain the accurate routing 

information in time. In other words, one node will initiate the routing discovery when it needs to send data to an 

unknown destination. Compared with proactive routing protocols, the consumption of reactive routing protocols 

is smaller. However, its data transmission latency is bigger. Therefore, it is not suitable for instant applications. 

The famous reactive routing protocols are AODV, DSR (Dynamic Source Routing), TORA (Temporally 

Ordered Routing algorithm), etc. 

Two major parts, the routing discovery procedure and the routing maintenance procedure, are in AODV [4]. 

Now, we explain these two procedures as follows. 

(1) Routing discovery procedure: 
There are two kinds of actions in this procedure. 

  Routing Requests (RREQs) 
When one node wants to send a packet to another node (destination), it checks its routing table 

whether it has a routing path to the destination. If there is no path available, this node will broadcast a 

RREQ to discover a new path. When a node receives the RREQ, it first checks whether it is the 

destination. If the answer is no, it checks whether there is a “fresh enough” route to the destination 

node. If the answer is still no, it will re-broadcast the packet. 

What is a “fresh enough” route? A “fresh enough” route is a non-expired routing entry to a 

destination, and it uses the sequence number to judge whether it is a “fresh enough” route or not. Only 

when current sequence number in node’s routing table is equal or bigger than the sequence number in 

the RREQ packet, it is a “fresh enough” route. 

  Routing Replies(RREPs) 
When intermediate node receives a RREQ, and it finds that the destination address in the RREQ is 

itself, it modifies its routing table according to the RREQ. Furthermore, every node receives this 

RREQ request; it caches the reverse route to the source. The RREP is sent back from the destination 

node or any intermediate node which satisfies the request to the source node by using the unicast 

method. Nodes in this path also need to modify their routing table according to the RREP. Finally, the 
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routing table in source node would have the entry to the destination node. After that, data packets can 

begin to transmit between source and destination. 

 

(2) Routing maintenance procedure: 

 Routing Errors (RERRs)  
One node will send RERR messages under the following two conditions: 

1. If a node detects an active route in its routing table and it can not connect to the next hop of 
this route. 

2. If a node receives a data packet which is sent to another node, but it has no active route to send 
this packet. 

 Use of hello messages: 
Every node will periodically broadcast hello messages to its neighbors. A hello message mainly 

maintains one-hop’s local connectivity. When a node receives a hello message from another node, it 

means the two nodes are in the achieving range of each other. We can also get information about the 

joining of new nodes by receiving their hello massages. 

2.3 Hybrid Routing Protocols 

Obviously, proactive and reactive routing protocols have their individual advantages in different Ad Hoc network 

environments. Therefore, a lot of scholars have proposed hybrid routing protocol combined with both the 

advantages of proactive and reactive routing protocols, such as ZRP (Zone Routing Protocol) [1]. 

Table 1. AD Hoc Routing Protocol Classification [6] 

 

 

 

 

 

3 Category of Attacks in Ad Hoc Networks 

These Ad Hoc routing protocols in the Table 1 rarely consider about the security because they assume that the 

nodes are reliable in the network. However, all nodes in the network are not honest, that is, it still has some 

attacks in the network. Therefore, we must consider the security of Ad Hoc network. In fact, the security of Ad 

Hoc network is roughly divided into two parts, the routing security and data transmission security. 

Because of the cooperation relationship in the Ad Hoc networks, nodes help forwarding data to each other. 

When discovering route, if one malicious node modifies the fields of routing packet such as destination, source 

or sequence number, etc., it will result in the mistake or fail of routing discovery and consume the valuable 

electricity and bandwidth. This is what routing security is going to solve. 

After setting up the correct route, the data can be transmitted. The transmission may be in danger with 

wiretap or falsify. This is what data transmission security is going to solve. 

To solve the secure problem in Ad Hoc networks, we mainly rely on the fact that the route is safe first. 

Because after setting up the correct route, we can apply the point-to-point secure protocol to protect the data 

transmission security. The technology can be directly applied from wired network. Therefore, we will mainly 

focus on the routing security and discuss with the precaution to the possible attack. 

3.1 Rushing Attack  

An attacker can distribute a large number route requests with increasing sequence numbers forged to appear to 

be from other nodes. When the actual routing request is sent out many nodes, this way suppress it as a duplicate 

and thereby disrupt the actual route discovery. This attack results in denial-of-service when used against AODV 

routing protocols [12]. 

3.2 Routing Disruption Attack 

Under this kind of attack, a malicious node must have a fresh route to the destination node. When it receives a 

Proactive routing Reactive routing Hybrid routing 

DSDV, WRP, OLSR, GSR, 

FSR, HSR, STAR,   TBRPF 

CGSR,  

AODV, DSR, TORA, ROAM 

LMR, ABR, RDMAR, LAR, 

ARA, CBRP  

ZRP, ZHLS, SLURP, DST, 

DDR 
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route request message, it does not re-broadcast this route request packets and forges a route reply message with 

increasing the destination sequence number, and decreases the hot count. It also modifies the source node IP 

address in the IP header to a non-existent IP address.  

3.3 Forge Route Reply Attack 

For a malicious node, it can easily forge a faked route reply message to cause route disruption in the network.  

3.4 Fake Route Error Attack 

Under this kind of attack, the malicious node must know certain actual and well-connected nodes. Then, he may 

claim that an actual and well-connected node is now unreachable by forging route error message. This route 

error may have a high sequence number such that nodes will not accept any opposite information. For example: 

as Fig. 1, the malicious node M knows an actually well connected route between node C and node E, and it must 

be in the transmission range of an intermediate node A, the malicious node may impersonate the intermediate 

node C to unicast a fake route error message. It may forge a fake route error in the follow way.  

(1) Set the route’s destination node as the unreachable destination IP address; 
(2) Set the intermediate node’s IP address as the source IP address in the IP header; 
(3) Set the unreachable destination sequence number as a number greater than the destination’s 

sequence number. 

Therefore, this kind of attack will easy cause the route disruption. 
 

E 
C 

M 

A 

S 

D 

G 

B F 

H 

{C, A [RRER(S, D, 5)]} 

I am C!! 

 
Fig. 1. Fake Route Error Attack 

4 A New Routing Protocol Based on ID-MAC 

Until now, many of the routing protocols (such as AODV, DSDV, DSR) suppose that nodes are honest in these 

routing protocols and they are able to offer safe wireless network environment. However, the network is very 

easy to be attacked and disrupted while there are some malicious nodes in these routing protocols.  

Because Ad Hoc network is existed in an infrastructureless environment, Node is not only to regard as the 

terminal machine that communicates with another node but also to regard as a route helping others to convey the 

package. Hence, the consideration of security can be divided into two kinds: One is the security of the route 

protocol and the other is the security of data transmitted. Here, we just consider how to setup a secure routing 

protocol. The security of data transmitted is out of our study range. As Fig. 2 showed, what we want to protect is 

the security of the network layer and it guarantees the accuracy of the setting-up routing.  
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Fig. 2. the Ad Hoc Wireless Stack 

To avoid faked nodes and forged routing packets, we have to judge whether the route packets are modified 

or not. However, how to protect the part of the routing static message is shown as Fig. 3 in order to ensure 

integrity and non-repudiation of this part information and avoid to be forged by other nodes. The answer of this 

idea is signature.  

 

Routing message Data message

messages

Point-to-point 

security system 

Intermediate nodes 

have to 

authenticate

mutable non-mutable

Routing message Data message

messages

Point-to-point 

security system 

Intermediate nodes 

have to 

authenticate

mutable non-mutable  

Fig. 3. The Protected Information 

In 1984, Shamir [13] proposed a concept of identity-based cryptography. Based on this new cryptography, 

users’ identifier information such as email or IP address instead of digital certificates can be used as public key 

for encryption or signature verification. In this section, we will propose a routing protocol based on ID-MAC 

(Identity-Based Message Access Code).  

According to the definition of TESLA authentication protocol [14], [15], it needs to be loosely time 

synchronized between the sender and the receiver. Initially, the sender sends the key disclosure schedule by 

transmitting the following information to the receivers via digitally signed broadcast message. The receiver and 

the sender can reach each other's identity authentication. 

The following parameters and notations will be used throughout this section unless otherwise specified  

– Ki：Previously disclosed key. 

– 
SIDD : The sender’s ID and

DIDQ is the sender’s public key. 

– )Q  ,(ˆ
DIDSIDSD DeK = : is the section key between sender and receiver. 

– (*)
SDKH : the hash function. 

Here, there are two major procedures of this proposed scheme, Routing discovery phase and Routing maintain 

phase, respectively. 

(1) In Routing discovery:  
It assumes that five users (sender, user A, user B, user C and destination user) in this scheme. 

Initially, the source node S calculates two keys: the )Q  ,(ˆ
DIDSIDSD DeK =  is used to 

authenticate the legal destination node D, i.e., just only the destination node D can calculate 

the section key with his secret and the source node’s ID to verify )Q  ,(ˆ
SIDDIDSD DeK = ; the 

other key is the TESLA key iS K−  which is used to do broadcast authentication. The 

following steps used to explain the routing discovery: 



Journal of Computers   Vol.18, No.2, July 2007 

80 

Step 1. Sender --> * : }  )),(||( ),( ,{ -S diKKK KmHmHmHm
SDiSSD −−

 

Step 2. Intermediate node A: Checks the ))(||( mHmH
SDiS KK−

 and then 

computes ))(||( mHmH
SDiA KK−

. 

Node A --> * : }  )),(||( ),( ,{ -A diKKK KmHmHmHm
SDiASD −−

 

Step 3. Intermediate node B: Checks the ))(||( mHmH
SDiA KK−

 and then 

calculates ))(||( mHmH
SDiB KK−

. 

Node B --> * : }  )),(||( ),( ,{ -B diKKK KmHmHmHm
SDiBSD −−

 

Step 4. Intermediate node C: Checks the ))(||( mHmH
SDiB KK−

 and then 

calculates ))(||( mHmH
SDiC KK−

. 

Node C --> * : }  )),(||( ),( ,{ -C diKKK KmHmHmHm
SDiCSD −−

 

Step 5. Destination node D : Verifies ))(||( mHmH
SDiC KK−

 and 

checks )(? )( mHmH
SDDS KK = . Then he calculates  =DCK  

CDIDIDID KQDeQe
DCC
== ),(ˆ)D  ,(ˆ

DID  and ))(||( ββ
DSDC KK HH  where 

routing reply message RREP is β... 

Node D --> Node C : ))}(||( ),( ,{ ββββ
DSDCDS KKK HHH  

Step 6. Intermediate node C: Whether is  ))(||( ββ
DSCD KK HH  equal to 

))(||( ββ
DSDC KK HH or not ? Then, he calculates )D  ,(ˆ

CIDBIDCB QeK =  

and ))(||( ββ
DSCB KK HH . 

Node C --> Node B: ))}(||( ),( ,{ ββββ
DSCBDS KKK HHH  

Step 7. Intermediate node B: Whether is  ))(||( ββ
DSBC KK HH  equal to 

))(||( ββ
DSCB KK HH or not? Then, he calculates )D  ,(ˆ

BIDAIDBA QeK =  

and ))(||( ββ
DSBA KK HH . 

Node B --> Node A: ))}(||( ),( ,{ ββββ
DSBADS KKK HHH  

Step 8. Intermediate node A: Whether is ))(||( ββ
DSAB KK HH  equal to 

))(||( ββ
DSBA KK HH or not? Then, he calculates )D  ,(ˆ

AIDSIDAS QeK =  

and ))(||( ββ
DSAS KK HH . 

Node A --> Source Node S: ))}(||( ),( ,{ ββββ
DSASDS KKK HHH . 

Step 9. Source Node S : Verifies ))(||( ββ
DSAS KK HH and checks the following equation 

If the Eqn. (1) exacts, then S can transmit data to node D by this routing. Otherwise, S 

must give up this routing and restart to broadcast RREQ message to other nodes.  

)( ?  )( ββ
DSSD KK HH  (1) 

(2) In Routing Maintain: 
In order to let neighbor nodes know this node still alive, nodes will broadcast hello message 

periodically in routing maintain. The identity authentication becomes very important. Initially, in 

the loosely time synchronized course with the sender; the sender sends the key disclosure schedule 

to the receivers via digital signature. After loosely time synchronized course, the receiver and the 

sender can authenticate the identity each other. Nodes broadcast hello message and use TESLA 

broadcast authentication to confirm that the node has not been left yet, and not be masked by the 

malicious node in the course of transmitting data. 

5 Security Analysis 

Here, we discuss the security of proposed scheme whether it reaches our required security demand which have 
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been discussed in Sec. 3 or not.  

5.1 Resist rushing attack: 

The attacker used to modify original routing request packets or forge routing request packets and then broadcast 

them to generate the rushing attack, i.e., this attack model makes the original legal routing request packet 

suppressed and causes the route unable to set up. However, we use the TESLA broadcast authentication scheme 

to confirm the integrity of transmission message in our scheme. Therefore, any middle node can not modify or 

forge the transmission message unless the destination node can verify this message. Moreover, we can detect the 

malicious node when this attack is happened. 

5.2 Resist routing disruption attack: 

We assume that the malicious node can arbitrarily add the sequence with a large numbers or modify the IP 

header with a non-existent source node IP Address in this attack. It will make upstream node sets up wrong 

forward route and then causes this route is unable to be set up. However, we use TESLA broadcast 

authentication to confirm the legal node which has the key of the HMAC even though the malicious node 

modified the IP header with a non- existent source node or other node. So, it can easy detect this attack by using 

to verify the TESLA HMAC.  

5.3 Resist forge route reply attack: 

For a malicious node, this kind of attack is very easy. He can mask a node to forge a faked route reply message 

to cause route disruption in the network or declare that he has a route to node D and convey a forged reply. 

Unfortunately, the source node does not know his data has never been conveyed to node D. However, if the 

middle node announces he has a route to node D in our scheme, he must send notice to node D, and then the 

node D will send the nonce and the nonce HMAC with pairing key KSD. Obviously, we can resist this attack 

efficiently by using to check the nonce D and HMAC with key KSD in the middle node. 

5.4 Resist fake route error attack: 

Under this kind of attack, a malicious node must know certain actually well connected nodes. A malicious node 

may claims that an actually well connected node is now unreachable by forging route error message, and cause 

routing disruption. In proposed scheme, we use TESLA broadcast authentication to detect the fake node, and 

drop the forged packets. Hence, this attack can not be successful to attack our proposed scheme. 

6 Simulation and Result  

The simulations were conducted on Intel Pentium 4 processor at 2.4 GHz, 736 MB of RAM running on 

Windows XP + Cygwin + NS-2.28 + AODV. Cygwin is a suit of software that simulates Linux operating system 

environment. Network Simulator 2 (NS2) [16] is developed by the Lawrence Berkeley National Laboratory 

(LBNL). It is a suit of software that is used to analyze the efficiency of network simulation such as TCP or UDP. 

6.1 Scenarios  

We simulate how great the influence degree to Ad Hoc network of different attacks is, and the results show that 

these attacks will cause the network to be disrupted. 

Scenario 1 – Rushing Attack 

We discuss how great the influence degree of Ad Hoc network with rushing attack. According to section 3.1, we 

assume that while malicious node receives a route request packet, he increases the sequence number by at least 

one, and increases the broadcast ID by at least one, and then rebroadcasts route request packet. We modify the 

original AODV code and enable becoming malicious AODV code that does not observe the legal rule. Then the 

studied scenario is consisted of two kinds of network situations. The parameters are showed in Table 2 and 3, 

respectively. The network situation 1 is generated by ours, in order to master correct route where the package 
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conveys. The network situation 2 is generated randomly by computer, and is used for supposing it is in the 

general environment. The results are showed in Fig. 4 and 5 where PDR (Packet Delivery Ratio) acts as the 

index of assessing the influence on whole network. 

 

The formula of PDR is equal to ∑
source by    

sinks by    

CBRsentpacketsCBR

CBRreceivedpacketsCBR . 

 

Table 2 Network Situation 1 Parameters 

Number of nodes 30 

Transmission range 250 m 

Dimensions of space 750 m x 750 m 

Simulation duration 300 seconds 

Physical / MAC layer IEEE 802.11 at 2 Mbps 

(Min, Max) speed 1 m/s  

Pause time 100sec 

Malicious nodes 1, 3, 5, 7, 10, 15 

Source data pattern (CBR) 4 packets/second, 512 bytes/packet 

Source nodes 10 

 

 

Table 3 Network Situation 2 Parameters 

Number of nodes 50 

Transmission range 250 m 

Dimensions of space 1000 m x 1000 m 

Simulation duration 300 seconds 

Physical / MAC layer IEEE 802.11 at 2 Mbps 

(Min, Max) speed 20 m/s  

Pause time 10sec 

Malicious nodes 1, 3, 5, 7, 10, 15 

Source data pattern (CBR) 4 packets/second, 512 bytes/packet 

Source nodes 16 
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Fig. 4. The Result of 30 Nodes with the secure scheme—Rushing Attack 
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Fig. 5. The Result of 50 Nodes with the secure scheme—Rushing Attack 

Scenario 2 - Modifying IP Header Attack 

Similarly, we discuss how great the influence degree of Ad Hoc network with modifying IP Header attack. 

According to section 3.2, we also rewrite the AODV code and enable becoming malicious AODV code. The 

environment parameters are the same. In theory, this attack will cause great influence results. The results are 

showed in Fig. 6 and 7, respectively.  
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Fig. 6. The Result of 30 Nodes —forge route reply 
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Fig. 7. The Result of 50 Nodes — forge route reply 
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7 Conclusions 

In this paper, we propose a new secure routing protocol based on ID-HMAC. After our analysis, this scheme can 

not only prevent the malicious attacks such as rushing attack, routing disruption attack, forge route reply attack 

and fake route error attack in Ad-Hoc network but also we use NS2 to simulate these scenarios of attacks and 

discuss how well the efficiency is from the simulation results.  
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