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ERPREHTER G R
Abstract

(1) Objective: This study aims to delve into the impact of financial technology (fintech) innovation on the
frequency of cybersecurity incidents in financial institutions. With the rapid development of fintech,
financial institutions are not only actively providing various fintech services but also facing
increasingly complex cybersecurity risks. The focus of this research is on banks and insurance
companies in Taiwan, seeking to comprehensively understand the influence of fintech on
cybersecurity risks and provide effective management strategies for financial industry professionals to
respond to and prevent cybersecurity risks.

(2) Process and Methodology: In the research process, we utilized the Taiwan Economic Journal (TEJ)
database to gather data on cybersecurity incidents in banks and insurance companies. This included
data breaches, system interruptions, and other relevant events. Using these event data, we explored the
impact of fintech development on the occurrence of cybersecurity incidents based on different types
of financial institutions. For the collected data, regression models were employed for analysis to
investigate the significant influencing factors of cybersecurity incidents and the correlation betw een
actual cybersecurity events and the technological characteristics of financial institutions.

(3) Results: The research findings indicate that the asset size of insurance companies is positively
correlated with the probability of experiencing cybersecurity incidents, meaning that larger asset sizes
are associated with a higher likelihood of such incidents. Furthermore, the study suggests that,
whether for banks or insurance companies, the development of fintech has an impact on the frequency
of cybersecurity incidents and exerts a certain degree of influence on the profitability of the
companies. These conclusions provide reference points for financial industry professionals in
formulating cybersecurity management strategies, emphasizing the need for cautious handling of
cybersecurity challenges during the innovation of financial technology to ensure the robust
functioning of the financial system.

Keyword : Cybersecurity Risks ~ Fintech - Financial Institutions
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result_bank = lm(& 2 HE (£ 48 &{~Cyber+ROA+BIS+{F 1§ [L R+ & PU A +& B iR 5, data = bank_all)

result_bank = Im({EZ R [f % & ~Fintech+Cyber+ROA+BIS+{E R [L B+ & &f JU A+& E 5, data = bank_all)
result_bank = Im({EZ[H, i % £{~Fintech+ROA+BIS+#E i th#+& 5+ PU A+ & & # 8, data = bank_all)
result_bank = Im({E 2 A, [f % 2 ~Cyber+ROA+BIS+{F 48 [L 3+ & 3f '] A +& EE #{ 18, data = bank_all)

(B ™) 5 4207 ¥ ols w fF 2] A 44

Ins_result = Wn(E FEHZEE~Fintech+Cyber+ & B +ROA+#E 1R [ 2, data = Ins_all)
Ins_result = In(E HFE FE£ B ~Fintech+& fE #H {E+ROA+{F R [L 2=, data = Ins_all)
Ins_result = Wn(&E FEF2E & ~Cyber+E & #HE+ROA+IE R L % data = Ins_all)

In(fE 2R, [ #i~Fintech+Cyber+& i R 45 tROA+fE {2 [L 2, data = Ins_all)
In(fE2E R, [ #y~Fintech+& &3 £ +ROA+E R [L 2, data = Ins_all)
UnCfF 2 8, b 2 g ~Cyber+ & i # #Z +ROA+IEAE [L 5, data = Ins_all)

(B1) * % ¥ ols w 3~ 47
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Ins_result
Ins_result
Ins_result

model_bank= glm(fE % & # H ff ~Fintech+Cybe+ROA+BISHEF L E+ S WA+ EERIE |
family = binomial(link="logit"),6data = bank_logist)

model_bank= glm( 2% E ZE 4 ~Fintech+ROA+BISHEMR LB+ FE I A+ B EHE
family = binomial(link="logit"),data = bank_logist)

model_bank= gln(E % & #HEF ~Cyber+ROABISHE IR IL R+t [UA+EEHE |
family = binomial(link="logit"),6data = bank_logist)

model_bank= glm( &% {F # & [ ~Fintech+Cybe+ROA+BIS+HF 5 [f 2+ iy & U Ao+ 8 A A8 |
family = binomial(link="logit"),6data = bank_logist)
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model_Ins =glm(2 % (F3E H [f~Fintech+ & B iR {H+ROA+EIZ Hh a8 |

family = binomial(link="logit"),6data = Ins_logist)
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. - [mﬁ{bz T (FEOCalibri, (130) HANNIR, FRIER: a}
4 u|4E 31 4 ¢ # 7] Fintech ~ Cyber Risk & B 85 477 % « % £ - ﬁ;gﬁiﬁﬁiﬁgﬁ) — ]

FRFARMS § XIS B text R CRPEFEL - TR 2258752 — —

CRES SR RN S R VW ER Tk AR AT

21 BEEFT S5 (Table 1)

@ (2) 3) ) (5) (6)
N(CyberEv  N(CyberEv N(CyberEv N(OP N(I(BP N(OP
ent) ent) ent) risk) risk) risk)
Text 0.017*
(Fintech) 0.002 0.003 E 0.012
(0.002) (0.002) (0.011) (0.011)
Text
(Cyber
Risk) 0.016* 0.018* -0.068 -0.049
(0.009) (0.009) (0.044) (0.042)
Ln(Asset) 0.611* 0.642* 0.601%*
0.065** 0.068** 0.067** ok ok wE
(0.033) (0.032) (0.033) (0.152) (0.150) (0.152)
ROA 0.067* 0.062* 0.066* 0.233 0.196 0.234
(0.037) (0.036) (0.037) (0.171) (0.169) (0.171)
BIS -0.001 -0.009 -0.008 0.016 0.028 0.006
(0.009) (0.009) (0.009) (0.044) (0.043) (0.044)
FEFRLLE -0.0001 -0.0003 -0.0002 0.006 0.004 0.006
N (0.002) (0.002) (0.002) (0.011) (0.011) (0.011)
ZIA &7t
FHiEhr 0.050 0.050 0.037 -0.442 -0.442 -0.384
(0.089) (0.089) (0.089) (0.413) (0.414) (0.412)
4.283* 4.617* 4.110%*
Constant -0.468 -0.503* -0.506* *x *x *E
(0.289) (0.285) (0.289) (1.342) (1.326) (1.340)
Observati
ons 363 363 363 363 363 363
R-squared 0.015 0.017 0.011 0.045 0.042 0.041

Note: The dependent variable is total automobile insurance premium. *** indicates
significance at the 1% level; ** indicates significance at the 5% level; and * indicates
significance at the 10% level.
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42 B EFT 5 R (Table 2)

1) (2) 3) (@) (5) (6)
N(CyberEv N(CyberEv N(CyberEv N(OP N(OP  N(OP
ent) ent) ent) risk) risk) risk)
Text 0.0007 0.096* 0.093*
(Fintech) 0.002 Hk *
(0.004) (0.004)  (0.037) (0.036)
Text(CyberR 0.021*
isk) 0.021* -0.070 -0.043
(0.011) (0.011) (0.094) (0.095)
Ln(Asset) 0.033** 0.552* 0.606* 0.540*
(0.014) (0.014) (0.014)  (0.119) (0.119) (0.117)
ROA 0.002*** 0.002*** 0.002*** 0.005 0.004 0.005

(0.0004) (0.0004) (0.0004)  (0.004) (0.004) (0.004)
FEFEFEZ 0.0002%*  0.0002** 0.0002*  0.001 0.001 0.001
(0.0001) (0.0001) (0.0001)  (0.001) (0.001) (0.001)

-0.255%* - - -
3.338*% 3.597* 3.256*
Constant -0.257** -0.270** ** *x *x
(0.119) (0.118) (0.119) (0.977) (0.985) (0.969)
Observation 209
S 209 209 209 209 209
R-squared 0.075 0.070 0.064 0.125 0.100 0.127

Note: The dependent variable is total automobile insurance premium. *** indicates
significance at the 1% level; ** indicates significance at the 5% level; and * indicates
significance at the 10% level.
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FIRREMYFEISE

A ul§E 4 47 ¢ % SFintech - Cyber Risks # 8407 % « m% % - 4
NFXELHCERGELEIFA Y (0,1) A7 LHFREEERHAR
< A Cyber Risk=#cdt s » TXE A F A 485 o T4 243 R Le &
GELFFAFITRE LR F A CLR G RF TS G oons

e -

23 VEFEFT %5 i (Table 3)

@) @) @) @ (G (6
CyberEve CyberEve CyberEve OP Risk OP Risk OP Risk
nt nt nt

Text

(Fintech) 0.027 0.035 -0.004 -0.002

(0.030) (0.029) (0.019) (0.018)

Text (Cyber

Risk) 0.126 0.144 0.034 0.029

(0.091) (0.089) (0.077) (0.073)
Ln(Asset) 0.726** 0.718** 0.729**
1.007** 1.035** 1.068** * * *
(0.480) (0.489) (0.494) (0.252)  (0.249)  (0.252)
ROA 0.934%** 0.878* 0.941%* 0.680** 0.690** 0.679**
(0.471) (0.472) (0.460) (0.298)  (0.295)  (0.298)
BIS -0.145 -0.111 -0.114 -0.003 -0.005 0.002
(0.145) (0.136) (0.141)  (0.072) (0.071) (0.071)
FEHE e F -0.001 -0.004 -0.002 0016 0.016 0.016
(0.025) (0.026) (0.025)  (0.018) (0.018) (0.018)
z 4 g -0.366
E T 14.47 14.45 14.426 -0.337 -0.338
(1189.686 (0.655)
(1190) (1190) ) (0.658)  (0.658)
6.045** 5961** 6.107**
Constant -24.83 -25.34 -25.611 * * *
(1189.686
) (1190) (1190) ) (2.215)  (2.182)  (2.210)

Observatio

InS 363 363 363 363 363 363

0g- - - -

likelihood -97.097 -97.484 -97.964 235.093 235.118 235.194

Note: The dependent variable is total automobile insurance premium. *** indicates
significance at the 1% level; ** indicates significance at the 5% level; and * indicates
significance at the 10% level.
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4 WG EFRL B v R (Table 4)

(1) (2) (3) (4) (5) (6)
CyberEven CyberEven CyberEven OP OP OP
t t t Risk Risk Risk
Text
(Fintech) 0.039 0.043 0.099* 0.103*
(0.105) (0.101)  (0.054) (0.054)
Text (Cyber
Risk) 0.358* 0.363* 0.101 0.128
(0.189) (0.189) (0.153) (0.150)
Ln(Asset) 0.818 0.848* 0.837 0.041 0.1445 0.066
(0.509) (0.505) (0.513)  (0.240) (0.232) (0.235)
ROA 0.048*** 0.012*
0.053*** 0.052%*** * 0.011* 0.011*
(0.016) (0.016) (0.015)  (0.006) (0.006) (0.006)
s F 0.007 0.006 0.006 0.041* 0.035* 0.041*
(0.006) (0.006) (0.006)  (0.021) (0.021) (0.021)
Constant -11.636** -11.785*** -11.478** -0.564 -1.158 -0.729
_ (4.550) (4.563) (4.533)  (1.785) (1.741) (1.756)
Observation
S 209 209 209 209 209 209
log- 128.95 130.75 129.19
likelihood -26.480 -26.547 -27.767 7 6 7

Note: The dependent variable is total automobile insurance premium. *** indicates
significance at the 1% level; ** indicates significance at the 5% level; and * indicates
significance at the 10% level.
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