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Abstract

In this paper, the international data encryp-
tion algorithm is applied to design the symmetric
cryptosystem based on chaotic signals. Plain text
are masked by means of the logistic map. Cipher
text could be recovered to the original signals
through chaos synchronization. Since the fuzzy
controller is robust, it can restrain effects of dif-
ferent initial values and variant system parame-
ters between the transmitter and the receiver. To
synchronize the logistic map between the trans-
mitter and the receiver, hence the observer gain
is designed using fuzzy logic. At last, the logistic
map cryptosystem are structured by combining
the international data encryption algorithm and
chaos synchronization and applied to the encryp-
tion of voice and picture. Computer simulations
demonstrate that the cryptosystem based on
cryptography and chaotic masking could pro-
mote the performance of information security.

Keywords : chaos synchronization, international
data encryption algorithm, fuzzy logic.

SN
LER PR
thalin@ms48.hinet.net

d AR NG R ii#fmfi'?”?é%'f %y’i)’i’%
#* wéiﬂ"“%ms"’k’l;ﬁ’\{' Poig B2 i B o 3
ﬁr;&fﬁfﬂ‘mﬁ’ O R EU‘TWK&W eiv~ &
RRETFLE CAREETIFRE B0
ﬁ‘%-"ﬁ‘-}i"ii/fﬁ’)ﬁ%’* %\-’ézg.p ) @]LLA“JL_Q i.ik
& [4] %A FATHTRE 2EET I
fe t () B AR5 lhfg Fl»ﬁgB’»F'QQ
ME Q) REFLRBEZP 2T 1]
B Rt e (3) T FERP 2 gL
BiEsgeT o @ 2be A G BE 3] T
F2LAPE AR AT AL (2§ 0L SR P
E &P ’mﬁét?ﬁlﬁﬂiﬁifl,ﬂv?ﬂ—?& °
PP R ke BEIE o 0 B IR
L A HF TR N BT RE R R

WEE2 T >

%-3':

A EEL R RMERE AR BT
B SR R UL GRS 2 S
FEERP TR A4 B4 [14] Fltiass &
HFAR TR FRoRBCENT AL
22 e 32 e 45 (1)R A jr (Chaotic
Masking) [15]:7& * ;&4 i3 %Bii%@%?ﬁ‘ﬁﬂ@f?
ﬁ?ﬁf BB R Y B AR A B
CIERE R RO TR A 0 RO
w2 RAz RH 2R FTRRP 2 WE
(2)i 4 27 (Chaotlc Switch) [13]:#-8 % %
Hedt 47 3 (attractor) v 3B {7 A M dh &2
2 % ° (3)® ;% 3 % (Chaotic Modulation) [5]:
RHALELZ. K ML Aok BEELA HE R
'II%E'f %‘%ﬁ/)a//i‘?’g%‘ﬁ‘}l‘?fﬂ o Chua F]
LR A R N o T bR
TEF I [10]o &2 {5 Prph s b 5L *
SN A S Al E R B SR A
em%{f%fﬁ%v FEI RS UEB R F 7 Tl
WLEARY G R A wAR g o SNR A
,f*, ..Vc.%:“rii;«m,[ﬂ‘.f(] giLpE, g R FF'/»b s I,
%o [8] 0 Tt diEsE 2 Tl A kg
femiz 2 AR P RGP 2 otk pig
e S I SRR R CF ot U Y Y e Y



B [11] 0 235005 b BLip R o

RS TV FE R
HRA e % ks A FTAL 2HN R
S P II P
T2 FHEARZ ) FRFTH 4 REE (Data
Encryption Standard ) ~ #-i# 7L 4 % i ¥ 2
(Fast Data Encipherment Algorithm ) ~ "% #&
P54 %% & 72 (International Data Encryption
Algorithm ) % [9] - B " #c¥f 4 % F & 2
(IDEA) #.¢ Lai 3 Massey > 1990 #73 &
4 im‘ffﬁ-;\ Tl o Y A LR S
128 =7 > kg ?#—"&b& 564 = [6]iTE
% IDEA @ i& BB~ X DES 2. @& i4e %72 » PGP
(Pretty Good Privacy )#ic 48 2_ ¢ 3 % &% & /2 7*
# % IDEA o |t A2 P73 3h 2 BAE & Lo AT
i ete B Sl s R oyt DL E o

SRR AR

I SR R S IV U 48 N g HiR
HMETEPRET R "’I”,».,*i % 51.,_ 7 £ G dnE
SR RIET gl [1] 0 1990 £ Pecora fr
Carrol # 9174 e o) LA [2] > 104 B2
Ak MLBR R BriE 2 A kKoo 18 203 T 4p

RITI AR A I G o 3T E ko R b Y
ﬁ'?i*@w 2R BB IERF LAY YN
doie BB B A R E K IR IRE 2o A
T LSBT L RS AL TR AT

x(k+1)= f,,(x(k))
= p x(k)(1 = x (k)

L0Su<d > é;y/‘%“358fr
R RN

(1)

#e 0<x(k)<1
42 FFpE S R

#d BRI R AR TR A % B ]
e ) 2R 04 102 Bl fE2 5 R
o o 3 SR 2 b Tl 2 (5 Bk Bk ALES 2
A

x(k+1)= £, (x(k)) )
i(k+1)= £, (k) 3)

Ao gt x(k) 2 2(k) 52 - 2ok o
k— oo B kL e(k)=(x(k)-%(k)—0 >
Fiisprpite s o

BRI d Zadeh #c3zdh I BB A S A
RS O R R gk e g i
[

Ea A RS e AR L ] A
KA TERIE B EATE [12]0d ¥ @ B 2

R TR AR R SR T )
&&@Fﬁﬂo@%ﬁﬁ\%%ﬁﬁﬁaz%
B2 ko 2 b SR o A HoR i d)E
> gp g-\m;g:gﬁ,,;;,, B T E Y iy
IR = St Sk U A 1L
F2 kM e A DR BER R E
J!-

Lo B ST R TR 2 PR Lk

f?
HE
#

ok o GE S kg R R R
}ﬁﬁﬁ&?ﬁﬂiﬁﬁv@ﬂﬁ&ﬁﬂ?
FoFBRBLL AL NENRERE 2y
Fllgk - R FEXTHARLE ¢ 7P
Lo Bo PR~ B B fofafich o

(“)fﬂ*“ T MEFAR TERIZSE

BB L PAE PR 2 RS
el B R R AR T A R R

ékﬁﬁiEﬁFﬁﬁi%ﬂiM%lﬁ%

% F ,1@, VSR B AT F 2 ﬁﬁ"bm&,‘@%
;x.g;

My, (x): exp[— (x —m; )2 /0',»2] 4)

() ZE= Rk d TR feR R

Bled o B¢ FHE I/ ELETT 2 A

R R B Cifeeethan -7 HEE R AR £
T e
Rule 1 : ifxis Ay and yis By > then z is C,

Rule?2 : ifxisAyandyis By » thenz is C,

Rulen : ifxis A,andyis B, > thenzis C,

2P A, B, e C, AT X~y sz 2

R

(2) itk i fop i Uik 4 %
WP fos o Jhd e (7 AR A B T
AL o5 o 483 > 545 Mamdani - Sugeno ¥
A 0 A2 % Mamdani AN 2 fok e

Ho A 2 T
s (1) = max e (e) (et (1) (5)
1 ¢

He ende~fAudimE 2291 wi
g
# -

e>

‘E—L_ ~ q_ﬁ: ﬁ%\]»v ’ ,LIA{(e),aFf—i E:]F@:—,JI
2§ S
E]F@:’!‘:l'& lﬁ*r'ﬁ"}'qﬁ:



ﬁ%ﬂ& %ﬂ’maﬁﬁ P o
;UB(f)F“

GRS

(z) R
fpHE G

he s AR

S uplf)) f;
F=fl (6)
EﬂB’ (fz)

SRR & EE AN = et ] %]

*2 TR 2 (S PR AT S — BRATR A
O BEIANT TR LT

x(k+1)= Ax(k)+ f(x) (7)
Ao x(k)eR 3 Frbkih o A% sy
SER B sl Sl o g ok BRI 0 R
FHORPHE R Brp btk SLiE R A B 2P
e gid (7) 3% kERE T - (PPt s
Hfsfe > AN 4o

i(k+1)=4

(k) (8)

B R(k) B steh x(k) 2 @Rk F O3 Bk
A E e o

&)+ () + F - (x(k)-

d (7) %8 (8) v @kt
elk) = x(k)- (k) ©9)
HEEAHAE AN T L7407

e(k + 1) = Ae(k)—

B RPERTHHEET #E (10) 248
SRR @ BB S o

F-elk)+ f(x)- /() (10)

ERR- P P R

RSt RRE 25— AR
0 128 A2 R 64 A2 P2 A
BEagiponid 64 AR RH [7]
IDEA £ 5 #2274 1+ (Confusion) £ #4¢
14 (Diffusion ) > ¥ 3§ 4r 53t & 4750 2 b 1
5 1 Sofg B2 2 okl o IDEA el 3 2 4F o
Z 467 b Sl 1 (1)XOR i# B (2) Tk 2 2'°
A EEY  HEE G SEE 16
;a_mgga@)%;% 22101 e il b g 2 E
g H@E Y L 2bE 16 A fEdk e IDEA 9

-t

HE (F"%ﬁd Fiz /2 (MA) Bip#h s &
—nfﬁ’g’\,%Léﬁ’[%’sﬁ/zlf?ﬁ@%/f‘lf'ﬁ '% ﬁ%}
FEA R IO AR HA B 16 A R
A2 5B 16 n’i;wﬁie?]ﬂi ot 2% & IDEA 4 %
GBS RS E N Y £ T v i
AT

IDEA 4 A2 A Ld A % £ bl 8 5 2
B fs— = rﬂﬁ%l D e S BT A o MET e B 2
MBI 64 AP FH AT LY
LSaw 16 ii;b_&hﬁg];\??ﬂ,jjgﬂgéﬁ
S BRI T BaR R b BB AR B il — i
SHEEE R P Y bw B3 B4k e “72 IDEA
feRIBARY 0 XIEY T 52 B Rk Ao B
@A e 128 A % B4gUTA 2 o IDEA
—q»——T@?;’Kiﬁﬁk'i,.‘fﬁ_’jﬁ—@agﬁ%%z
B A BB o ¥ 30 L gl
;E:"flj’#a( h%%c/zk ¥er B 16 Wﬂ'%])‘
?Lf‘i'}’—?'@éﬁ* "F‘ ,XOR )?}’4,1»,,[}
16 l"mﬁg‘] F\‘} I _:‘:K))-,E:’I"R MA 18
”E* » #-a 16 ‘i’“@?] T RAES BB
LR QR RS n—vémg A4 AR 16 ==
ﬁgl»l' b0t MA B E rﬁﬁﬁlu‘g‘fﬂ‘_ﬁgg%ﬁ
e e 7 XORE Y > A2 Sdw B 16 i
RE RSN T T G RN i
@’HEA&@@ﬁﬁ%a N
R Aw L2 RHFF T E MAWE »&¥
Tu BT R

A BB E P £ 2 T KRS
AR EES S RFE R ERTRE A
WAMEAR? 2 F 2o Bl 1 5 (5P st B AE &
fuér‘z'f#-@ ’ 4“@‘5'@:? N‘#&ﬁﬁ %/ﬁ—n =
Sd BOP SRR G > RIPORPH £ (S peph &
GRERARH LD e A AR AR IfER
S Fcde T AT

plk)=e,,(s(t), K, (k) (11)
s(t)=d(p(k). K, (k) (12)

#9 e, ()5 IDEA 4 % 3.8 > d() 5 IDEA ji2
B s() Lot pk)im
v izt o plk) BRI s L
Ki(k) 5 e it &0 Ko (k) 5 i 24 e
B2 e UELIEY [ PP IR R SR T
LW HEE W iE 2 e

x(k+1)= Ax(k)+ f(x)+ p(k) (13)

Floshz o SR BRI D AR K A
T g3 131#«**’;}'5.»](«*”‘ [ RE SR I 1



i(k+1)=

Ax(k)+ £(3)+ F - (x(k)-

He G L2t ol FEB

i(k)+G (14)

G=f(x)- /(%) (15)

Bl ke 24 e(k) 2 # fi 5 258 %
e(k+1)=

= Ax(k)+ f(x)+ plk)
~(Ai(k)+ f(3)+ F-(x(k) - 2(k))+ G)

= Ae(k)—F -e(k)+ p(k) (16)

x(k +1) = x(k +1)

R LRI BR AR RS LA @
t—>ooPF Ju\Pﬁﬂb}; e(k) >0 = i g2
B it e 150 T R(k) o> x(k) BRI g pR
Sl R Ax B iE 2 P oo i s(r) o

T~ T RO

4 4% IDEA 4 % %4k 712382348
34594569 > A& Y kiAo A Y
3t i a8  IDEA #-0 2 B4 RS 1 5
B R B o T *‘v:“«f%‘i?:ﬁ%i“%fé W
AEE 2 IDEA BRM 2 B2 & 2k
B K2 A TIR A *m%{j‘zﬁ%ﬂ” 2 ELE Y
IDEA 4v @z % 233 4 S o (S Erph s &
BT A N4

x(k+1) = gy x (k)= g x* (k) (17
2o =405 x(0)=07 - 424 (14) 2 &
R BRES 218 Bh Pk BPUR A & ST
#(k+1)= gy #(6) - 11y 22 (k) + F - (x(k) - 5(k)) (18)
P OF oW F e o il R Bkt
PREFLe i) (N FLE R de 5]
(N) B> BLR A at;éi%] 7 s mE AR
”Lru*‘f“%m]w F#Eal (N);*FLe i
(N)~zm1 88 de % (P) P> H]A
%1@&&%1&%%g%§%mﬁkﬁi

# o

BEU A BEE A G EIE S
P F R 7 T e oRR

(- )% 12 IDEA *c % £ o 85 UL ferd b
g2 380 E%E v“%ﬁumﬁ&}\ (LR IR Pxﬁ*"
s(t) » 4@ 3@=r7 - i5d IDEA 4 » 7 @
M2 2 b %;n ’mrr] B 3(b)= 7 o 4o 15 e ph it
S "ii?ﬁ"f » F R A LA R] 3(c)P T e
B s 5 ”'Tv)i’u’7 ’fﬂ—f“f%_g_ s A R AR
M 0 %02 IDEA f2 %R RP 2 25 4o
3(d)*F T e

2 ) AR AUELEE o IDEA 4c g 2
B2 B F RGBT REL P e
Fs(t) 4o 4@ m o d R U
TR }u B 4e B 4(b)#r o £ 12 IDEA
de o T 40 B ELACE 4(0)FTor o Bt g
SR AR E TR SR
T IDEAfER A “frté PR f,;‘;;m BERRP 2
WE > heF] 4d)FrA o

‘“ ~

7 4 B OE A BT 0 P Y BUELE 2 IDEA
fr R IR R A AR RTIL K
o @ 5B R &%éc@/ﬁﬂ/, B35 B P B R
J"Ef*rw » A pw;ap:; MWELE R ‘Z\F ‘}'ij}’ & it
2 4EQ_Q}_~

7oLk
i S

%

3OS s i R ;*» R
?‘&Ff‘ifﬂ?’ AR IR e 2 ﬁ’f‘%i
Bit o ek e F LI MPRPIE S AR @
Rk BB A O o BRI R
Ao b SR BRMEHT FAlLE 2 g o
BERBERG KR RS RS SR
3 = R @’«m&?lﬂiﬂ BLo & d *”m%ﬁ-#ﬁ
BB S PRERE AR 3 HES R
BABATRSS § B FRL 2 -

ME
4

=

ﬂ\pz d E;Y];fig;ﬁ- Bh s A B4 4 B 0 NSC
92-2213-E-214-014 » ™ pt 5k 3} o

i A §Je
[1] M. S. Baptista, “Cryptography with chaos”,
Physical Letters A, Vol.240, pp.50-54, 1998.

21 T. L. Carroll and L. M. Pecora, “Synchroni-
zation in chaotic systems”, IEEE Trans.
Circuit Sys. I, Vol. 38, pp.453-456, 1991.

(3] D. E. Denning, Cryptography and Data Se-
curity, Addison-Wesley, 1982.

[4] C. Huitema, The New Internet Protocol.



Upper Saddle River, NI:
1998.

Prentice-Hall,

[5] H. Leung and J. Lam, “Design of demodu-
lator for the chaotic modulation communica-
tion system”, IEEE Trans. Circuits Syst., Vol.
44, pp.262-267, Mar 1997.

[6] X. Lai and J. Massey, “A proposal for a new
block encryption standard”, Advances in
Cryptology — EUROCRYPT 90, pp.389-404,
1990.

[77 X. Lai and J. Massey, and S. Murphy,
“Markov ciphers and differential cryptanaly-

sis”,  Advances in  Cryptology  —
EUROCRYPT 91, pp.17-38, 1991.

(81 S. N. Resband, Chaotic Dynamics of
Nonlinear Systems, A Wiley — Interscience
Publication, 1989.

(91 W. Stallings, Cryptography and Network
Security: Principles and Practice, 2™ ed.
Upper Saddle River, NJ: Prentice-Hall,
1999.

[t0] C. W. Wu and L.O. Chua, “A simple way
to synchronize chaotic systems with applica-
tions to secure communication systems”, Int.
J.  Bifurcation Chaos, Vol. 3, No.6,
pp-1619-1627, 1993.

[11] Li-Xin Wang, 4 Course in Fuzzy Systems
and Control, New Jersey: Prentice-Hall,
1997.

[12] J. Yen, and R. Langari, Fuzzy Logic: Intel-
ligence, Control, and Information, New Jer-
sey: Prentice-Hall, 1999.

(131 T. Yang, “Recovery of digital signals from
chaotic switching”, Int. J. Circuit Theory
Appl., Vol. 23, No. 6, pp.611-615, 1995.

(147 T. Yang, C. W. Wu and L. O. Chua,
“Cryptography based on chaotic systems”,
IEEE  Trans.  Circuits  Sys., Vol.44,
pp.469-472, 1997.

[15] C. Zhou and T. Chen, “Extracting informa-
tion masked by chaos and Contaminated
with noise: some considerations on the secu-
rity of communication approaches using
chaos”, Physical Letters A, Vol. 234,
pp.429-435, 1997.

L1~ HoR AR B

¥ Le

= A

(i

- 08 06 04 D2 0 02 04 05 0B 1

Degres of membership
=
&

- 08 06 04 D2 0 0z 04 08 0B 1

3 EV I E O 1 4 42 44 4B 4B §

glz‘ﬁ:ﬂ%q%@iﬂﬁ‘%.ﬁwﬂi

Decrypter

— | Encryption
IDEA

A
K, (k) p(k)

» Public

» Decryption ——+—»
IDEA S

Map

Channel

|

|

|

|

I .
| Logistic
|

|

|

|

|

> Fuzzy

Control Map

Bl 1~ 8 grph it Al 4 50



"o 2000 4000 6000 8000 10000 12000
(d)
B3~ ErginixiE5 st (L2 IDEA 4% £ Bl 4~ 1 * + 21§ £ 12 Chaotic 4 j& £ 14 IDEA
12 Chaotic 3 i ) (a) P < 350 (b) 4c H3UEL o) (a) BB (b) R @ FEcm ()
(c) mimdiEng (d) R se g Bl (d) B R Bl



