407

100

E-mails {reihino,chad}@pluto.iecs.fcu.edu.tw, {kclai,crdow}@fcu.edu.tw

(Wireless Network)
RADIUS netfilter DHCP iptables

RADIUS DHCP

Web-based
DHCP

1 Web-based
DHCP DHCP
2
Internet RADIUS
3
RADIUS
|IEEE 802.11

Linux netfilter

RADIUS



2.1 Linux netfilter

—f i merom s]——] rome |——f 1 roww | [n 05 awm—

IPLOCALIN® T| ROUMNG

1P.LOCA LOU RUT

netfilter

Netfilter[5]  Linux 2.4

packet Linux 2.4

iptables6]

netfilter
ACCEPT
RETURN

DROP
QUEUE

Netfilter
PREROUTING
chain INPUT
chain FORWARD routing
table chain
OUTPUT
chain table

chain

filter nat

mangle

IP_PRE_ROUTING
Linux

routing table

1
IP_LOCAL_INPUT

2

IP_FORWARD
routing table
IP_FORWARD

3

IP_POST_ROUTING

4
IP_LOCAL_OUTPUT

2.2 RADIUS
RADIUS[3-4,10]
1 Client / Server Model RADIUS client
RADIUS server
RADIUS server
RADIUS server client

RADIUS client RADIUS client

RADIUS server
proxy client RADIUS
server  client RADIUS Server
RADIUS client
RADIUS Server ( )
2 Network Security Client RADIUS
Server shared secret
shared secret Internet Client
Server

Internet

3  Flexibility Authentication Mechanism
RADIUS

RADIUS PPP PAP CHAP
UNIX Login
RADIUS RADIUS
RADIUS Client
RADIUS Client
RADIUS Server

RADIUS Server



RADIUS client Access points Power lines

o g b~ W

— 0= 3.2
RADTS Client RADIUS Server
Deliver User Name & Password o Access-Request
Display Result Access-Accept/Access-Reject ACCeSS
RADIUS Point AP
AP
10Base-T
@\ Internet RADIUS Server
/ I
3.3
Users
RADIUS
100%
70%
AP
31
(1]
1
(RADUIS Server)
Mac
AP AP Address Mac
Address
1
2 2 AP



SNMP

AP
AP
AP
3 IP
IP
DHCP[2,7-8] IP
AP IP
Mac Address
IP IP
IP
34
RADIUS
Server
Web-based RADIUS
Server
RADIUS
MAC Address
35
Linux
ROM

3.6

RADIUS

Address

RADIUS Server

RADIUS

NAT
IP
Server Internet
DHCP Server IP
~
‘..

RADIUS Server

RADIUS Client

Internet



4.1
DHCP IP
( )
RADIUS Server
(
RADIUS
RADIUS

Internet

4.2 DHCP Server

DHCP Serve

4 DHCP

DHCP

ping

DHCP

DHCP
P

ping



DHCP P

——@——DHEBIP N
Fxdip N

13% o
)
s our 70
s
01 ot r
2
| B2 ohir N
s ot r 30
Hi 04 otur 0
68 % o
o y y
BERDE ] e s e ] 17 [0 0 20 21 22 [ 22
[ B R BB R D DBE BOERDERERD
‘ e 7999443455457 {o qum[w| =] = oo

4 01.3.4129. O -

DHCP

)
70 "
)
50 ——orer
IP 4o — e
30
20
14
10 110
s s
| = o
o 2 i b
Towr| 2omr| 4owr| som | 120w 160mi2a0sr
e——orer | Gew| 1w | sw | sw | 2w | 1w | ow
o an ——r e 4% 5% 11%| 35% | 42% | aw 0%
s o
DHCP  IP
e
[ P

140.134.40.0 -

140.134.40.0 IP

140.134.192.0

7-11 |EEE802.1x[9]
12 96%
IP IP IEEE802.1x AP
|EEE802.1x
DHCP
IP IP Linux netfilter

ISP RADIUS
RADIUS



(1]

(2]

(3]

(4]

(5]

(6]

(7]

(8]

(9]

C. J. Park, S. J. Ahn, J. W. Chung and C. H.
Lee, “The Improvement for Integrity for
Integrity between DHCP and DNS,” |EEE,
HPC Asia’ 97, pp. 511-516, 2000.

C. Rigney, W. Simpson and S. Willens,
"Remote Authentication Dial In User
Service (RADIUS),” RFC2138, April 1997.
C. Rigney, “RADIUS Accounting,”
RFC2866, June 2000.

H. Wdte and R. Russall, “Linux netfilter
Hacking HOWTO,” July, 2002.

R. Russdl, "Linux iptables HOWTO,”
September, 1999.

R. Droms, “ Automated Configuration of
TCP/IP with DHCPR” |EEE Internet
Computing, Vol. 34, pp. 45-53, July-Aug.
1999.

T. Lemon and R. Droms, “The DHCP
Handbook: Understanding, Deploying, and
Managing Automated  Configuration
Services,” New York: Macmillan Technical
Publishing, 1999.

LAN/MAN Standards Committee of the
IEEE Computer Society, "IEEE Standard
for Local and Metropolitan Area Networks
Port-Based Network Access Control,"
|EEE-SA Standards Board, June 2001.

[10] http://www.freeradius.org/



http://www.freeradius.org/

